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CtulFouo)CriticalJnfra.structure-Activist Encouraging Pipelin~ Sabota gee 

Medium RiskRecommendations: 

Based on current intelligence and available situational i:n.fonriation, ati eventodssue a@ea.rs to pose a MEDIUM;risk or 
imp,wt to the :comnrqnitJ. J3~ed 9ti We tone pf the: jdeqlogy, INTE;i •. anil Fqrt Worth. Po1ic!} bepa,rjntellt's Homelap,µ 
SeeurltY: Uni.t :recorm:nend edueating/notifyi:ng potentiaily impacted resources fof prepai:atim .audlor respo11Se plan:riing as 
youx leadership deems appropddte; • • 

{U//FOUO) SCOPE:. The Fort:WorthJ11te1Iigence Exdian,ge (INT.BX) 'has prepared the following Situatfortal Awareness 
BµIle:t:inr~garding a Septgi:riber Z02l podQast interviewwithdi:tllate clI!,Ulg~ • a<.;'.ti,vist Andre~ Malm, the authpi; pf Jlow l9 
Blow Up a Pipeline, In die book .and subsequent iri.tervi:ew, Malrn encoUI;ages. ptpeUne sabotage: and property destt'.Uction 
attd questions whethe:i; the climate. movement w◊Jlld s.u.cceed with .a. starice, of a:bsqfoie non,.;violen<:e; lN'I'EX is 
qissemillll.lin~ this procluct for partners:' situatiop.a1 awi:u;eness, We.J:¥tve surfa.:e.d no i:ofor~tio11 inc.ficatj.11~ a specific,, 
credible threat to. our AOR at tbis tinie;; Mwever, the tactics and t.e.cbri.iques used to. impede arid/Pl'.' sabotage ctitical 
infrasrru~tu:r:e anii key .res.ollfces (CJKE) remain a pµblic safety c9µcel'.ll. • J:ofo~tion in this. blJlletiII is current and 
;1ec;wJ1te·as of7 October 2021. 

(UJFIRST AMENDMEJ'fl' At::KNbWLEPGEMENT: INTEX recognizes.that Amerfoaµshave cpnstitutionally prptected 
rigbts to assemble; speak, arid petition the goveo:unent. INTEX safeguards. these tights aridJ:"eports)on only thdse activities 
where potenti@ use of rhetoric and/or propaganda could he used to incite ~ts of violence,. Regardrng the sigll$ of 
.ten:orism and/cir criminal activity, INTEX higpligli,ts .tbat we do not ptofileirtdividuah, ~ we profile behaviors .. 

(IJ)PUBLIC:ATJQNIP9DQ~T DETA,Il.~: 
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;(I.I} How to Brow. Up a Pipeline: Learning. to Figl:ttin a Workl of Firej$ a nonfictiQn book written by ~weclish author 
Aridtea$ Malm a:iid publi$hed .in Jmtgary 2021, 'fhe book ~gIJgs that s:mota:ge is a !Qgic::il .• fqrm of climate activi&m ·.(lll.(i 
cdtic:i;i;esj::iacifism within th¢ climate movement. • 

• The book. is: dhided into three chapters .~. Learning from Past Struggles, 
Breaking the $pell and Fighting Despair - andis availablecin print and digitally 
ona variety ofonliUyplatforms. 

•· Piior to the release 9f Bow to Blow· Up a Pipeline, • MaJm; had w,rhlen seyeral 
other b®ks refrtted to politics, the econc;m:iy: climate change and fossil fuels:. 
Malm's newest book, White Skin, Black Fuel, was published in May 202.L 

(U) ShouJd the Climate Movement Embrace Sabotage'? is a September: 202:1 
.article publisl:te<'.f l;y The New Yorker with links to several podcas:ts di11cussing 
CCJntrdversial wotlqr o:fliteratun:t Tbe pCJdcast, Andreas .Mal.rrt on HOW tQ liHC?w 
Up a Pipeline, was feattn:edinthe article. (Analyst Comment: While the content 
9:f the bop.k ~d $U:bse®ePt po,dcas.t, are, more nua.n,c¢d wan: the titles sp,ggest; 
Malm. adv.ocate.s for targeted sabotage. toinclude the .. destru.ctian ·or.neutralization 
of equiprnent aud prope1ty lnn is notin fayor 9fharm:ing peopfo,) Salient podcast 
details: 

"' Majn,1 wat itlspirei:l t,o. Wri~ Jhe .· 1:lOok in 201$ dµtj.ng wil~fires,. a droµglJ( Jll'Id he'af W?Jve~ whi~h left liim ,fi:~eH11g 
''pmiicked and desperate'\ Malm calls for:e.scalation, a diversity in tactics and moving away from focusing· nn polite/ civil 
disobedience and .encourages. desfroction .of .pr.operty, hampering pipeline cons:tructiont.and sbuttir1g down gas mines/coal 
·rr:iirtes••~ all. of whichhecq11:,"iq.grs mora1lylegithnate, 

! Maltr1 biglilighted t:Qe storming pf thepolice station 41.ntng the 2029 George FJ!)yd prote$tS as a signiJica:nt cat~y$t in the 
moyenient (brin~ng more people to the: streets) and dismissed the idea. that increased yidleJ1ce negatively impacted 
womentuIIl.In tbat vein, Mal.m believed that climate activists sllquJd avoid adapting tacti.cs because. of: the ''enellly' s 
• script'' au!;l that they shQW9 v.se qpporturtlties orex.treme climate disasterstq their <idvantage. 

(P/IFQUQ)EEAQP:ON: P1.1b1i~ respqW\e to we bqol{ has beeJJ ,@)led, with ipdividµals ~ressillg both sµpporting apd 
dissenting opiwons and perspectives. Some revi.ewed the. hook favorably out of esteem.forMalm's wtiting style and 
ability ttr persuasively state hi$° ::irgUillent bµt did not support; the use of vlolenci:l. as an effective IDt;\thQd ofaC:tiv:ism, The 
:m;:tjority of pqsitive -reviews renutlned 1nea5µreq, ,in tlieir o.yi:!raJI ~sessment of MIJJ;:ri:s r,wrspeqtiv.e, daiminir th<1,t the 
author sidestepped various ethical concerns and dov.ruplayed the risks forand by s.aboteuts. Several articles nave been 
writtBIJ. in, response ts, tbe 11ovel, t◊ inc:Iµde sqme 1.#ti~al editorials on Malnr s perspective; 

•· How to Blow Up a Pipeline is thl:l.Title ofa Real BoQk Getting Rave::Ifoviewsand it's NotMetapl:loriqal 
••How ti;ill}ow Up aMoveinent: Anwea:s I\1.;Jlrn,.'sNe:w Book Di,eams of $a:botage hutJgnor.es C9liseql.(enc:;es 
, New Yot:ker Hosts.Climate Chang(;) Extr:err:iis(Who Advocates.Joi Jritelligent .Sabotage 
• Thre.e Book~()ffer New W:aysitoThink:About Environmental Disastt;lr • 

(U//FOUO} INCIOENTSTAROETJNG PIPELINES;Jhe followiIIg are. nota,ble incidents fa the U.rtlted States ;;mti NQrih 
Ameriqawhere pipelines :were targeted for attacks. 

~· .In May 2921, Amedcan oi1 pi~Iine system C(Jlonial Pipeline su.ffereci a ransomw<ll!e cyberattack tbat impacwd 
c901puterized eqµiprrmnt n;ianaging thti pipeline., Wfille ratisom was paid(?5 Hiwoin ot:If~D 4.4 :iµil1ipn) within several 
hours of the attack. a portion of the rafu;om was recmrered fo June 2021, The cyberatt;ac:k was alini;ist certairi1y carried <Wt 
l;,y RussiM~lwked • cyberc::rime gro11p Dar.kSJde. (Analyst Comment: Clillllite 11,ttivism lW!Y notnaye been tlle ·motive. for, 
this attack. On9MaY, DatkSide released a statement on tliek website that did not direct1y111entiontb.e attack but c::faitned, 
"Our goal isto ma:ke.moneyand not creatingproblems for societyY) 

• Ori 26Febfl),ary 2017. law enforcement affit¢rs fatally<shqt amap..whQ repottedl:ylu~duseriilil assal)lti:ifl~ to <!ttacktlie 
Sabal T.rajl Pipellni=. a natl!I"al gas pipeUne under CQnfltrµctionfaFioricia,. • 
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IJJ: 2016, ,::t ¢00rdinatedgrpu.o: of .ei;i::v·htinme:ot~iists caused t4e shutdown, of multiple pipeliJl¢s transporting cru4e oil :from 
Cariaqa to the United States.The actiyii;ts eriteted n:,strictedfaci1iµ¢s; tb Aecess~nual valves, seeki:ilgtostop the flow of 
oil, via #lese pipelines, 'The a9tivisis were sµpporting Native AmerlCJ:J;n pppositio:n to ·the Dakota Access Pip~in!:i and 
¢ncour,a$1l'!g art "extra:oi:diJ@)' .sliift away Mm fossil fuels" to avert ¢Jiwate catastrophe. 

Jn ZOU anµ '.ZCJ12:; there were two sep.µ-.ite atteropts tQ bc;iinp U.S. tlfltural gas: pipelines in Ok:l~qn1;1: apcl Texas Whid1 
were i:trtsuccessful. 

• Natiu;al g!,l.$ pipelines in Briti~h Colut)1bia and Canada were b;qmbed six .times• between Qc;tolter 2Cl0S @d July 2009: in 
acts dassifiedby Canadian authorities as erivironrrtentally moth:ated, 

(UI/FOUO) THREATENVIRONMENT: 

(lJ//FQlJO) TlIB ~I ha:_s defined eco;..terrqrisrp,. $ the. use orihteatened'. use, of violence .of .a .cri:rofo:aI nature :1gainst 
innocent victims or property 'by art envito:ilriientally0 oriented1 subnational gr,oU:p for eriviroI1JI1ental0politic:a:J reasons; or 
ajm!'ld i;if<'.ln a:ndienc:ce beyEJi;id. tJ:i:etarget, 9ft~n of <l symJ?Qlie @t:ute; ii N'ot:al;lle IJriifod $tat<lS:/N:.eirth. Al:ll~rica11in,c,idents; 

(U/IFQU 0) Whi1e ~lm does11ot go into speci:fks on how fo.dividuals should .engage in l'intelllgent sabotage~1, be does 
.cite qccasi:ons wbe,reJ-ie believes thisapptQi,u;h wa,s successful, One ¢xal:llple he movi~d w.as tJ1e Nigetia:n i,u;tivist group 
Niget Delta Avengers,, who wete ttlostactive in 2016;__;; blowing up multiple pipelines and kidnapping oil workers. Their 
efforts, resulted,_ in s.everaj, deaths aµdi:Ujuri:es and call:sed a: sh1;1tdq1¥n of oil termin;,tl~pipelines; leading Nigeria;s pil 
production to dtop:tdits foyjest levl;ll in Menty years: (photos belo:w'), Malm diseouraged targefirtg people but belfo:Ved the 
llli'We:irteritw$ sucGessful due toits timing and ur,;e ofesealating vfoleuce, 
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(WmO:UO) As of 4 October 2021, INTJ3X' has· .no specific fotelligenbe indicating that forei_g.n or domestic terrorist 
organizations or lone actors are plotting to conduct againstpipelines or associated criti cannfiastnicture. However; in May 
of 2,021 the PepWf;lllent 9f II◊.wel@d SJ:.\c;\.lrity {DJ-IS) advi,sed J;he ''11& contin:µes to ;&!.ce l;hreati. t:m\tliave evolyed 
sigl:iificantly and pe¢onie increasingly .complex and Volatile in 2021. These. threats inc1ui:Je those posed by domestic 
terrorists, individuals and groups ellgaged in grlpyance-base? violence; and fuof!e juspired or fotluel)ced hy foreign 
terrorists and qt.her mi:1-lign forei~ 1nflufln<:es. Srx;ial weITTil and m:rlir.re forums.are in.c;reasin~lr exploited l:l-Y tb,ese actors 
tainfluence and spread violentextremistnarratives and activity. Suchthreats. also are.exacerbated by.the impacts ftomthe 
011goi:ri,g gJQbal, pwid¢rnie .. Sow:®, :FortWartl:i Intelli$ence J:,:x:cltang¢ 

*Anqlyst (omment* Gri.Illlnal. !)Jld nation,-state cyb.er thre.it actors have frequen~y targeted crfticaUnftastructµre jni:ecent 
y¢arB, Sqme attacks b.3;ye c4used significant disrµption anct frnandat harm, such as tl1e May 20:ZJ rflrt§o:mware attm:;k on 
the. CoI6nialPipeU:ue, which caused maJof gas shortages:across the. eastern United States. Cybet threat actors haye also 
targete.c;I critic:aj infr.astructure it1 N~w 1-,' ork City, as e:vid,:mced ]Jy Chiria01ink,ed ~kers penetrating MetroPolita.n Trarisit 
Authority.computer systems irt April 2021. Currently,; The FB1 iS examining whethetillere was a negligent discharge of 
oil into navigable waterSi in Newpon and Huntington B~h, Multiple:statc; l:U1d fe.cieral investigative ag~ncies are. alreildy 
examirling w)lether anycriminal violations ac'4irred wi.ththe pipelin.e leak1ast wegk:; 




