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@rouoy Critieal Infrastructure — Activist Encouraging Pipeline Sabotage.

Medium Risk Recommendations:

yeui: ‘léaders'hlp deams &ppmpnate;

’(U#FOU@) ‘SCOPE The Fert Wcrth Intelhgence Exchangﬁ (LNTEX ) has prepared the fol[owmg Smatmna’l Awaleness

where patemml use @t rhetc)nc zmdfc:)r propav.md& could be: used o dncite: siéts of vwlerice Reaardmg the: signs of
terrorismand/or eriminal activity, INTEX highlights that we do: 1o profile: individuals —we praﬁla behavioes,
(U) PUBLICATION/PODCAST DETAILS:
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» The book is: divided inte “three chapters — Learning fromi Past Struggles,
Breakmg the: Spell and Fighting Despair «-and is available in print and digitally
‘ona varlery of arline. platforms

‘ 1 ’p() 4 ‘Gncsmy, chmale c_ g - and
Malm ‘s newest b@ok ‘White Skm Black Fuel, was pubhshed in May ZOZL

1c: ntrovermal works of 11 ekature T},,e padcast Andreas Malm‘ &
Upa. Plpe]me, was featured in »rhe article: (Analyst Comment: WInlethe content

'mmes all ef thc the oonmders mora]lf, 1egmmate

rscnpt” and that ﬂley should use. oppf)ttumtles of ektrem& chmate dlsasters 10 thexf advantagé o

-(UIIFOUD)J REACTION P‘ubhc respanse m the back has been mixed, W1th mdmduals expressmg ba’th suppor‘ang -and

® Thre& Books Offer New Way, to: Thmk About Envxmnmental Disasfer’

(UFQUOY INCIDENTS TARGETING PIPELINES: The following arenotable incidents:in the United Stafes-and Nerth
America where pipelines wete targeted for aftacks,

« In May 2021, American oil pipeling ‘system: Colonial Plpehne suffered @ ransomware cyberatta ck that 1mpacted
computetized equipment managing the pipelin ‘ D4 5

hoyr 'k, & porticn of the ransoi was. I
by Russian-linke eybercrime gronp DarkSide. (Analyst:€ L

this attack. O 9 May, DarkSide released a stafement on thelr website that 'dld 1ot dlrecﬂy mennan fhe attack but claxrned
“Out goal is to make money-and not creating: problems for society:”)

O 26 Februaty 2017, law-énforcement officers fatally-shot a-man-who repertedly-had.used-an assault rifle to attack the
‘Sabal Trail Pipeline, a-natural gas pipeline-under construetionin Florida:
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In 2011 and 2012, there were two separate aitempts to bomb U8, natural gas pipelingsin Oklahoma and Texas which
‘were utisucgessfal..

» Natiwdl gas pipelines in British Colunibia and Canada were bombed six fimes between Ogtober 2008 and July- 2009 in
acts classified by Canadian authorifies as snvironnientally miotivated.

(UHFOU0) THREAT ENVIRONMENT:
(Uf/F@UO) The BBI has deﬂned eco—tﬁrrormm as the use or ﬂlreaten,ed use ﬁf vmlenc:e ‘of :a ‘erfminal nature agamst

nimental-political. réagons; or
irth American ineidents:

mdyement was suecessfill dues taits nmmg andse of esealanng vmlence
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»(U!/FQUO): A% of 4 October 2021, INTEX hag no sp cific Tntelligence mdmatmg that foreign of domgstic: terrorist
O gap;zaﬁons‘ orlone actors are plomng tQ tonduct agams plpehnes oF assectated crmcal mfrastmctme Howeyer; in Mav

i 121 P 2
toinfluence and spread violent extremist narrafives and actmty‘ uch- threats also are: exacerbated by the unpacts fmm the
‘engoing global pandemiie; Source; Fort Worth Intell;gﬁns:e Exehdnge

oﬂ into narvzgablc watér -in Newport:and Hyntington: Eé&‘h Multiple-state and federal xmfestlgatlv& agt:nc:les are alrcady
exanumno whether any eriminal viglations ocenrred with the pipeling leak last week.

I shapiro 20 - Email Search Results - A-E - Part 1 004146





