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(U//FOUO) People’s Republic of China State-Supported Firms Likely
Hindering USUtility Battery Energy Storage Security

(U) Scope Note: This analysis builds on previous products that focused on People’s Republic of
China state-supported firms’ use of noncompetitive tactics in the electric vehicle and battery
supply chains.

(U//FOUO) Some China-based firms are using
People’s Republic of China (PRC) state
support to quickly and cheaply enter the
emerging US utility battery energy storage
(hereafter referred to as utility storage)
industry and create supply chain
dependencies on China, which will likely
hinder the development of a secure US
utility storage supply chain. Utility storage
systems are critical to US efforts to modernize
the electrical grid and expand renewable
energy sources. The PRC has prioritized
dominance in the utility storage industry and
has provided Chinese-based producers with
extensive state support. These firms have
begun to manufacture these storage systems
and components at economies of scale, which
provides them with a noncompetitive
advantage that amplifies the effectiveness of
otherwise benign market practices.
PRC state-supported firms are probably also
seeking to capitalize on US incentives meant
to stimulate domestic development and help secure an independent US battery supply
chain.

(U) Background on Utility Storage
Systems

(U) Utility storage systems use
high-capacity batteries to support the
power grid by storing surplus energy
production when energy demand is
low and prices are cheaper, and
discharging energy when demand is
high and prices are higher. This
allows them to stabilize the grid
during periods when intermittent,
renewable sources like wind and
solar are less productive, making
them critical to US efforts to add
renewable energy sources and to
modernize the power grid. Electric
vehicle and utility storage batteries
have similar components, creating
supply chain competition between
auto and utility storage firms.
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• (U) Beijing seeks to “tighten the dependence of the international industrial supply
chain” on the PRC for new energy technologies, including battery energy storage,
as directed by President Xi Jinping. To assist in reaching these goals, the PRC has
created a favorable regulatory environment in China for utility storage firms. This
environment has, in part, enabled select Chinese-based firms to build dedicated
manufacturing facilities for utility storage systems, according to industry
reporting, allowing them to produce systems at a noncompetitive economy of
scale. This noncompetitive advantage is compounded with other forms of PRC
government support, including access to the PRC critical mineral supply chain,
large government orders, and partnerships with Chinese state-owned enterprises.

• (U) Select PRC state-supported utility storage firms have benefited from the
various forms of state support and leveraged this to further business strategies for
gaining US market share. These firms include Contemporary Amperex
Technology Co. Limited (CATL), Build Your Dreams (BYD), and Ruipu Energy
Co. Ltd. (REPT). CATL and BYD are selling complete utility storage systems,
while REPT and CATL sell components to US utility storage firms, according to
industry reporting. These firms have positioned themselves as a solution to the
current lack of utility storage component manufacturing in the United States to
meet consumer demand. For example, in 2022, a known US utility storage firm
partnered with CATL, citing CATL’s dedicated utility storage manufacturing as a
critical factor cementing their partnership, according to industry reporting.

• (U) Chinese-based firms are targeting US government incentives and investments
to expand their market share and footprint in the United States. BYD’s public
website as of Spring 2023 highlighted how US state incentives can make BYD
utility storage systems an attractive investment. If PRC firms succeed in accessing
US incentives, it could support sustained market dominance by PRC firms,
limiting US firms’ overall economic competitiveness.

(U) Recent US Legislation Impacting Utility Storage

(U) Recent legislation has provided over $600 million to DOE to improve
US green energy technology capabilities and bolster US energy independence
by supporting utility storage research, system demonstrations, pilot program
grants, a joint program with DOD to decrease energy storage costs, and goals
of achieving carbon-free electricity by 2035 and a net-zero economy by 2050.

(U) The Inflation Reduction Act (IRA) and Bipartisan Infrastructure Law (BIL),
passed in the past two years, expanded the number of utility storage systems
that are eligible for investment tax credits, lowering the cost for firms looking
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to invest in utility storage systems. These incentives are scheduled to remain in
place until at least 2032.

(U) In April 2024, DOE and Department of Treasury precisely defined a foreign
entity of concern (FEOC) in the IRA and BIL designed to limit such foreign
entities from participation in these funding opportunities. DOE’s definition for
a FEOC includes entities incorporated in, headquartered in, or performing
relevant activities in a covered nation (China, Iran, North Korea, and Russia),
or a company with at least 25 percent voting interest, board seats, or equity
held by the government or senior official of a covered nation, regardless of
where the relevant activities occur. Increased scrutiny of the influences held
over such entities may help protect US resilience in the battery supply chain
industry.
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Source, Reference, and Dissemination Information

Definitions (U) PRC State-Supported Firm: a PRC business that has gained a noncompetitive
market advantage because of substitutive direct or indirect support from the PRC
government. This support is often directed at firms operating in industries the PRC has
identified as strategically significant, with PRC support increasing both the PRC’s
influence within the firm and across the overall industry. However, unlike PRC
state-owned enterprises, these firms are not completely controlled by the PRC
government.

(U) Utility Battery Energy Storage: an electrochemical system designed to store surplus
power and release it at a later time to support and stabilize the power grid; this
includes both public and privately owned systems.

Reporting Suspicious
Activity

(U) To report suspicious activity, law enforcement, Fire-EMS, private security
personnel, and emergency managers should follow established protocols; all other
personnel should call 911 or contact local law enforcement. Suspicious activity reports
(SARs) will be forwarded to the appropriate fusion center and FBI Joint Terrorism Task
Force for further action. For more information on the Nationwide SAR Initiative, visit
www.dhs.gov/nsi.

(U) To report a computer security incident, please contact CISA at 888-282-0870; or go
to https://www.cisa.gov/forms/report. Please contact CISA for all network defense
needs and complete the CISA Incident Reporting System form. The CISA Incident
Reporting System provides a secure, web-enabled means of reporting computer
security incidents to CISA. An incident is defined as a violation or imminent threat of
violation of computer security policies, acceptable use policies, or standard computer
security practices. In general, types of activity commonly recognized as violating
typical security policies include attempts (either failed or successful) to gain
unauthorized access to a system or its data, including personally identifiable
information; unwanted disruption or denial of service; the unauthorized use of a
system for processing or storing data; and changes to system hardware, firmware, or
software without the owner’s knowledge, instruction, or consent.

Warning Notices &
Handling Caveats

(U) Warning: This information is provided only for intelligence purposes in an effort to
develop potential investigative leads. It cannot be used in connection with any foreign
or domestic court proceedings or for any other legal, judicial, or administrative
purposes.

(U) Warning:This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY
(U//FOUO). It contains information that may be exempt from public release under the
Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled,
transmitted, distributed, and disposed of in accordance with DHS policy relating to
FOUO information and is not to be released to the public, the media, or other personnel
who do not have a valid need to know without prior approval of an authorized DHS
official. State and local homeland security officials may share this document with
authorized critical infrastructure and key resource personnel and private sector
security officials without further approval from DHS.

(U) US person information has been minimized. For all other inquiries, please contact
the Homeland Security Single Point of Service, Request for Information Office at
DHS-SPS-RFI@hq.dhs.gov, DHS-SPS-RFI@dhs.sgov.gov, DHS-SPS-RFI@dhs.ic.gov.
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