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: ‘ Central lntetligence Agency

Washington, D.C. 20505

-3 February 2014

T(b ,

Chief, Computer Crime and Intellectual Property Section (CCIPS)

Department of Justice
John C. Keeney Building, Suite 600
- Washington, District of Columbia, 20530

'Attentiéh: (b)(6) ,

Deputy Chief for'Litigation, CCIPS

Reference: (U) 90831ble Violations of Federal Crlmlnal Law
(2014- 11718)

pear| (0)O)

(UAFEB9) I am writing to you pursuant to Title 50 U.S.C.
§ 3517 to report information concerning possible viclations of
federal criminal law, specifically Title 18 U.S.C. § 1030 (Fraud
and related activity in connection with computers) and Title 18
U.S.C. § 2511 (Authorization for interception of wire, oral, or
electronic communications) by Agency employees.

J : . N

(U/AH680) Per our 30 January 2014 meeting with you and
Deputy Chief | (b)(6) the 0IG has information indicating that:
Agency officers potentlally violated the ‘above statutes on a
sensitive network.

(U/7PeEe) Assistant Special Agent in Charge[i(bx3)C“NAd

:]df this office is the focal point in this matter.
For reference purposes, this case has been designated as case
numpber 2014-11718.

Sincerely,
(b)(3) CIAACct !
|

l

Assistant Inspector General
for Investigations
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1 - Subject File (2014-11718)
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S58CI# 2014-2084
July 11,2014 |

The Honorable John Brennan
Director

Central Intelligence Agency
Washington, D.C. 20505

Dear Director Brennan:

We write to formally request responses to the fourteen questions (attached)
that we sent you on March 27, 2104, related to the CIA’s search of the computer
network at the CIA-leased facility where the Committee had been conducting its
research for its Study of the CIA’s Detention and Interrogation Program. As you
know, the Committee unanimously voted to request responses to these important
questions on March 13, 2014,

Now that the Department of Justice review is complete and the review by the

CIA Inspector General is complete, or near completion, we look forward to
receiving answers to these questions as soon as possible. '

Sincerely yours,

,_ f‘*‘? |W

Dianne Feinstein
Chairman

cc: Members, Senate Select Committee on Intelligence
" Tha Hanarahlas Clapper, Director of National Intelligence

1€ HoNorac:e uu 1 ANV U NGV AR

Mr. W. Neil Eggleston, White House Counsel
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March 27, 2014

The Honorable John Brennan
Director

Central Intelligence Agency
Washington, DC 20505

Dear Director Brennan:

. The Senate Select Committee on Intelligence (“SSCI” or “the Committee”) voted
on March 13, 2014 to request responses from you to a number of questions related to the
CIA’s search of the computer network at the CIA-leased facility where the Committee
has been conducting its research for its Study of the CIA’s Detention and Interrogation

Program.

We are particularly interested in any search of the computers, hard drives, “shared
drives,” and other parts of the computer system dedicated for use by the SSCI (hereafter
“S8Cl-dedicated computer system™).

As you know, Chairman Feinstein sent a similar list of twelve questions to you on
January 23, 2014, following our meeting on January 15, but has not received a response.
The full Committee now requests your prompt response to the following guestions.

1. Who first suggested the search of the SSCI-dedicated computer system? Did
you approve the search(es)? If not, who approved the action?

‘2, What was the specific purpose(s) of conducting such a search?

3.  Didthe CIA seek or receive legal guidance prior to the approval of the search,
either from its own Office of General Counsel or from other parts of the U.S.
- Government? If so, did that legal guidance take into account the written
-understandings reached between the SSCI and CIA designed to protect the
confidentiality of the Committee’s oversight activities—to include research and
writing—on the SSCI-dedicated computer system?

UNCLASSIFIEB/:‘FGR—GFHGI:&HSE—GNH
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What was the legal basis for the search of the SSCI-dedicated computer
systen? Did the CIA seek and obtain prior legal authonzahon (e.g., a search

- warrant) to conduct the search(es)?

Was the search a one-time event, or were there multiple searches of the SSCI-
dedicated computer system? Please specify for each search that was conducted:
(1) the date and time that such search was initiated; (2) the physical location
from which the search was conducted; (3) the parts of the computers, computer
networks, drives, and SSCl-dedicated computer system that were searched; (4)

. the names and position titles of the individuals who conducted such search

(please specify.which of these individuals, if any, were government
contractors); (5) the date and time that each search was terminated; and (6) the
reason why such search was terminated.

- What were the directions provided to the individuals who conducted the

search(es) of the SSCl-dedicated computer system? How, specifically, were
such searches conducted?

What materials on the SSCI-dedicated computer system were searched and
reviewed by CIA personnel, CIA contractors, and, if applicable, any other
federal government employees? Did such searches include internal
communications between Committee staff or petsonal notes or other work- -
product of Committee staff? Was any process used to minimize the extent of

- the search of such sensitive “walled-off” matenals"

Please explain how the search of the SSCI-dedicated computer system resulted

in the discovery of material the “SSCI majority staff had accessed” on “the
majority staff shared drive” as noted in your talking points from January 15,
2014. Was additional information obtained on the activities of staff at the

facility? Has the CIA conducted any other electronic or other monitoring of the -

Committee majority or minority staff at the facﬂlty‘? If so, please describe the
monitoring.

Has a CIA employee or contractor at any time physically entered the SSCI
majority staff office space (which was secured by a combination lock) or the

" S$SCI minority staff office space (which was secured by a door lock), where the

Committee’s network workstations, work-product, and other materials were
located? If so, when did these entriés occur and who entered the rooms? Were

| UNCLASSIFEED%GR—BFﬂEbﬂTHSE-BNH‘
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13.

14.
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any hard copy documents in those rooms reviewed, searched, copied, or
removed? ,

Did the CiA alter, copy, delete, or destroy any data from the SSCI-dedlcated
computer system’? If so, what?

Does the CIA have in its possession any materials reviewed during any search
of the SSCI-dedicated computer system? If so, who has cusmdy of the records
and matenals" '

Who, if anyone, outside of the CIA was aware of the possibility or plans to
search the SSCI-dedicated computer system prior to the search occurring?

Who, if anyone, outside of the CIA, did the CIA consult or inform after the
search(es) and before Chairman Feinstein’s letter of January 23, 2014?

- Specifically, did CIA personnel inform the Director of National Intelligence,

the Department of Justice, the Federal Bureau of Investigation, the White
House, or the President’s Intelligence Advisory Board and its Intelligence
Oversight Board, and if so, when? ' ,

What means did the CIA have for determining the location of the Panetta
internal review documents other than by searching the SSCl-dedicated
computer system? Please describe any such alternatives and whether any were
considered or utilized in coordination with the search of the SSCI-dedicated

computer system.

We appreciate your prompt answers to these important oversight questions.

Dianne Feinstein
Chairman

Members, Senate Select Committee on Intelligence

SeallwI 2y LAy L%

The Honorable Jim Clapper, Director of National Intelligence
Ms. Kathryn Ruemmler, White House Counsel

UNCLASSIFIED/FOR-OFF]
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THE. DIRECTOR
CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505

1 August 2014

The Honorable Dianne Feinstein
Chairman

Select Committee on Intelllgence
United States Senate

Washington, D.C. 20510

- \ .
Deaﬂ:@ﬁ?gp/Cﬁalrman:
- .

(U/##e9¥e) 1In response to the recently completed
investigation by the CIA’s Inspector General entitled “Agency
Access to the SSCI Shared Drive on RDINet,” I have decided to
stand up an Accountability Board to review the IG’'s findings,
conduct interviews as necessary, and make recommendations
related to individual culpability and systemic issues that need
to be addressed. :

. (U/#F6HS) I have asked Evan Bayh to Chair the Board and he -
graciously has agreed. I asked Mr. Bayh to serve as the Chair
given his extensive experience as a Senator, as well as his
multiple terms serving as the Governor of Indiana. Mr. Bayh
also is a member of my External Advisory Board, so he has had -
exposure to CIA’s current missions and structure.

(U/#4F6¥e) I expect the Board to begin its work shortly and
will inform the Committee once it has delivered its
recommendations to me and I have determined approprlate follow—
on actions.

(U) Please feql free to share this with your Committee as-
you deem appropriate.

(U) An original of this letter is being sent to SSCI Vice
Chairman Chambliss, HPSCI Chairman Rogers, and HPSCI Ranking
Member Ruppersberger.

Slncerely,

Ay

.' A John O. Brégnnan

| UNCLASSIFIED/AP6Y0
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THE DIRECTOR
CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505

1 August. 2014

The Honorable Saxby Chambliss
Vice Chairman A

Select Committee on Intelllgence
United States Senate

Washington, D.C. 20510

De Mr. V&ce Chairman:

‘\J (v (U/+FoB6+ In response to the recently completed
investigation by the CIA’s Inspector Geheral entitled “Agency
Access to the SSCI Shared Drive on RDINet,” I have decided to
stand up an Accountability Board to review the IG’'s findings,
conduct interviews as necessary, and make recommendations
related to individual culpability and systemic issues that need
to be addressed. :

. (U/4Fe¥6) I have asked Evan Bayh to Chair the Board and he
graciously has agreed. I asked Mr. Bayh to serve as the Chair
given his extensive experience as a Senator, as well as his
multiple terms serving as the Governor of Indiana. Mr. Bavh
also is a member of my External Advisory Board, so he has had
exposure to CIA’s current missions and structure. '

(U/[FoBe) I expect the Board to begin its work shortly and
will inform the Committee once it has delivered its
recommendations to me and I have determined appropriate follow-
on actions. '

{U) Please feel free to share this with your Committee as
you deem appropriate. "

(U) " An original of this letter is being sent to SSCI
Chairman Feinstein, HPSCI Chairman Rogers, and HPSCI Ranking
Member Ruppersberger.

Slncerely,

“ ohn O. Biennan

UNCLASSTFIED A-Reu6
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THE DIRECTOR
CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505
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1 August 2014

The Honorable Mike Rogers
Chairman

~ Permanent Select Committee on Intelligence
House of Representatives '
Washington, D.C. 20515

ear Mr. Chairman:

' |}

{NVYGﬁﬁﬁﬁEﬂ In response to the recently completed
Investigation by the CIA's Inspector General entitled “Agency
Access to the SSCI Shared Drive on RDINet,” I have decided to
stand up an Accountability Board to review the IG’s findings,
conduct interviews as necessary, and make recommendations
related to individual culpability and systemic issues that need
to be addressed.

. (U/4F096) I have asked Evan Bayh to Chair the Board and he
graciously has agreed. I asked Mr. Bayh to serve as the Chair
given his extensive experience as a Senator, as well as his
multiple terms serving as the Governor of Indiana. Mr. Bayh
also is a member of my External Advisory Board, so he has had
exposure to CIA’s current missions and structure.

(U/4+FeBe) I expect the Board to begin its work shortly and
will inform the Committee once it has delivered its
recommendations to me and I have determined appropriate follow-
on actions. .

(U) Please feel free to share this with your Committee as
you deem appropriate.

(U) An original of this letter is being sent to SSCI
Chairman Feinstein, 8SCI Vice Chairman Chambliss, and HPSCI
Ranking Member Ruppersberger. .

Sincerely,

John O. Brennan

UNCLASSIFIED/ AFeE6e-
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THE DIRECTOR
CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505

1 August 2014

'The Honorable C.A. “Dutch” Ruppersberger
Ranking Member

Permanent Select Committee on Intelllgence
House of Representatives

Washington, D.C. 20515

Deaim Wérsberger

In response to the recently completed
1nvest1gatlon by the CIA’s Inspector General entitled “Agency
Access to the SSCI Shared Drive on RDINet,” I have decided to
stand up an Accountability Board to review the IG’s findings,
conduct interviews as necessary, and make recommendations
related to individual culpability and systemic.issues that need
to be addressed.

(U/#F686) I have asked Evan Bayh to Chair the Board and he
. graciously has agreed. I asked Mr. Bayh to serve as the Chair
given'his extensive experience as a Senator, as well as his
multiple terms serving as the Governor of Indiana. Mr. Bayh
also is a member of my External Advisory Board, so he has had
exposure to CIA’s current missions and structure.

(U/FA/F6883 1 expect the Board to begin 1ts work shortly and
will inform the Committee once it has delivered its
recommendations to me and I have determined appropriate follow-
on actions.

(U) Please feel free to share this with your Committee as
you deem appropriate.

((U) An, original of this letter is being sent to SSCI
Chairman Feinstein, SSCI Vice Chairman Chambliss, and HPSCI
Chairman Rogers. -

Slncerely,

w )/vawv’\
" . ohn O Brennan

A\

‘ UNCLASSIFIED/ /AFede-
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'Ihe‘fHonorable Jchn Brennan
Director ,

Central Tntelligence Agency-
Washington, 5

Deat Director Brennan:
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MAJGORITY LEADER

HARRY REID

MEVADA

Mnited States Denate

WASHINGTON, DC 20510-7012
May 1, 2014

Director John O. Brennan
U.S. Central Intelligence Agency
Washington, DC 20505

Dear Director Brennan:

Thank you for your letter. I share your desire to impartially obtain the facts in this matter
and resolve any lingering questions. In that regard I understand that the Senate Sergeant at Arms,
the CIA’s General Counsel and the CIA’s Inspector General have been discussing appropriate
steps to address our respective responsibilities while coordinating with the Justice Department.

1 further understand that this collaboration has led the Sergeant at Arms and the Inspector
General to the belief that they should work jointly to conduct the appropriate forensic analysis to
gather the facts and report back to their respective organizations, while continuing to coordinate
with the Justice Department to the extent necessary to ensure the integrity of any investigation it
may conduct. Consistent with the separation of powers, such joint efforts must take care to avoid
compromising either Executive or Legislative Branch equities. In that regard, I understand that
the CIA Inspector General’s review will not investigate the activities of SSCI personnel as the
Sergeant at Arms will not investigate the activities of CIA personnel Nonetheless, I believe the
CIA Inspector General and the Sergeant at Arms would be better able to reach an understanding
of the relevant events by sharing facts and analysis as they move forward, and I hope you agree.

Chairman Feinstein, Vice-Chairman Chambliss and | concur that this is a reasonable way
to proceed. ensuring a thorough, unbiased review of the matter. We believe this approach is
consistent with our respective authorities and responsibilities. We are confident that your
Inspector General and the Senate’s Sergeant at Arms, in coordination with your General
Counsel, can work through the particulars of the steps needed to answer remaining questions
while allowing each institution to maintain its respective responsibilities.

Sincerely,
<) /
.

nifed States Se \ator

Approved for Release: 2015/07/17 C06241033
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(b)(3) CIAAct |

From: . i ' (b)(6) J@ssci.senate.gov>
Sent: Thursday, January 16, 2014 10:19 PM

To: ' (b)(3) ClAActucia.gov' :

Cc: ucia.gov'

Subject: . . AIN] Letter

CLASSIFICATION: UNCLASSIFIED

(b)(3) NatSecAct

(b)(3) ClAAat’

Sen. Feinstein will be Sending the Director a letter tomorrow morning saying that she would like to consider this matter
more thoroughly and that in the interim, no "computer forensic investigation" of SSCI networks or materials should
proceed. ‘

We'll get you the letter as early tomorrow as we can.
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HARRY REID MAJORITY LEADER
NEVADA
Anited States Senate
WASHINGTON, DC 20510-7012
March 19,2014
The Honorable Eric Holder

Attorney General
United States Department of Justice
Washington, DC 20530

Dear Attorney General Holder:

As you know, in January 2014, Central Intelligence Agency (CIA) Director John Brennan
personally informed Senate Select Committee on Intelligence Chairman Dianne Feinstein and
Vice Chairman Saxby Chambliss that the CIA apparently had - without prior authorization or
consultation - accessed a computer network designated for the Intelligence Committee’s
exclusive use in conducting its official oversight duties.

As Majority Leader of the Senate, I have a responsibility to protect the independence and
etfectiveness of our institution. The CIA’s decision to access the resources and work product of
the legislative branch without permission is absolutely indefensible, regardless of the context.
This action has serious separation of powers implications. It is immaterial whether this action
was taken in response to concems about the Committee’s possession of a disputed document;
this stands as a catcgorically different and more serious breach.

These concerns have been exacerbated by the CIA Acting General Counsel’s recent referral of
this issue to the Department of Justice, in what appears to be a transparent attempt to intimidate
the Committee and undermine its oversight of the Agency. As the CIA has confirmed, its Acting
General Counsel, mentioned by name over 1,600 times in the Intelligence Committee’s study of
the CIA’s Detention and Interrogation Program, filed a crimes report with the Department of
Justice alleging misconduct by Intelligence Committee staff. To my knowledge, the CIA has
produced no evidence to support its claims. The allegation that Senate committee staff who have
no technical training somehow hacked into the CIA’s highly secure classified networks is so
absurd as to be comical. The absurdity of the allegations, when matched with the clear conflict
of interest possessed by the Acting General Counsel, calls into question the credibility of CIA
Director Brennan’s recent claim that “There’s never been an effort by the CLA to thwart the

SSCI's investigation.”

The Senate has an interest in bringing final resolution to this dispute. In coordination with the
Intelligence Committee, | have instructed the Senate Sergeant-at-Arms to initiate a forensic
examination of the computers and computer network assigned for exclusive SSCI use, in order to
determine how the document at issue — the so-called “Panetta Review” — entered into the SSCI

network. Itrust I can count upon your support for this examination.

1 my capacity as the leader of the U.S. Senate, the CIA’s actions cause me great concern. The
CIA has not only interfered with the lawful congressional oversight of its activities, but has also

Approved for Release: 2015/07/17 C06241020
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seemingly attempted to intimidate its overseers by subjecting them to criminal investigation,
These developments strike at the heart of the constitutional separation of powers between the
legistative and executive branches. Left unchallenged, they call into question Congress’s ability
to carry out its core constitutional duties and risk the possibility of an unaccountable Intelligence
Community run amok. The CIA cannot be permitted to undermine Congress’s ability to serve as
an effective check on executive power as our nation’s Founders intended.

I trust you will carefully examine these concemns as the Department of Justice determines how to

proceed.
S 7

CC: CIA Director John Brennan

Approved for Release: 2015/07/17 C06241020
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THE DIRECTOR
CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505

23 January 2014

MEMORANDUM FOR: Ms. Mexroe S. Park
Executive Director, Central Intelligence Agency

SUBJECT': (U/ fFPEet9) Lead Office

(6%{:::NF+ I hereby designate you and your office as the

lead for all matters pertaining to the recent discovery of

(b)(3) CIAAct

privileged Central Intelligence Agency documents on a section of

the building local area network being used by the

staff of the Senate Select Cemmittee on Intelligence conducting{
the investigation into the formexr CIA Rendition, Interrogation
and Detention program. You may call upon‘any component of the
Agency to provide you with personnel or reseurces as yeu deem

necessary.

) NV —

John O. Brgnnan

cc: Avril D. Haines, Deputy Director
. (b)(3)CIAAct 'Acting General Counsel
Neil Higgins, Director, Office of Congressional Affairs
(b)(3) CIAAct Director, National Clandestine
Service
Fran Moore, Director for Intelligence
Glenn A. Gaffney, Director, Science and Technology
Jeanne C. Tisinger, Director for Support

(b)(3) NatSecAct

—srerilb X )C”AACkﬁfekﬁ
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Ms. Meroe S. Park

(b)(3) CIAAct

Distribution
Orig - Ms. Meroe S. Park

e i B R S S R PR

ODDCIA
OEXDIR.
0GC

- OCA

ODNCS

ODI

OoDST

ODS

NCS Secretariat File Copy

-~

4
(b)/(J?)) CIAAC[t
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THE DIRECTOR. :
CENTRAL INTELLIGENCE AGENCY
WASHINGTON; DC. 20505

The Honorable Harry Reid
Majority Leader

United States Senate - o
Washington, D.C. 20510 ;

.De.ar :

Senator Reid: f

" Thénk you for your letter dated i May 2014 I share your
r'commltment to resolwing remaining questlonS‘ln a -manner that is
collaboratlve, respectful of Executive and Leglslatlve Branc¢h
equities, and protects the integrity of any 1nqu1ry ‘that the

Department of Justice may conduct.. :

I agree with you ‘that it makes .sense for the CIA Inspector
General and ‘the Senate Sergeant -af Arms to work jOlntly to
gather the'a'proprlate‘foren51c ana'ysfs and report back to
their respec I- 'agree that each would
benefit from sha ts:
the CIA General C and tha* th ir cooperatlve endeavor
‘must be undertaken in ‘a manner that. is con51stent with the
separation of powers. In that regard I appreciate your
commitment that the Sergeant at Arms will not investigate thée
activities of CIA pérsonnel, just as I can cémmlt to you that
the CIA Inspector General will not 1nvestlgate the dctivities of
S8CI persontiel.

I understand that the Sergeant at Arms, our Inspector
General, and our Geneéral  Counsel- have already begun to work
together on: thls approac ; I am grateful that you, Chairman
Feinstein, Vit Hairman Chambliss agree that this is a
reasondble way to proceed, and I am hopeful that we will soon
feach final resolution . of this matter. i

Sincerely, !

i

'thn'o.fBﬁennen.‘ i

H
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The Honorable Dianne Feinstein, Chairman .
The Honorable Saxby Chambliss, Vice Chairman

(b)(3) NatSecAct

The Honorable Dianne Feinstein
The Honorable Saxby Chambliss

- D/CIA

- DD/CIA

- EXDIR

- OCA

IG Chrono

- OIG Subject File

- INV Chrono

~ INV Subject File

O
at

[
0

i S S S S S
i
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Central Intelligence Agency

Washington, D.C. 20505
: i Inspector General

(b)(3) CIAAct

4 February 2014

The Honorable Dianne Feinstein
Chairman »

Select Committee on Intelligence
United States Senate

Washington, D.C. 20510

The Honorable Saxby Chambliss
.Vice Chairman

Select Committee on Intelligence
United States Senate

Washington, D.C. 20510

Dear Chairman Feinstein and Vice Chairman Chambliss:

1. (UAMFEBeT The purpose of this notification is to
inform you that the Office of Inspector General has opened a
preliminary investigation into alleged misconduct by CIA
employees relating to access to and review of the computers and
computer files located at a CIA facility, which were used by
certain non-CIA personnel. As required by Section 17 of the CIA
Act, these allegations have been notified to the Department of
Justice. The Director of CIA had requested my review of this
matter and I have informed him of my decision.

2. (U/4FEHO) If you have any questions, please contact me
at | (b)(3 )CHAACf_:] An original letter is also being sent to the
Chairman and Ranking Member of the House Permanent Select
Committee on Intelligence regarding this investigation.

Sincerely,

David B. Buckley

UNCLASSIFIEDAROUQ
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The Honorable Mike Rogers, Chairman
The Honorable C.A. “Dutch” Ruppersberger

(b)(3) NatSecAct

The Honorable Mike Rogers
The Honorable C.A. “Dutch” Ruppersberger
- D/CIA ,
- DD/CIA
- EXDIR
oCA
- IG Chrono
.- OIG Subject File
- INV Chrono '
- INV Subject File
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Central Intelligence Agency

Washington, D.C. 20505
. Inspector General

(b)(3) CIAAct |

4 February 2014

The Honorable Mike Rogers

-Chairman

Permanent Select Committee
on Intelligence

U.S. House of Representatives

Washington, D.C. 20515

The Honorable C.A. "“Dutch” Ruppersberger
Ranking Member ‘
Permanent Select Committee

on Intelligence
U.S. House of Representatives
Washington, D.C. 20515

Dear Chairman Rogers and Ranking Member Ruppersberger:

1. (U/e¥8) The purpose of this notification is to inform
you that the Office of Inspector General has opened a
preliminary investigation into alleged misconduct by CIA
~employees relating to access to, and review of, computers and
computer files located at a CIA facility which were used by
certain non-CIA personnel. As required by Section 17 of the CIA
Act, the Department of Justice has been notified of these
allegations. The Director, CIA requested that I review thls
matter and I have informed him of my decision.

2 (UfFFEBS) If you have any questions, please contact me
at ( CHAAC{gi] An original letter is also being sent to the
Chairman and Vice Chairman of the Senate .Select Committee on
Intelligence regarding this investigation.

Sincerely,

(b)(€)

David B. Buckley

UNCLASSIFIED/%%%EE?
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Office of
Inspector General

Agency Access to the SSCI Shared Drive on RDINet
' 16 July 2014

(b)3) CIAAct |

Deputy Assistant Inspector
~ General for Investigations

(b)(3) NatSecAct

Approved for Release: 2015/07/17 C06300353
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(D)19) NESECACL

-SEEREF

Summary of Findings

(B)(3) ClAACt (D)3 ClAAct

(b)(8) ] (b)(6) \

. [(b)(?)(c) (OGQO) and{ (0)(7)(c) (OGC) and
members of the RDI IT staff obtained access to
information present on the SSCI Majority shared drive

(b)(3) CIAAC without SSCI authorization.

)(c) r lWithout thQﬂU/Cl/—\ S Knowm(g%eNotSr ”
authorization, also directed CIC ® ClAActprov,de(”( ) NatSecAc
[)@) NatSecAct Won the activities of SSCI staff to them in the the

)3 ciraact D/CIA’S name.

EE)W)(C)L B jSecurlty provided what was found to be
an inaccurate description of SSCI staff conduct to the
Acting General Counsel, which formed the basis for the

Department of Justice Crimes Report.

Approved for Release: 2015/07/17 C06300353
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I
SEEREF|  |NOFORN

Investigative Scope

« The OIG initiated an investigation into the
allegations that CIA actions, in accessing the
SSCI shared drive, violated the Computer Fraud
and Abuse Act and the Wiretap Act.

» SSCI staff activity on the RDINet was not
examined by the OIG.

" (0)(3) NatSecAct
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Review of Criminal Allegations

The Department of Justice notified OIG that it
had no prosecutorial interest regarding
violations of the Computer Fraud and Abuse
Act and the Wiretap Act and issued a formal
letter to the CIA on 8 July 2014.

(b)(3) NatSecAct
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Agreement on System Ope’rat\ion’

« OIG found no precise agreement between the
SSCI and CIA. '

« A series of letters in 2009 between Chairman
Feinstein and then-Director Panetta both
discussed a “walled-off network share-drive”
for the SSCI, to be accessed by ClIA solely for
system administration purposes.

‘‘‘‘‘‘‘

(b)(3) NatSecAct .
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(D)) NADECACT

RDINet Conceptual Diégram

(
(b)(3) CIAAct
(b)(3) NatSecAct
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NatSecAct
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~SEEREF/ NOFORN

Agency Access to SSCI _Ma_jcjrity
Shared Drive Information

« OIG identified three separate instances where
the SSCI Majority shared drive was improperly
accessed by Agency personnel in January
2014.

[NOFORN
5)(3) NatSecAct
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(D)(9) NALDECACT

-s&efﬁ/w
First Access

J J (b)(3) CIAAct ’
[ (b)(8) 1
(b)(7)(c)

take action to determine if WCRs were
present in on the S shared drive.

) CIAAct - lﬁ -

 (C) On 9Januarv T b 7 c lerected RDI T staff

CAAt
[membersj | RS CIAke ‘

,,,,, 5 , . |
| BT to search all of

RDINet for the WCRs. The team found WCRs on th
SSCl shared drive.

o

- b)(é;"NatSecAct R
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SEERET/|  NeroRw

- Second Access

( (b)(7)(c)

requested that the IT staff provide Wb)@\
with a “dummy account” that would allow “® to
conduct a search with the same permissions as a
SSCI Majority staffer. ~

(b)(3) CIAAct |
Eb)(?)'(c) conducted the search on the RDINet with SSCl-like

“access and confirmed the files were present on the SSCI

(b)(3) C|MMM5hared drive.

e | created screenshots of the location of the WCRs in

anticipation of briefing the D/CIA.

(b)(3) NatSecAct
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‘S’E‘fR‘ET/!

Thlrd Instance

(b)(5) ‘

(b)(3) CIAAct__

. b)(6 )

later directed (ir lto go back
onto the SSCI Majority shared drive and take

hew screenshots. .

‘brlefed the D/CIA on the fact that the SSCI
“Majority ‘shared drive had copies of “Panetta Review”
documents but did not disclose how they were
identified.

o
C?

)(35 'NatSecAot‘ S
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RDINet Monitoring

S (b)(1)
o (b)(3) CIAAct
(b)(3) NatSecAct
,../""'///7"\\
o T ee
* SSCI staff members were not specifically \
briefed on CIA monitoring of RDINet.

» However, RDINet users, including SSCI staffers,
were presented the standard CIA security |
notice and monitoring warning banner at every
logon that required their consent.

“(0)(3) NatSecAct
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((b)(?,) ClAAct

JData

(b)(3) ClAAct 3) ClAAct

(b)(®)
(b)(7)(c)

« On 9 and 10January,y and tasked

CICO eyt reviewing]  GoNasees
related to the documents identified by §b§§e§| )
e e )(c)f—r—r————r——l

(b)(3) ClAACt
EE;E?;M . —__—Tuequested[ T )@ Natsecact O

containad in a SSCI storage folder. Follow-on taskings

were n made by( e ;CIéACtTrelated to (0)(3) NatSecAct

(b)(6
(0)(7)(c) C e .
both stated that the information was.

requested directlv bv the D/CIA.
CIAAct

+ On 10January jbrlefed D/CIA on(

findings, but| did not brief the D/CIA on the
fact thatdhad directed the RDI staff to look at
information on the SSCI shared drive.

' NatSecAct“"' o
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Office of Security Rev1ew of
~2IMNet Data
6)

(b)(
(b)(7)(c)

« On lGJanuary,( }OS),
dlrected( Cyber Blue Team to work with

CICox (b)3) ClarcttO review theL NatSecActJ related to,
RDlNet , o §( ) ClAAGt

( (3) NatSecAct
« On 17 January, the Cyber Blue Team rewewed the
including reconstructed emails between SSCI staffers

(b)(1) ]
(b)(3) NatSecAt ‘and generated a

report.

leadership on 21 January 2014.

—

* The Cyber Blue Team report was presented to senior Agenty)l

(b)(3)Nat§ec,A - ERN
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SSCI Crimes Report

(b)(3) ClAAGt
E( T

. On7 February 2014 then- AGC{ © _ﬁ,jeported
the alleged misconduct of SSCI staffers to Do).

(b)(3) CIAAct
(b)(6) stated that the crlmes referral was based solely on
07X the information provided to[®® py| lasP®was

recused from the review of the RDI Program and therefore
did not read the contents of the Cyber Blue Team Report.

[T (b)(3) CIAACt . .
. (b)(6) hepresentatlon to ~was primarily based
upon conversatlonsﬁ \had thh\ Jrather than on

the contents of the Cyber Blue Team Report.

« The Cyber Blue Team Report did not support the allegations
made in the Crimes Report.

(b)(1) J
| (0)(3) ClAAct

o) , o

(b)

II‘J\JFURN

)(é) NatSecAct
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Office of Inspector General

| om0
|

(b)(3) CIAAct}

[
Chief of Staff:

Questions?

(b)(3) NatSecAct
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VWL de e LSy

From:| (P)(3) CIAACt  gypject: RE: FW: Request for Documents in Support of RDINat

inquiry
Date: 03/06/2014 1C:10 AM . b)(?3) CIAAoﬂ

Cc:

This message is digitally signed.

(b)(3) NatSecAct

Ty R p———

25— 44 -2 SR -t i S Pt E A h S R4 § S pep 2 F

0K, thanks all.

From:

(0)(3) ClAAct cia.ic.gov]

Sent: Thursday, March 06, 2014 10:04 AM

Tos
Cc:

11
(b)(3) CIAACt

Subject: Re: FW: Request for Documents in Support of RDINet Inquiry

(b)(3) NatSecAct

Hi,

b)(3) ClAAct

(b)(1)
(b)(3) CIAAct
(b)(3) NatSecAct

(0)(S)

**This email may contain attorney work product, and may be a privileged attorney-client communication.™

(Untitled)
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tulitiviewy

From: [ (b)(3) CIAACct

To:
Date: (03/06/2014 09:03 AM
Subject: FW: Request for Documents in Support of RDINet Inquiry

(b)(3) NatSecAct

B L L L L L T o T L D L T T L

(b)(1)
(b)(3) CIAAct
(b)(3) NatSecAct

(b)(5)

From:

Sent: Thursday, March 06, 2014 7:52 AM .
To: (b)(3) CIAAct

Cc: ~ [
Subject: FW: Request for Documenits in Support of RDINet Inquiry

(0b)(3) CIAACt

(b)(3) NatSecAct

Good Morning

Yes, | realize that tomorrow not today is the 7" 1 just wanted to remind everyone to send any documentsto | (b)(3)
anst | will be out of the office for about a week starting at noon tomorrow. if you have achance andcould ClAAct

send me a note today on whether or not any responsive documents have been found and if there will be any

problem getting them to us tomorrow, | would appreciate it. Again, thanks for your help with this. Hopefully it will

all be sorted out in the near future once we can look through the documents.

{(Untitled)
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\UllLicrcuy

(b)(3) CIAAct

(b)(3) CIAAct
From: | ‘
Sent: Tuesday, February 25, 2014 11:25 A
To:
Cc:
Subject: FW: Request for Documents in Support of RDINet Inquiry:

(b)(3) CIAACt

(b)(3) NatSecAct

Sorry, forgot to cc: Dnd[:]so that you would have their e-mail addresses.
(b)(3) CIAAct

From: (b)(3) ClAAct
Sen‘t: Tuesday, February 25, 2014 11:24 AM (b)(3) CIAACt
To: )

Subject: Request for Documents in Support of RDINet Inquiry

(b)(3) NatSecAct

(b)(é) CIAA}C’(

As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that the SSCI
staff may have improperly accessed certain documents. We are only looking into the Agency’s actions not the
conduct of the SSCI staff but obviously they are connected events. The concerns regarding the SSCI staff have been

referred to the Department of Justice.

In order to conduct our review, we are requesting any and all reports or other written reviews related to the

monitoring of RDINet or any written documents relating to the Agency’s reviews of suspected unauthorized

activities on RDINet, We are also asking for copies of any written requests for or written guidance provided

regarding such monitoring or reviews. Please provide these documents as soon as possible but preferably by

7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive documents )
to either r l If you have any questions regarding this request, feel free to call either (b) (3)

myself or | Asalways, thank you. ClAAct

1
(b)(3) CIAAct

(Untitled)

Approved for Release: 2015/07/17 C06241131
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IG-2014-0231
18 July 2014

' MEMORANDUM FOR: Director, Central Intelligence Agency

FROM: - David B. Buckley
Inspector General

SUBJECT: : (U/7FOBO) Report of Investigation-Agency
Access to the S8SCI Shared Drive on RDINet

(2014-11718-1IG)

1. (U) The Office of Inspector General (OIG) recently
completed an investigation into matters associated with
allegations that CIA officers accessed the Senate Select
Committee on Intelligence (SSCI) shared drive on the Rendition,
Detention, and Interrogation network (RDINet) without
authorization. The OIG presented the facts of this
investigation to the Department of Justice, which advised the
OIG that it had no prosecutorial interest.

2. (U/+#oB6) The investigation found support for
allegations that CIA staff accessed the SSCI shared drive
without authorization. It also found that you did not authorize
the access or know the extent of the access.

3. (U/f¥euved The investigation further found that the
Director of Security separately authorized a review of the SSCI
activities, which resulted in the reconstruction of certain
internal e-mails belonging to SSCI staffers on RDINet. OIG
determined that the review followed your standdown order and a
request to withdraw authorization for a joint review with the
SSCI by the SSCI security officer. However, it also determined

(b)(3) NatSecAct

Upon removal of attachment(s), this document is

UNCLASSIFIED/7FOH0

—SECREL/LNOEORN—
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dunodnda LT

b éNEﬁLET?: (U//F0868) Report of Investigation - Agency Access to
Eb%6;' c the SSCI Shared Drive on RDINet (2014-11718-1G)
(b)(7)(c)

\

that ‘Security was unaware of your stand-down
order at the time(b)(8) brdered the review. Finally, the 0IG
investigation found that the CIA report to the Department of
Justice regardlng poss1b1e and alleged criminal conduct by S8CI
staffers was predicated upon inaccurate information.

4. (u/#Fe¥S) The investigation did not find support for
the allegation that the CIA performed real-time interception of
SS8CI communications for its review of the matter in guestion.
Additionally, three members of the CIA RDINet IT team were not
candid with the OIG when ‘interviewed; initially failing to
disclose their related access to the SSCI shared drive.

5. (U//PeBe) Based on the above findings, 0IG recommends
that you review the facts and circumstances presented in this
report regarding the named CIA officers and take action as

deemed appropriate.

6. (U/%?eﬂeﬁ The final Report of Investigation (ROI) 1is

attached. Please advise, within 60 days, the actions you plan
to. take. : ’

(b)(6)

David B. Buckley

Attachment:
As stated

cc: Dp/Ccia

EXDIR
GC

pRG InialskolanNETA Malniah bl
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THE DIRECTOR
CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505

APR 10 204

The Honorable Dianne Feinstein

. Chairman

Select Committee on Intelligence'
United States Senate
Washington, D.C. 20510

Dear Madam Chairman:

I write in response to your letter dated 27 March 2014, in
which you pose 14 questions relating to CIA’s actions concerning
the computer network at the CIA-leased facility where the
Comnittee conducted research for its study of the CIA’s former
rendition, detention and interrogation program. I can assure
you that I am taking the Committee’s concerns very seriously,
and I am committed to providing the Committee with.a thorough
response. I have consulted with our Inspector General regarding
this matter. The Inspector General has requested that I defer
responding to your questions until the conclusion of ongoing
inquiries that are currently being conducted by his office and
the Department of Justice in orxrder to protect the integrity of

those 1nqu1r1es

You have my assurance that I will provide the Committee
with a thorough response after those inquiries have concluded.

An- orlglnal of this letter is belng sent to
Vice Chairman Chambliss.

Sincerely,

/{LdMﬁﬂﬁ”v

John O. BE nnan

Approved for Release: 2015/07/17 C06264708
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THE DIRECTOR :
CENTRAL INTELLIGENCE AGENCY ‘
WASHINGTON, D.C. 20505 Co

%:.N z

The Honorable Saxby Chambliss

Vice Chairman

Select Committee on Intelligence
United States Senate
Washington, D.C. 20510

Dear Mr. Vice Chairman:

I write in response to your letter dated 27 March 2014, in
which you pose 14 questions relating to CIA’s actions concerning
the computer network at the CIA-leased facility where the
Committee conducted research for its study of the CIA’s former
rendition, detention and interrogation program. I can assure
you that I am taking the Committee’s concerns very seriously,
and I am committed to providing the .Committee with a thorough
response. I have consulted with our Inspector General regarding
this matter. The Inspector General has requested that I defer
responding to.your questions until the conclusion of ongding
inquiries that are currently being conducted by his office and
the Department of Justice in order to protect the 1ntegrlty of
those inquiries.

You have my assurarice that I will provide the Committee
w1th a thorough response after those ingquiries have concluded.

An original of this letter is being sent tc
Chairman Feinstein.

Sincerely,

Approved for Release: 2015/07/17 C06264708
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(b)(3) CIAAct

Distribution:
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| (b)(3) CIAAct : 01(3) CIAAGE
| Neal Higgins ‘ . (b)(3) AC
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L (b)(3) NatSecAct

Fror(D)(3) CIAAct

bject: Fw: Preservation Notice

nse '
! (l?)(?)) ClAAct ]

Date: 01/30/2014 (04:54 PM
This message is digitally signed.

History: This message has been forwarded.

Classification-CONFBENTAL

!§ A (b)(3) NatSeCACj

All: Please see the note below and follow its instructions.

we- Forwarded b,{ (b)(3) C|AACtﬁon 01/30/2014 04:38 PM <o-

“CUNFIDENETRAE

F(b)(3) CIAACt | subject Preservation Notice

Date: 01/30/2014 04:33PM™ ¢4, ﬁzm_e_&_mrk.l—_ (b)(3) CIAACt

(b)(3) CIAACct

This message is digitatly signed.

Classification=CONHBENFAL

L (b)(3) NatSecAct ]

-3 The Office of Inspector General has become aware of allegations of potential

misconduct by U.S. Government employees relzti_ngmless to and review of the
computers and computer networks located at the building, which are used to
facilitate the Senate Select Committee on Intelligence (SSCI) review of the CIA's
Rendition, Detention, and Interrogation program (hereinafter referred to as RDI-Net).

As required by Section 17 of the CIA Act, these allegations have been referred to the

(b)(3) CIAAct

~CONPERENTIER
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CUNTLTULN L LAL

Department of Justice. The Department of Justice has asked the CIA to preserve
certain documents, information, records, and other materials, to the extent they exist, as
detailed below. Due to the sensitive nature of this matter, we are sending the following
preservation notice to a limited distribution of officers. We request you ensure all
officers or contractors within your organizations that may have relevant information are
made aware of this notice and that they preserve any documents, information, records
or other material as required. Please maintain a list of any officers or groups you make

aware of this notice.

(UHFOB8) Therefore, you are directed to preserve and maintain all documents,
information, records, and other material falling under the below categories. Though you
are directed to preserve and maintain all such documents, information, records, or other
material, at this time it is not requested that you produce them.
e Any and all documents, information, records, communications, and other
material related to the planning, deployment, or maintenance of RDI-Net
e Any user agreements or other documents related to the use of or obtaining of
accounts on RDI-Net.
e Any and all documents, information, records, communications, and other
material related to reviews, studies, investigations, or inquiries into the security of

Di-Net, users of RDI-Net, or activities conducted on RDI-Net
° (w(b)(s) NatSecAct
it M

e Any and all records related to the loading or removal of information from -
(V) “Documents, information, records, communication and other material’ are defined to
include, but are not limited to, the following: cables, reports, finished intelligence,
assessments, legal guidance, policy guidance, authorizations or approvals,
arrangements or agreements, standard operating procedures, Memoranda of
Understanding or Agreement, research, briefings or notifications, legal letters, opinions
and memoranda, standard operating procedures, formal or informal Memorandums for
the Record, memorialized formal or informal communications, Lotus Notes, emails,
saved copies of instant messages, training manuals, handwritten notes, telephone
records of any kind (including but not limited to any records that memorialize telephone

calls having been made), voicemails, diary and calendar entries, and any computer,
electronic, storage device or soft file documents or records of any kind.

(UHFEHES If you determine that you possess any materials described in this
Preservation Notice, please preserve and retain them. Do not destroy any such
materials unless and until OIG advises otherwise. Destruction of documents,
information, records, and other material, including destruction that would otherwise
take place in the normal course of the disposition of official information or records, is

prohibited.
(UAFBTE) With respect to electronic records that are the subject of this request

(including emails and instant messages), if you are going to be reassigned, please
contact your Information Management Officer so that appropriate arrangements can be

made to preserve your records before your reassignment.

SO e Dl
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(UAFEHO) If you are unsure whether certain materials should be preserved, err on the

side of caution and preserve them. Please contact Assistant Special Agent in Charge
[(b)(3) ClAAGt if there is any doubt about whether any specific records are

responsive to the order and before any possibly responsive records are deleted from
any electronic information system.

(b)(3) CIAAct
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Classification=GObNtEEpdAt

Classification=CONFBENTkt

~CONFFDENEERE

Approved for Release: 2015/07/17 C06241000






C06241018

»

‘Approved for Release: 2015/07/17 C06241018

(b)(3) ClAAct :
L P T O S P IRES)
From: (b)(3) CIAAct on behalf of OPA Notice
Sent: Friday, March 21, 2014 4:59 PM
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Subject: Message to the Workforce

Classification: UNCLASSIFIED

Colleagues,

I thought I would take a moment to pass along a few thoughts. First of all, world events have kept all of us quite
busy over the last few months, and Avril and I are exceptionally appreciative of the terrific work that you have
been doing on a daily basis, including helping to prepare us for the many Deputies, Principals, and National
Security Council meetings that are held in the White House Situation Room. We are always very proud to
represent the CIA at these meetings and, most importantly, to showcase the Agency’s analytic, operational,
covert action, and counterintelligence activities and accomplishments. Rest assured that the President and the
members of his national security team recognize and heavily rely on the daily contributions made by the CIA
and its Intelligence Community partners. I would like to take this opportunity to thank all members of the CIA
family—staff, contractors, and detailees, here at home and overseas—for all your great work in keeping our
country and your fellow Americans safe.

Thank you also for staying focused on your work, as our intelligence mission is more important than ever.
While the tense situation in Ukraine is dominating the most recent daily news reports, the Agency is deeply
involved in a vast array of challenging and complex issues around the globe. And as we go about our

P, g RS WS PP

nwmgeﬁce misswﬁ I am heartened b oy the ﬁeau. u:&m‘w‘ux&, baularadc‘ic, uUEm, and dedication that I witness

~every day as I interact with folks from all over the Agency. I know that long hours are frequently involved, so

please make sure to pace yourselves...as well as to thank your loved ones for supporting your work and CIA’s
mission.

While you remain focused on your work, I am sure that stories circulating in the press have raised many
questions in your minds about what transpired—and where things are going—between CIA and the Senate
Select Committee on Intelligence (SSCI) related to the Committee’s RDI report. As you have heard, appropriate
officials are reviewing the facts, and I will share with you what I can while that process unfolds. In the
meantime, you can be sure that we and the Committee are committed to finding a way forward that allows CIA
to continue with its important intelligence mission and that promotes effective and independent Congressional
oversight of our Nation’s classified intelligence activities.

As we all well know, the intelligence profession is frequently a difficult and challenging one, and it should
come as no surprise that many of the things CIA is asked to do are subjected to close scrutiny. Moreover, it is
appropriate for the Intelligence Committees in the Senate and the House to carry out their oversight

responsibilities thoroughly and comprehensively, and CIA needs to do all it can to assist the Committees in that

regard. SSCI Chairman Feinstein and Vice Chairman Chambliss, like HPSCI Chairman Rogers and Ranking
Member Ruppersberger, carry out their oversight responsibilities with great dedication and patriotism, and the
CIA has benefited over the years from their leadership as well as their strong support for CIA programs and
employees. We all should be grateful for their service as well as for their deep and abiding interest in supporting

our national security mission.

Approved for Release: 2015/07/17 C06241018



C06241018
Approved for Release: 2015/07/17 C06241018

Regarding the SSCI's RDI report, I want to assure you that the entire CIA leadership team is committed to
addressing any outstanding questions or requests from SSCI members so that the Committee can complete its
work and finalize the report as soon as possible. I expect the Committee will submit at least some portion of the
report to the CIA for classification review, and, if that happens, CIA will carry out the review expeditiously. As
I'noted in a letter to the Committee last June, CIA must learn from the past and take immediate steps to prevent
any shortcomings in Agency intelligence activities, “as flawed performance—on the part of the Agency as an
institution or by individual Agency officers—can have devastating consequences.” As a result of the
Committee’s report, our subsequent review of it, as well as previous internal reviews, we have already taken a
number of specific actions to strengthen our management and programmatic performance.

-Finally, I look forward to discussing these and related issues with you more comprehensively once current
matters are addressed and the Committee’s work on the RDI program is completed. Until then, please continue
to carry out your important intelligence responsibilities with great proficiency and dedication as well as with the
professional ethos—service, integrity, excellence, courage, teamwork, and stewardship—that defines the

Central Intelligence Agency.

As always, thank you for your outstanding service.

John

Classification: UNCLASSIFIED
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THE DIRECTOR
CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505

JUN 4 2009

The Honorable Christopher S. “Kit” Bond
Vice Chairman :
Select Committee on Intelllgence

United States Senate

Washington, D.C. 20510

Dear Mr. Vice Chairman:

(UMF0969 Thank you for your letter dated June 2, 20009.
It addresses many of the concerns we raised in our 28 May 2009
proposed Memorandum of Understanding regarding the need to
protect sensitive information in your review of the Agency's
detention and interrogation program.

(U68e) 1 want to clarify a few points that were not
clear from the letter, but which I know you will appreciate.

¢ First, given that we will be providing the Committee
with full, un-redacted access to millions of our most sensitive
operational materials , we will review the notes, draft and
final reports, and other material generated from the Committee’s
review of the materials--wherever prepared--prior to removing
this material from the Reading Room or SS5CI secure spaces. The
sole purpose of our review is to ensure that the material is
properly safeqguarded and redacted, where required. As we have
previously agreed, the redactions would only ccver cfficers’
names, cryptonyms, pseudonyms, liailson provided intelligence,
information from other U.S. agencies and departments, and the
locations of black-sites. ‘

+&+ Second, our intent is to keep all of the operational
cables at the Readlng Room. If Members or staff wish to remove
any of the operational cables from the Reading Room, we will
consider those requests on a case-by-case basis, and we will
work to accommodate your requirements.

(b)(3) NatSecAct

—ECONFIPENTIAT— : COPY
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The Honorable Christopher S. “Kit” Bond

€y Third, CIA also recognizes the Committee's need to
create work product on a walled-off network share-drive as
discussed in paragraph 5 of your letter. Therefore, CIA access
to the walled-off network share-drive will be limited to CIA
information technology staff, except as otherwise authorized by
the Committee or its staff. CIA would like to clarify, however,
that unlike the walled-off network share drive, the stand-alone
network must be accessed by the CIA staff assigned to this
effort to perform a variety.of tasks, including, for example,
loading and organizing the raw .responsive data requested by the
Committee and review or redaction of material sought to be
removed from the Reading Room.

(U/#FGB6) Finally, any remaining security or logistical
concerns or other issues can be resolved through our respective
staffs. CIA appreciates the Committee's understanding and
flexibility regarding these important national security
precautions and we will make all reasonable efforts to expedite
and facilitate this necessary and important oversight
responsibility.

(U/4F6B6e) Under this arrangement, your staff is invited
to begin to review the material immediately. ,

(U) An original of this letter 1s also being sent to
Chairman Feinstein.

Sincerely,

2
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THE DIRECTOR
CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505

JUN 4 2009

The Honorable Dianne Feinstein
Chairman

Select Committee on Intelligence
United States Senate

Washington, DC 20510

Dear Madam Chairman:

(UAFOUT) Thank you for your letter dated June 2, 2009.
It addresses many of the concerns we raised in our 28 May 2009
proposed Memorandum of Understanding regarding the need to
protect sensitive information in your review of the Agency's
detention and interrogation program.

(UAAF68e) I want to clarify a few points that were not
clear from the letter, but which I know you will appreciate.

4+ First, given that we will ke providing the Committee
with full, un-redacted access to millions of our most sensitive
operational materials , we will review the notes, draft and
final reports, and other material generated from the Committee’s
review of the materials - wherever prepared - prior to removing
this material from the Reading Room or SSCI secure spaces. The
sole purpose of our review is to ensure that the material is
properly safeguarded and redacted, where required. As we have
previously agreed, the redactions would only cover cfficers’
names, cryptonyms, pseudonyms, liaison provided intelligence,
information from other U.S. agencies and departments, and the
locations of black-sites.

+&+ Second, our intent is to keep all of the operational
cables at the Reading Room. If Members or staff wish to remove
any of the operational cables from the Reading Room, we will
consider those requests on a case-by-case basis, and we will
work to accommodate your requirements.

COPY
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The Honorable Dianne Feinstein

<€+ Third, CIA also recognizes the Committee's need to
create work product on a walled~off network share-drive as
discussed in paragraph 5 of your letter. Therefore, CIA access
to the walled-off network share-drive will be limited to CIA
information technology staff, except as otherwise authorized by’
the Committee or its staff. CIA would like to clarify, however,
that unlike the walled-off network share drive, the stand-alcone
network must be accessed by the CIA staff assigned to this
effort to perform a variety of tasks, including, for example,
loading and organizing the raw responsive data requested by the
Committee and review or redaction of material sought to be
removed from the Reading Room.

(U//FS8S) Finally, any remaining security or logistical
concerns or other issues can be resolved through our respective
staffs. CIA appreciates the Committee's understanding and
flexibility regarding these important national security
precautions and we will make all reasonable efforts to expedite
and facilitate this necessary and important oversight
responsibility. '

(UAFEHE) Under this arrangement, your staff is invited
to begin to review the material immediately.

(U) An original of this letter is also being sent to
Vice Chairman Bond.

Sin

Leon E. Panetta

2 ;
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United States Sénate
SELECT COMMITTEE ON INTELLIGENCE

| D_iamie Feinstein, California, Chairman
Christopher S. Bond, Missouri, Vice Chairman

| TO: The Honorable Leon Panetta, b/CIA | _ PHONE%- (b)(3) CIAACt J
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FROM:. Chairman Feinstein . PHONE #f——( 6")(6)
Vice Chairman Bond FAX #:
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COMMENTS: * June 2, 2009 Letter re: CIA’s detention and interrogation program.
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CHRISTOPHER S. BOND, MISSOUR|, VICE CHAIRMAN

JONN B, ROCKEFELLEN IV, WEST VIRGINIA  ORRIN RATCH, UTAH
RON WYDEN, OREGO! OLYMPIA J. SNOWE, MAINE
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SHELDON WHITEHOUSE, RHODE: ISLAND '
SELECT COMMITTEE ON INTELLIGENCE
HARRY REID, NEVADA, EX OFFICIO WASHINGTON, DC 20510-6475

MITCH McCONNELL, KENTUCKY, EX OFFIIO
CARL LEVIN, MICHIGAN, EX OFFICIQ
JOHN McCAIN, ARIZONA, EX OFFICIO

June 2,2009

' DAVID GRANNIS, STAFF DIRECTOR
LOWIS B, TUCKER, MINORITY STAFF DIRECTOR
. KATHLEEN P, McGHEE, CHIEF CLERK

The Honorable Leon Panetta

Director _

Central Intelligence Agency ~

Washington, D.C. 20505 , ;

Dear Director Panetta:

In a letter dated March 26, 2009, the Senate Select Comm1ttee on
Intelligence (the Committee) informed the Central Intelligence Agency (CIA) of i 1ts
. intention to conduct a thorough review of the CIA's detention and interrogation
program. The letter included terms of reference approved by the Committee, as
well as a document request

To conduct our work in a comprehensive and timely matter, the Committee
requires access to unredacted materials that will include the names of non-
supervisory CIA officers, liaison partners, black-site locations, or contain
cryptonyms or pseudonyms We appreciate the CIA’s concetn over the sensitivity
of this information; ' Our staff has had numerous discussions with Agency officials
to identify appropriate procedures by which we can obtain the information needed

-for the study in a way that meets your security requirements. We agree that the-
Committee, including its staff, will conduct the study of CIA’s detention and
interrogation program under the following procedures and understandings:

1. Pursuant to discussions between the Committee and CIA about anticipated
staffing requirements, the CIA will provide all Members of the Committee
and up to 15 Committee staff (in addition to our staff directors, deputy staff
directors, and counsel) with access to unredacted responsive information. In
addition, additional cleared staff may be given access to small portions of
the unredacted information for the purpose of reviewing specific documents
or conducting reviews of individual detainees. These Committee staff have
or will have signed standard Sensitive Compartmented [nformation non-
disclosure agreements for classified information in the oyt -
(b)(3) NatSecAct

- compartment. . ' ‘
COoPY
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CIA will make unredacted responsive operational files, as that term is
defined in Section 701(b) of the National Security Act of 1947 (50 U.S.C.
431(b)), available at a secure Agency electronic Reading Room facility
(Reading Room) which will permit Committee staff electronic search, sort,

filing, and print capability.

If responsive documents other than those contained in operational files
identify the names of non-supervisory CIA officers, liaison partners, or
black-site locations, or contain cryptonyms or pseudonyms, CIA will
provide unredacted copies of those documents at the Reading Room.

Responsive documents other than those contained in operational files that do

not identify the names of non-supervisory CIA officers, liaison partners, or

black-site locations, or contain cryptonyms or pseudonyms will be made
available to the Committee in the Committee’s Sensitive Compartmented

Information Facility (SCIF), unless other arrangements are made.

CIA will provide a stand-alone computer system in the Reading Room with
a network drive for Committee staff and Members. This network drive will
be segregated from CIA networks to allow access only to Committee staff
and Members. The only CIA employees or contractors with access to this
computer system will be CIA information technology personnel who will -
not be permitted to copy or otherwise share information from the system
with other personnel, except as otherwise authorized by the Committee.

Any documents generated on the network drive referenced in paragraph 3, as
well as any other notes, documents, draft and final recommendations, reports
or other materials generated by Committee staff or Members, ate the
property of the Committee and will be kept at the Reading Room solely for
secure safekeeping and ease of reference. These documents rémain
congressional records in their entirety and disposition and control over these

records, even after the completion of the Comimittee’s review, lies

- exclusively with the Committee. As such, these records are not CIA records

under the Freedom of Information Act or any other law. The CIA may not

. -SECRET CoPY
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integrate these records into its records filing systems, and may riot
disseminate or copy them, or use them for any purpose without the prior
written authorization of the Committee. The CIA will return the records to
the Committee immediately upon request in a manner consistent with
paragraph 9. Ifthe CIA receives any request or demand for access to these
records from outside the CIA under the Freedom of Information Act or any
other authority, the CIA will immediately notify the Committee and will
respond to the request or demand based upon the understanding that these -
are congressional, not CIA, records.

7. CIA will prov1de the Committee with lockable cabinets and safes, as
required, in the Reading Room. -

8. If Committee staff identifies CIA-generated documents or materials made
available in the Reading Room that staff would like to have available in the
Committee SCIF, the Committee will request redacted versions of those
documents or materials in writing. Committee staff will not remove such
ClA-generated documents or materials from the electronic Readmg Room

facility without the agreement of C1A.

9. To the extent Committee staff seeks to remove from the Reading Room any
notes, documents, draft and final recommendations, reports or other
materials generated by Committee Members or staff, Committee staff will
ensure that those notes, documents, draft and final recommendations, reports
or other materials do not identify the names of non-supervisory CIA. officers,
liaison partners, or black-site locations, or contain cryptonyms or
pseudonyms. If those documents contain such information, Committee staff
will request that CIA conduct a classification review to redact the above-
referenced categories of information from the materials or replace such
information with alternative code names as determm ed jointly by the

Committee and the CIA.

SECRET
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Any document or other material removed from the reading room pursuant to
paragraphs 8, 9, or 10 will be stored in the Committee SCIF or transferred
and stored on Committee TS//SCI systems, under Committee secunty
procedures.

10. Any notes, documents, draft and final recommendations, reports or other

- materials prepared by Committee Members or Staff based on information

accessed in the Reading Room will be prepared and stored on TS//SCI
systems. Such materials will carry the highest classification of any of the
Underlying source materials. If the Committee seeks to produce a document
that carries a different classification than the undetlying source material, the
Committee will submit that document to CIA, or if appropriate to the DNI,
for classification review and, if necessary, redaction. \

| 1 1 The Reading Room will be available from 0700 to 1900 hours official .

government business days, Monday through Fr‘lday If Committee staff
requires additional time or weekend work is required, Committee staff will
make arrangements with CIA personnel with as much advance notice as
possible. .

12. The Committee will memorialize any requests for documents or information

in writing and CIA will respond to those requests in writing.

13. All Committee staff granted access to the Rcading Room shall receive and -

acknowledge receipt of a CIA security briefing prlor to reviewing CIA
documents at the Reading Room.

—SECREE-
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~ We anticipate that agreement to these conditions will address YOUT concerns
about Committee access to unredacted materials responsive to the Committee’s
document request. We look forward to immediate staff access to those materials.

In addition, we expect that the discussions and agreements over access to the
study information are a matter restricted to the Congress and the Executive branch.
‘As such, neither this letter nor derivative documents may be provided or presented

to CJA's liaison partners.

. ' - Sincerely,

#M~
< s, [ean—

Dianne Feinstein
Chairman

Christopher S. Bond
Vice Chairman

SECRET
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SELECT COMMITTEE ON INTELLIGENCE SSCI # 2 0 0 9 — 4 9 1 8

DAVID GRANNIS, STAFF DIRECTOR WASHINGTON, DC 20510-6475

LOUIS B. TUCKER, MINORITY STAFF DIRECTOR

KATHLEEN P, McGHEE, CHIEF CLERK

December 23, 2009

The Honorable Leon Panetta
Director ‘
Central Intelligence Agency
Washington, D.C. 20505

Dear Director Panetta:

We spoke last week about the ongoing study by the Senate Select
Committee on Intelligence on the Central Intelligence Agency’s (CIA’s) Detention
and Interrogation Program. My staff has continued these discussions with officials
in the Director’s Review Group and the Office of Congressional Affairs who have
relayed your request that the Committee put in writing additional requests for
access to CIA documents. - |

Specifically, I request that in addition to the room made available for the
Committee’s study staff early this summer (the “Reading Room™), a smaller room
be made available for the purpose of providing access to CIA documents for the
staff that the Vice Chairman withdrew from the study in September. This room
should have computer access to the same set of CIA documents provided to the
study staff in the Reading Room, but not to the electronic or physical work product
prepared by the Committee’s study staff or communications between the
Committee’s study staff and the CIA.

The document access at the second room should be provided subject to the
same written agreements that the Vice Chairman and I reached with you earlier this

year. The staff using this room will abide by the same conditions on using and
transporting any documents or derivative work product prepared at the site.
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To be clear, the Committee’s study staff at the Reading Room will continue
to conduct the Committee’s study and prepare a draft report for the Committee’s
consideration. I appreciate your continued cooperation with their review. Please

have your staff contact

(b)(6) ]with any

questions or to further discuss this request.

Sincerely,

Chairman

Dianne Feinstein
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MAJORITY LEADER

HARRY REID
NEVADA
(
Wnited States Senate
WASHINGTON, DC 20510~7012
March 19, 2014
The Honorable John Brennan -
Director
United States Central Intelligence Agency
Washington, DC 20505 ‘
Dear Director Brennan:

Given our discussions on several recent occasions, you are aware of my deep concerns regarding
the CIA’s actions with respect to the Senate Select Committee on Intelligence (SSCI) Study of
the CIA’s Detention and Interrogation Program, particularly your notification of SSCI Chairman
Dianne Feinstein and Vice Chairman Saxby Chambliss that the CIA apparently, without prior
authorization or consultation, searched the computers and computer networks designated for
exclusive SSCI use in carrying out its overs1ght responsibilities. As Chairman Feinstein has
noted, this incident would mark the third time since 2010 in which the CIA has acknowledged
intruding into SSCI computer networks without authorization. You are no doubt aware of the
grave and unprecedented concerns with regard to constitutional separation of powers this action

raises.

I am aware that you have defended the CIA’s actions in this case by alleging that the actions _
came in response to SSCI misconduct. Specifically, I understand that you have alleged that L
Senate committee staff illicitly accessed classified CIA networks to obtain a document — the so-
called “Panetta Review” — which appears to corroborate the findings and conclusions of the
Committee’s Study and to contradict the CIA’s own official response to the Study. To my
knowledge, the CIA has produced no evidence to support its claims that Senate committee staff
who have no technical training somehow hacked into the CIA’s highly secure classified
networks, an allegation that appears on its face to be patently absurd.

The Senate has an interest in bringing final resolution to this dispute. In coordination with the
Intelligence Committee, I have instructed the Senate Sergeant-at-Arms to initiate a forensic
examination of the computers and computer network assigned for exclusive SSCI use, in order to
determine how the “Panetta Review” entered into the SSCI network.

In light of your statement in your January 27 letter to Senator Feinstein that. you “would welcome
an independent review” of this matter, I trust you will support this examination. To ensure its
independence, I ask that you take whatever steps necessary to ensure that CIA personnel refrain
from further interaction relating to this issue with Senate staff other than the Sergeant-at-Arms
staff conducting the examination while the examination is underway. Furthermore, I ask your
cooperation in ensuring that Sergeant-at-Arms staff have the access, including security
clearances, necessary to complete their examination in a timely and effective manner.

| COPY
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Please do not hesitate to contact me with any concerns about this matter.

CC: Attorney General Eric Holder
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RICHARD J. DURBIN, COMMITTEE ON APPROPRIATIONS

COMMITTEE ON FOREIGN RELATIONS

( ILLINOIS .
ASSISTANT MAJORITY LEADER ‘lﬁmtﬂﬂ a%tatﬁﬁ 52“3& COMMITTEE ON THE JUDICIARY
‘ Washington, DC 205101304 COMMITTEE ON RULES
AND ADMINISTRATION
March 13, 2014

The Honorable John Brennan

Director

Central Intelligence Agency

Washington, DC 20505

Dear Director Brennan:

I write to express my grave concerns about the CIA’s actions with respect to the Senate
Select Committee on Intelligence (SSCI) Study of the CIA’s Detention and Interrogation
Program.

As Chairman of the Judiciary Committee’s Constitution Subcommittee, I take very
seriously the responsibility of all federal officials to respect the U.S. Constitution’s Separation of
Powers. I also serve as Chairman of the Senate Appropriations Subcommittee on Defense,
{ _“which appropriates funds for the CIA and other intelligence agencies. In this capacity, I have
) gained a great appreciation for the need to protect the integrity of Congressional oversight of the
Intelligence Community. ,

I have great respect for Senator Dianne Feinstein, the Chairman of SSCI, so I listened
carefully to her lengthy floor statement earlier this week detailing her concerrs about the CIA’s
interference in SSCI’s oversight work. I have also reviewed your January 27" unclassified letter,

responding to an earlier letter from Chairman Femstem

The facts as presented in Chairman Feinstein’s floor statement and your letter are deeply
troubling. Accepting your version of events, it appears that the CIA conducted an unauthorized
search of a computer network used by SSCI staff to determine whether SSCI staff possessed
certain sensitive CIA documents. You state that the documents in question are privileged,
deliberative, and pre-decisional. However, I understand that the Senate Legal Counsel has
concluded that this type of privilege is not recognized by the Legislative Branch. I believe that
recognition of such a privilege would be a severe blow to any congressional oversight efforts of
the Executive Branch, because any information, analysis, or operational plans could simply be
labeled as deliberative or pre-decisional and withheld from the congressional oversight
committees. This would have profound impacts on the intelligence community’s obligation
under the National Secunty Act of 1947 to keep Congress “fully and currently informed” on

intelligence activities, and alsc the ﬁanf‘amemal system of checks and balances established by the
Constitution. ‘
711 HART SENATE OFFICE BUILDING 230 SOUTH DEARBORN, 38THFLOOR - 525 SOUTH EIGHTH STREET 1504 THIRD AVENUE PAUL SIMON FEDERAL BUILDING
WASHINGTON, DC 20510-1304 CHICAGQ, IL 60604 'SPRINGFIELD, IL 62703 SUITE 227 250 W, CHERRY STREET
{202) 224-2152 (312) 3534952 {217) 492-4062 ROCK ISLAND, IL 61201 g SUITE 115-0 C 0 P Y
(309) 786-5173 CARBONDALE, IL 6280
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You acknowledge that the CIA does not know how SSCI staff obtained these documents,
and Chairman Feinstein maintains that the CIA provided the documents to SSCI staff. Given the
separation of powers interests at stake, if the CIA had a question about these documents, you
should have at the very least asked Chairman Feinstein and her staff for an explanation before
taking the highly questionable and possibly unconsntutlonal step of searching a computer
network used by the Legislative Branch. :

As a former member of SSCI, I am also troubled by allegations from CIA staff that SSCI
staff has acted inappropriately, and I take seriously Chairman Feinstein’s concern that thisisa -
" potential effort to intimidate SSCI staff.

It is important not to lose sight of the underlying issue — the un-American and illegal
torture of detainees held by our government. It was 10 years ago that I authored the first
legislation to make it clear that the cruel, inhuman, or degrading treatment of detainees is illegal
under U.S. law in all circumstances. My legislation was a response to the previous
Administration’s position that it was legal to use abusive interrogation techniques on detainees.

I was very proud when, on only his third day in office, President Obama issued Executive
Order 13491 ending the use of abusive interrogation techniques. Prior to your confirmation, we
discussed this issue and you assured me that you would support the Administration’s policy.

As you know, the SSCI Study of the CIA Detention and Interrogation Program began in
" the aftermath of the CIA’s inappropriate destruction of detainee interrogation videotapes. Then-
CIA Director Hayden suggested that SSCI staff review CIA operational cables about the CIA
Detention and Interrogation Program in lieu of the destroyed tapes. As Chairman Feinstein has
explained, the SSCI Study was authorized on an overwhelming bipartisan vote after SSCI found
that the cables detailed detention conditions and interrogations that were far worse than what the
CIA had prev1ously described to SSCIL.

Approximately one year ago, [ received a classified briefing on the SSCI Study. While I
cannot recount the details of the briefing in this letter, the SSCI Study raises extremely troubling
issues about not only CIA activities, but also the Agency’s obligation to cooperate fully and
accurately with congressional oversight activities. The conclusions of the SSCI Study, along
with my understanding of the recent events relating to the documents in dispute, indicate to me
that the CIA is making it very difficult for Congress to fully carry out its oversight
responsibilities. Isimply cannot understand any circumstances that would legitimately allow the
Executive Branch to withhold any information or documents from an official Senate
investigation of such an important matter.

After I was briefed on the SSCI Study, I spoke with you, the President, and then-
Secretary of Defense Panetta to urge each of you to be briefed on its findings and to support its
declassification. In my view, it is critically important to declassify the SSCI Study so that we
can learn from, and hopefully not repeat, the mistakes of our past. I cannot say it better than
Senator John McCain, an American hero who knows more about this issue than any other
member of Congress, and who has urged the Administration to “take whatever steps necessary to

- GOPY
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ﬁnal}'ze’and declassify this report, so that alliAmericans can see the record for themselves, which
I believe will finally close this painful chapter for our country.”

In light of the important constitutional principles at stake, I urge you to directly address

.the serious separation of powers issues that have been raised. I also again urge you to accelerate

declassification to the greatest extent possible of the SSCI Study of the CIA Detention and
Interrogation Program.

Thank you for time and consideration. Ilook forward to your prompt response.

Sincerely,

M W

Richard J. Durbin

. COPY
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JoHN D. ROCKEFELLER V'
WesT VIRGINIA

?ltmieb S’ataiez $enaie

-WASHINGTON,; 'D.C:.

January 27,2014

The Honorable John O. Brennan
Director, Central Intelligence Agency
‘Washington, RC 20505

Dear Directge-Brennan,

1 cannot overstate how deeply dlsappomted Lam. to learn of the CIA’s unauthonzed search of the
Senate Intclhgence Commmee s computer network at.an otfstte tacxhty Particularly in'the
context of the Committee’s Study on Deterition and Interrogatlon ‘where there has long beena
deficit of trust.—a deficit that'you'and T have been working to-repair - this is so damaging.

- My message to you has- always been that the CIA must fully and. torthnghlly recognize its past
mistakes, and then‘apply the lessons learned from: those mistakes as it moves:forward with its
critically important mission. Your letter to me in December of last year-seemed like an
encouraging recognition ‘of the 1mportance of that apprmch which makes this most recent
development all the more: troublmg

This mistake, this search-without the Committee’s approval, has the potential to undermine so
much of our important work together - it must be addressed fully ‘Tt must-be addressed in a way
that repairs the breach of trust -and dllows the CIA and this committee to constructively move
forward.

In your confirmation hearing | préised your strong leadership, patience, courtesy, and wisdom,
which I'said made you the right man for the job. In'this.challenging moment, I urge you to draw
on those attributes to-find-a way, as the leader of the CIA, 1o make’ ‘this right.

Sincerely,

John'D. Rockefeller IV
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HARRY REID- , , " MAJORITY LEADER
NEVADA

Wnited States Senate

WASHINGTON, DC 205107012
March 19, 2014

The Honorable Eric Holder

Attorney General

United States Department of Justice .
Washington, DC 20530

Dear Attorney General Holder:

As you know, in January 2014, Central Intclhgence Agcncy (CIA) D1rector John Brennan
personally informed Senate Select Committee on Intelligence Chairman Dianne Feinstein and
Vice Chairman Saxby: Chambliss that the CIA. apparently had - without priot authorization or
consultation - accessed a computer network designated for the Intelligence Committee’s
exclusive use in conductmg its-official oversight dutles

As Majority Leader of the Senate, I have a responsibility to protect the independence and
effectiveness of our institution.” “The CIA’s decision to access the resources and work product of
the legislative branch without permission is absolutely indefensible, regardless of the context.
This action has serious separatlon of powers implications. It is immaterial whether this action
was taken in response to conéerns about the’ Committee’s possession of a disputed document;
this stands asa categorlcally different. a.nd more serious breach. .

These concerns have been exacerbated by the CIA Acting General Counsel’s recent referral of
this issue to the Department of Justice, in what appears to be.a transparent attempt to intimidate
the Committee and undermine its oversight of the. Agenoy As the CIA has confirmed, its Acting
General Counsel, mentioned by name over 1,600 times in the Intelligence Committee’s study of
the CIA’s Detention and Inicrrogatlon Program, filed a crimes report with the Department of
Justice alleging misconduct by Intelhgence Committee staff. To my knowledge, the CIA has
produced no evidence to support its claims. The allegation that Senate committee staff who have
no technical training somehow hacked into the CIA’s highly secure classified netwoiks is so
absurd as to be comical. The absurdxty of the allegaﬂons, when matched with the clear conflict
of interest possessed by the. Acting General Counsel, calls into question the crcdlblhty of CIA
Director Brennan’s recent claim that “There’s never ‘been an effort by the CIA to. thwart the

SSCI’s investigation.”

The Senate has an interest in bringing final resolution to this dispute. In coordination with the
Intelligence Committee, I have instructed the Senate ‘Sergeant-at-Arms to initiate a forensic
examination of the computers and. computer. network assigned for exclusive SSCI use, in order to
determine how the document at issue — the so-called “Panetta Rewew” — entered into the SSCI

network. Ttrust I can-count upon your. support for‘t}ns_ exammatlon

In my capacity as the leader of the U.S: Senate, the CIA’s actions cause me great concern. The
CIA has not only intetfered ‘with the lawful congressional oversight of its activities, but has also

COPY
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seemmgly attempted 1o mtmudate 1ts overseers by subjecnng them to cnmmal mvestxgatlon
These developments strike at the heart of the constitutional separanon of powers between the
legislative and executlve branches Left unchallengcd they call into question Congress’s ability .
to carry out its core constitutional duties and risk the possibility of an unaccountable Intelligence -
Community run amok. The CIA cannot be penmtted to undermine. Congress 's ability to serve as :

~ an effective check on executxve power as our nanon s: Founders mtended S SR

1 trust you wﬂl careﬁ.llly examme thesc concems as the Department of Just:ce determmes how to o
- proceed. - : D : , L . o

CC: CIA'Director JohnBrennan o o
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{

The Honorable- Harry Reld :
Majority Leader. . . o ' ‘ 3
United States Senate {
Washington, D.C.7 20510

Dear Senator Reid:

I am in recelpt,of~your‘letter dated 19 March 2014, and
while we come. at™this: pitd L ffe f;'tiperspectlves, T fully
agree that we: 'shoul,
that preserves th
Executlve Branch
Chalrman Chamblls
we a;e currentl. n
in a way that will
institutions.

}

|
you' noted
that I would weh

§
ctlons of cIA personnel in

coordlnatlon w1th the Department £ Justice. I look forward to!
rece1v1ng the Inspector General’s report, whlch will also be
‘Com ee ' larly welcome ‘the dec131on to;
rev1ew the -actions 6f Sénate
ant- CIA offices to'work .
“Arms, s0 that he mdy complete
In addltlon, at your request, and
I have X

staff and have ' 1nstructed the‘
cooperatlvely w1th‘the‘Sergean

thar those employed by the }
ieverythlng must be done in,
Justlce'ln order to avoid -

subject of close over
to assist the Commwlt

d/I hope, 1n the nea;
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. pa AFF DIRECTON ’
o e e September 23, 2009

(b)(3) ClAAct ‘ ' SSCI# 2009-3817

Assistant General Counse]
Central Intelligence Agency
Washington, D.C. 20505

Deaq(b)(3) ClAActT

(U) I write to respond to your letters of August 27, 2009 and September 14,
2009, about the meetings between representatives of the Senate Select Committee
on Intelligence (the Committee or SSCI) and the Central Intelligence Agency
(CIA) to discuss the document production associated with the Committee’s review -
of CIA’s detention and interrogation program. Although I concur with the
majority of your descriptions of our agreements, a few items deserve clarification.

(S4B (1) Paragraph 5 of the August 27, 2009 letter notes that “As a
general matter, most CIA documents will be made available for SSCI’s review in
the CIA Reading Room, per previous correspondence between SSCI and CIA.”
This statement should be clarified. Director Panetta’s letter of June 4, 2009, stated
only that “operational cables” would be made available for the Committee’s review
in the CIA Reading Room; it did not state whether other types of CIA documents
would be made available for review in the Reading Room or in Committee spaces. -
In addition, the Committee’s letter of June 2, 2009 stated “Responsive documents
other than those contained in operational files that do not identify the names of
non-supervisory CIA officers, liaison partners, or black-site locations, or contain |
cryptonyms or pseudonyms will be made available to the Committee in the .
Committee’s Sensitive Compartmented Information Facility (SCIF), unless other
arrangements are made.” Although Committee staff is open to working with you
to ensure we obtain relevant documents as expeditiously as possible, the issue of

~ where documents will be provided should be resolved with staff on a case-by-case
. basis.

-SEERET/NOFORN-
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(b)(3) CIAAct
September 23, 2009
Page Two

{S/ANF>- (2) With respect to Paragraph 13 of the August 27, 2009 letter,
which notes that “CIA reserves the right to redact sensitive, non-responsive
material from its documents before providing them for SSCI review,” I encourage
you to work directly with Committee staff to prevent unreasonable delays in the
production of responsive documents that might result from an extensive redaction

process.

(S/NF) (3) Paragraph 1 of the September 14, 2009 letter notes that “SSCI
and CIA also discussed redaction of officers’ true names fiom the additional
documents that will be provided to SSCI. SSCI did not agree to redaction of
officers’ true names at this time and the issue as flagged for further discussion.”

At the meeting of September 9, 2009, CIA stated that redactmg the true names

A _from the additional documents to be provided would seriously de production =
of those documents to Committee staff. In addition, redaction of officers’ true

names, with or without replacement by pseudonym, would significantly and .
unnecessarily complicate the Committee’s study. Given these concemns, I can’t
accept changes on this matter from our original agreement.

{S/ANF) (4) In Paragraph 4 of the September 14, 2009 letter, you noted that
CIA does not intend to produce documents held by the Litigation Division of the
Office of General Counsel] unless the Committee advises otherwise. This is
acceptable with the exception you mentioned that the SSCI staff requests that you
produce any and all Vaughn indexes identifying documents responsive to Freedom
of Information Act requests for documents concerning CIA’s detention and '

1nterroganon pmgram

(SHNF)- (S) Paragraph 6 of the September 14, 2009 letter requests SSCI
agreements with its detailee reviewers. The relevant documentation is attached.

SHNF) (6) In the meetings between CIA and Committee staff on August
12, August 21 and September 9, CIA requested that the Committee reconsider the
_ terms of the original agreement that Committee staff provide to CIA for review
only those notes and work product that contained certain information—unredacted

-SECRET/NOFORN-
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September 23, 2009
Page Three

names or pseudonyms of non-supervisory CIA personnel; locations of detention
facilities or cryptonyms or information directly identifying such sites; or names of
individual assets, contacts, foreign government officials, or foreign intelligence
officials or services—prior to removing the notes or work product from the
Reading Room. Because of a concem for the sensitivity of the information, CIA
has instead requested that Committee staff provide all notes and work product ,
prepared in the Reading Room for review prior to removing those documents from
the Reading Room. I cannot agree to this change to the original agreement.

- {S/NF) As expressed at the meeting on August 12, 2009, the general
practice will be for Committee staff to seek review of materials being removed
from the Reading Room. It is important, however, that the Committee retains its
right to remove notes and other work product from the Reading Room without
CIA’s review as long as they do not contain those especially sensitive operational
details. Committee staff needs the ability to generate strategic or Committee

'sensitive documents in the Reading Room, without having to provide them to a
member of the Executive branch to review. Recognizing the CIA’s concerns in
this area, however, | have asked the staff to lean forward to provide as much
information for review as possible, even in cases where operational details are not
included, unless there is a compelling reason on a case-by-case basis not to do so.

<S//NF) In addition to providing the overwhelming majority of documents
generated in the Reading Room to CIA for review prior to their removal from the
Reading Room, the Committee has taken a number of other significant steps to
address CIA concerns. As stated in our previous agreements, Committee staff will
not provide information gained from the review of materials at the Reading Room
to anyone who is not a Member or cleared staffer of the Committee prior to
providing that information to the CIA for a classification review. All notes and
documents created by the Committee based on information provided at the
Reading Room will be stored in the Committee’s SCIF except during appropriate
transit between secure facilities. No information resulting from the Committee’s
study will be publicly released prior to a determination by the CIA, or if applicable
the DNI, that such information is unclassified. Finally, it will not be the practice to
re-create the sensitive information identified by the CIA when writing memoranda

Approved for Release: 2015/07/17 C06239990
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or report materials in the Committee’s office spaces or other locations. These
stringent safeguards should address the CIA’s concerns about the sensitivity of the

information.

(U) Thank you for both your letters and the productive discussions you have
had with staff to prioritize materials for the Committee to review. 1 look forward

to continue to work with you in the future.

Sincerely,

(b)(€)

" Attachment

 —SEERET/MNOFORN
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UNCLASSIFIED/7ROU6-

CENTRAL INTELLIGENCE AGENCY
Wasghington, D.C. 20505

General Counsel
7 February 2014

The Honorable Eric Holder
Attorney General
Department of Justice
Washington, D.C. 20530

ATTENTION: Mr. George Toscas
Deputy Assistant Attorney General

National Security Division
Re: Crimes Referral

Dear Mr. Attorney General:

(U//F¥0U8y I am writing to you pursuant to Section 1.6(b)
of Executive Order 12333, as amended, and Sections VI.B,
VII.A.4, and VIII.A of the 1995 Crimes Reporting Memorandum of
Understanding between the Department of Justice and the
Intelligence Community pertaining to the reporting of
information concerning federal crimes (“the MOU”).

(U//Fobe). The Central Intelligence Agency (CIA) has
information relating to possible violations of a specified
Federal criminal law by one or more individuals not employed by
the CIA, .Since the computer system on which these pcssible
violations occurred contains highly classified information, I am
reporting in accordance the procedure set forth in Section

VIII.C of the MOU.

(U//Pe88) The following information provides a reasonable
basis to conclude that a violation of 18 U.S.C. § 1030(a) (2) (B),
a specified Federal criminal law, has occurred. This
information derives from a limited security investigation that
was suspended before completion; only a completed investigation
would determine whether or not a violation occurred. There is a
computer system or network (“system”) located in a CIA facility.
Certain non-employees have authorized access to a portion of
that system. A “firewall” exists between the portion to which
those non-employees have authorized access and the portion to

1%
which they do not have authorized access. There is a search

tool on the system that allows the non-employees to conduct

UNCLASSIFIED//FOUS-
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UNCLASSIFIED/AAFOBe-

The Honorable Eric Holder,

searches to retrieve documents on their portion of the system.
That search tool had a security vulnerability, now remedied,
that could be exploited to allow non-employees to breach the
firewall and retrieve documents on the part of the system to
which they were not authorized access. An incomplete audit:
indicates that at least one non-employee exploited that
vulnerability to retrieve a number of CIA documents on the
pertion of the aystem to which he or sha did not have authorized

access,

(U//PeE0) The information made available to me indicates
that in the November 2010 timeframe, the non-employee conducted
a gearch that appeared intended to reach into part of the
computer system to which the non-employee did not have
authorized access. In such a circumstance, the system was
designed to bring up on the workstation screen a page that
advised the non-employee was not authorized to access that
document. This page, however, had the security vulnerability
that has since been discovered and remedied. The security
vulnerability was that the page also contained a “URL” that
indicated where the document was located on the aystem and if an
individual copied the URL and pasted it into the browser’s
address bar, the individual could gain access to the document,
copy it, bring that copy across the firewall, and paste.it into
a folder on his or her side of the firewall., The informatioen
made available to me indicates the non-employee copied the URL,
pasted it directly into the browser’s address bar, and accessed

the document.

(U//FY0) The information made available to me further
indicates that this non-employee repeated this activity numerous
times in order to access, copy, and bring across the.firewall
CIA documents to which he or she did not have authorized access.
If the system worked as designed, on each occasion, the non-
employee would have recaived on the workstation screen a page
informing him or her that he or she did was not authorized to
access the document. This non-employee copied all of these
documents into a file or folder on the portion of the system to
which he or she had authorized access. Thereafter, at least
four other non-employees accessed and printed these CIA
documents on multiple occasions. It is not clear whether any of

these other four non-employees may also have exploited the

security vulnerability.

2

UNCLASSIFIED/FOEO .

Approved for Release: 2015/07/20 C06240106



C06240106
FEB. 7.2814 8:39PM  Approved for Release: 2015/07/20 C06240105 M0-168  P.4

UNCLASSIFIED/FEg0

The Honorable Eric Holde:z,

(U//FPeBO) Some or all of the doccuments accessed by
exploiting the security vulnerability contained the following

banner :

(O//F0P6) Thils classified document was prepared by the CIA
Director’s Review Group for Rendition, Detention, and Interrogation
(DRG-RDI) for DRG-RDI’s internal discussion purposes and should not
be used for any other purpose, nor may it be distributed without
express permission from DRG~RDI or CIA’s Offics of Ganeral Counsel.
This document contains classified information derived from
sensitive sources and methods, which may include, but may not be
limited to, HUMINT, SIGINT, intelligence assets, other US
Government agencles, and/or foreign governments and liaison
services, and must be handled accordingly. This document also
contains material protected by the attorney-client and attorney
work-product privileges, Furthermore, this document constitutes
deliberative work product, protected by the deliberative-process
privilege, and is not a final, conclusive, complete, or
comprehensive analysis of DRG-RDI or CIA. Rather, it was created
to suit the needs of DRG-RDI, in support of informing senior Agency
officers about broad policy issues. While every effort was made to
engure this document’s accuracy, it may contain inadvertent errors.
For this reason, and because this document selectively summarizes,
draws lIlnfarences from, or omits information from the sources it
citas, it should not be relied upon by parsons outside DRG-RDI,

(U//70B0) At the requeat of the Director of the CIA, the
CIA Inspector General (IG) opened a review into the actions of
CIA employees who discovered the above information. On 30
January 2014, representatives of the IG discussed with the
Criminal Division’s Computer Crimes and Intellectual Property
Section (CCIPS), information concerning possible violations of
Title 18 U.S.C. §§ 1030 and 2511 by CIA employees. On
3 February 2014, the CIA IG's office issued crimes referral
2014~11718 to CCISP based in part on those discussions. The IG
did not include in his crime referral any information regarding
the potential criminal violation by the non-employees, deferring
to the Agency to determine whether the information available met
the standard to issue a crimes report on the non-employees.

(U//FOU0) As the Acting General Counsel, that
determination was my responaibility under the MOU. As noted
above, I have determined there i8 a reasonable basis to conclude

UNCLASSIFIE
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The Honorable Eric Holder,

that a violation of 18 U.S.C. § 1030(a) (2) (B), a specified
Federal criminal law, has occurred.

Sincere}y \

X (b)(3) CIAACct

: ting General Jolnsel
copy to: Inspector General
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Transcript of “Need to Know with D/CIA John Brennan”
March 2014

(b)(3) CIAAct
( U){ k Well, thank you Director Brennan for sitting down with
What's News once again. We verv much aopreciate the opportunity. :
(b)(3) CIAAct
(U) D/CIA Brennan: Well, thank you It's great to be able to have another chance
to chat with you, as well as with the Agency as a whole.
(b)(3) CIAACct :
(U)D We've all seen the recent media coverage about the RDI program and CIA's
relationship with the Senate. Can you tell us about this situation and what efforts are
being made to improve relations with Congress?

(U) DICIA: Well, this is an issue of great importance to the Agency as well as to our
Senate oversight committee, the SSCI. And, there are many different dimensions of this.
There is the recent discussion and concern about what might have happened related to
the computers that the SSCI has used to put together the report. This is something of
great concern to me, as well as to the leadership of the committee, and we've had
opportunities to talk about this. Which is the reason why, early on, | referred the matter
to our Inspector General, because | need to understand exactly what the Agency did.
And if the Agency did something wrong, and Agency officers did anything wrong, we will
take appropriate action and hold ourselves to account.

(U) So, we need to get over this issue right now as far as what happened at the facility
where the work is being done. But, as | said, the IG and Department of Justice are the
appropriate authorities to take a look at this, in the first instance, and to try to determine
some of the facts. And then, we have responsibility here at CIA to make sure that we
take those facts into account, and take whatever follow-up actions necessary.

(U) The RDI report itself is the committee’s multi-year effort to try to document, chronicle,
and assess the rendition, detention, and interrogation program here at the Agency, that
was closed down a number of years ago. But there is a strong feeling on the part of the -
committee, and certainly on some particular members, that there needs to be a public
accounting of what happened. We have worked closely with the committee—I know
there is a lot of speculation in the media that the Agency has sought to thwart the
committee’s investigation or the publication of the report—and that is not the case.
These are difficult issues. The Agency, as | said in my note to the workforce, is
frequently asked to do controversial things. So our actions are subject to great scrutiny,
as they should be. But, what we need to do is to make sure that the report that comes
out is going to be a fair and accurate portrayal of the program, our performance, where
we fell shont, as well as what might have been derived as a result of that interrogation
program.

(U) So we’'ll work through this with the committees. | do look forward to getting this
behind us. | look forward to being able to interact with the committee about its findings

(b)(3) NatSecAct

-SBEERET/NOFORN
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and conclusions. And if there are any additional steps that the Agency needs to take to
make sure that we keep our performance as strong as possible, we will do that. But,
over the course of the last several years, we have already taken a number of steps—
corrective actions—as a result of some of the internal reviews that we've done, Inspector
General reports, and now with the committee’s report. I'm hoping that we are going to be
able to learn from the past, put this behind us, but then concentrate on all the issues that
we face today, and in the future.

NR
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NR

(b)(3) CIAACY), thank you nnee aaain for sharing your théughts with What's News.
T YU 5)(3) CIAACE
(U) DICIA: Well, thank you for this opportunity. | really find it a very good
opportunity to talk to you and to the workforce about issues of the day. And so |
encourage folks who might be watching to give some ideas to What's News, and to you,
about the issues that they would like to see addressed in upcoming opportunities to chat.

(b)(3) CIAAct

(V] We look forward to next month!

(U) DICIA: Good. Thanks,| (D)(3) CIAAct

(U] Thank you.

(b)(3) ClAACt
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From: on behalf of OPA Notice
(b)(3) CIAAct :

Sent: Trinedaas March 17 2014 4:13 PM

o (0)(3) CIAActﬁj

Subject: Message from the Director

Classification: UNCLASSIFIED

Colleagues,

In light of public assertions made earlier this morning by Senate Select Committee on Intelligence (SSCI)
Chairman Dianne Feinstein, I feel compelled to share with you some information as well as my thoughts
surrounding CIA’s interaction with the SSCI in relation to the now-defunct Rendition, Detention and
Interrogation (RDI) program. Attached is a letter I sent to Chairman Feinstein, Vice Chairman Chambliss, and
the full SSCI Committee on 27 January 2014.

As I said earlier today in my remarks at the Council on Foreign Relations, CIA believes strongly in the
necessity of effective, strong, and bipartisan Congressional oversight. We are a far better organization because
of Congressional oversight, and as long as I am the Director of CIA, I will do whatever I can to be responsive to
the elected representatives of the American people. To that end, CIA and the SSCI have been working for many
months to resolve issues related to the Committee’s RDI report. !

CIA has more than enough current challenges on its plate, which is why, far more than any other institution of
government, the CIA wants to put the rendition, detention, and interrogation chapter of its history behind it. The
Agency’s detention facilities have long been closed. President Obama officially ended the program five years
ago, by which time the CIA had ceased its interrogation activities. Over the past decade, there have been
numerous internal and external reviews of the program, and CIA has taken steps to address the shortcomings,
problems, and performance deficiencies that became evident in those reviews.

As you know, the SSCI has conducted an extensive review of that program, a review that CIA has devoted
considerable resources to supporting over the last several years. CIA has tried to work as collaboratively as
possible with the Committee on its report. We will continue to do so, and I have talked extensively to Chairman
Feinstein and Vice Chairman Chambliss about the report and the way forward. CIA agrees with many of the
findings in the report, and we disagree with others. We have acknowledged and learned from the program’s
shortcomings, and we have taken corrective measures to prevent such mistakes from happening again. But we
also owe it to the women and men who faithfully did their duty in executing this program to try to make sure
any historical account of it is balanced and accurate. We have worked closely with the Committee to resolve
outstanding issues, and we look forward to working with the Committee should it submit any portion of its
report to us for classification review. Even as we have learned from the past, we must also be able to put the
past behind us so that we can devote our full attention to the future.

As alwéys, thank you for your outstanding service.

John

Classification: UNCLASSIFIED
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THE DIRECTOR
CENTRAL INTELLIGENCE AGENCY
WASHINGTON, D.C. 20505

27 January 2014

The Honorable Dianne Feinstein
Select Committee on Intelligence
United States Senate

Washington, D.C. 20510

Dear Madam Chairman:

I am in receipt of your 23 January 2014 letter regarding our
15 January 2014 meeting. I wholeheartedly agree that the Executive
and Legislative branches must respect the Constitution’s separation
of powers and that the events that led up to our meeting go not
only to the heart of that respect, but also to the effectiveness
and integrity of the oversight process. As I have noted in the
past, I believe in and strongly support the necessity of effective
Congressional oversight, while also desiring to protect the
Executive branch’s legitimate prerogatives. In order to give you a
sense of my perspective on these developments, I have outlined them
below and propose a possible path forward. 1In short, I believe
your idea of some sort of independent review is worth exploring, as
it is my hope that we can find a way to address these events in a
mutually satisfactory way that respects the very separation of
powers principles we both seek to uphold.

As I relayed to you and Vice Chairman Chambliss during our 15
January meeting, I recently received information suggesting that
sensitive CIA documents that were the subject of a pending request
from the Committee may have been improperly obtained and/or
retained on the SSCI staff side of a CIA local area network, which
was set up exclusively for the Committee’s RDI review and which
contains highly classified information. Consequently, I asked for
a meeting with you and the Vice Chairman as soon as possible to
share that information and to discuss the need for a review of the
system in order to assess what happened. As we know, both branches
have taken great care to establish an accommecdation regarding the
Committee’s actess to Executive branch information on the RDI
program, and we need to ensure that what is shared is as agreed
between the branches. At the same time, and most importantly, if
the integrity of our network is flawed, we must address the

security problem immediately.?

' To ensure we have a common understanding of the agreement governing the SSCI
staff's access to and use of a portion of the relevant CIA facility's
network, I will transmit under separate classified cover a copy of the
agreed-upon Standard Operating Procedures, a copy of the materials used in

UNCLASSIFIED /7 FORCOFFICTAT—USE-ONEY
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The Honorable Dianne Feinstein

During our 15 January meeting, I explained how it came to our
attention that these documents were on the SSCI staff side of the
network. As I indicated, recent statements made by Committee staff
suggested they had in their possession a document that you
requested in a 26 November 2013 letter. In your correspondence,
you asked for “several summary documents” from what you termed an
“internal review” of the CIA RDI program initiated by Director
Panetta that purportedly came to conclusions similar to those
contained in the Committee’s study on the RDI program. Senator
Udall made a similar reference to, and a request for, these
materials during the open hearing on Caroline Krass'’s nomination to
be the CIA’s General Counsel. Senator Udall repeated his request
for these documents in a 6 January 2014 letter that he wrote to the
President. In response, I explaiified to both you and Senator Udall
that these requests raised significant Executive branch
confidentiality interests and outlined the reasons why we could not
turn over sensitive, deliberative, pre-decisional CIA material.
These documents were not created as part of the program that is the
subject of the Committee's oversight, but rather were written in
connection with the CIA's resgponse to the oversight inquiry. They
include a banner making clear that they are privileged,
deliberative, pre-decisional CIA documents, to include attorney-
c¢lient and attorney work produc¢t. The Executive branch has long
had substantial separation of powers concerns about congressional
access to this kind of material.

CIA maintains a log of all materials provided to the Committee
through established protocols, and these documents do not appear in
that log, nor were they found in an audit of CIA's side of the
system for all materials provided to SSCI through established
protocols. Because we were concerned that there may be a breach or
vulnerability in the system for housing highly classified
documents, CIA conducted a limited review to detérmine whether
these files were located on the SSCI side of the CIA network® and
reviewed audit data to determine whether anyone had accessed the
files, which would have been unauthorized. The technical personnel
conducting the audit review were asked to undertake it only if it
could be done without searching audit data relating to other files
on the SSCI side of CIA’s network. That review by IT personnel
determined that the documents that you and Senator Udall were

the security briefing given to all Committee staff granted access to the CIA

network, and other relevant documents.
¢ The system is designed to preclude looking for file names across the entire

network, thus precluding a single “network wide” review. Thus, absent
finding and exploiting a vulnerability, the CIA pérsonnel working on the RDI
review should not be able to access any information on the SSCI side, and the
SSCI staff working. on the RDI review should not be able to access any
information on the CIA side of the network.

2
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The Honorable Dianne Feinstein

requesting appeared to already be on the SSCI staff side of CIA’'s
local area network and had beén accessed by staff. Only completion
of the security review will answer how SSCI staff came into
possession of the documents. After sharing this information with
you and explaining that I did not know how the materials would have
appeared on the SSCI staff side of the network, I requested that
you return any copies of these highly sensitive CIA documents
located either in the Committee reading rodém at the CIA facility or
in the Committee's own offices. You instructed your staff director
to collect and provide to you any copies of the documents. I
informed you that I had directed CIA staff to suspend any further
inquiry into this matter until I could speak with you.

I stated that I had asked for the meeting because I wanted
Committee leadership to be fully aware of what had been brought to
my attention before I directed the appropriate IT personnel to
begin a full computer security review. I informed you that the
staff who would conduct the security review would need to conduct
computer forensics on the CIA documents that appear to be on the
SSCI side of the system. I further informed you that the
individuals assigned to conduct- this security review would be
"walled off" from the CIA personnel who have been invelved in
reviewing the Committee’s study on the RDI program in order to
protect the SSCI’s legitimate equities in its deliberative
materials and work product.

I made clear during our meeting that I wanted to conduct this
security review with your consent and, furthermore, that I welcomed
the participation of the Committee’s Security Director in this
effort. You informed me that you were not aware that the Committee
staff already had access to the materials you had requested in your
letter. Soon after our meeting, you requested by letter that I
suspend any investigation or further access to the computers or
computer networks until you could consider the matter further. You
also pledged in your letter that SSCI staff would not access those
computers or computer networks for this same period. I reached you
by telephone the next day to inform you that the CIA would
temporarily suspend the security review in light of your request.

I trust that you continue to believe that Committee staff should
not access any of the computers on CIA’s local area network while

we work through this matter.

As I stated in our meeting, the existence of thése sensitive
Executive branch documents on the SSCI side of the CIA facility
network--all of which were created outside the agreed time period

for document production--raises significant concerns about the

integrity of a highly classified CIA computer system and whether

the protocols developed between the SSCI and the CIA in relation to
CIA files are being followed. You indicate in your most recent

3
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The Honorable Dianne Feinstein

letter that these documents were provided to Committee staff at the
CIA-leased facility, but, as I noted above, we have no record of
having done so under the process by which we have regularly
provided documents.

As I noted at our meeting, this is a very serious matter, and
it is important that both the CIA and the Committee get to the
bottom of what happened. We should be able to do this in a way
that preserves our institutional equities.

I renew my invitation to have the Committee’s security officer
fully participate with CIA security professionals in a security
review of the local area network dedicated to the RDI study. Your
23 January letter indicates that an independent review of these
events also may be appropriate. I would welcome an independent
review that explores CIA’s actions and how these documents came to
reside on the Committee’s side of the CIA facility network. If you
are amenable, I will have my Acting General Counsel reach out to
the Committee’s Majority and Minority Counsel to discuss options
for such an independent review.

However we proceed, thé security review must be completéed in a
timely manner. It is imperative to learn whether or not a breach
or vulnerability exists on this network and was exploited. I trust
that you share my concerns and that we can work together to carry
out a security review that answers these important questions while
respecting the important separation of powers concerns of both

branches.

Sincerely,

b O[S pemror

John 0./ Brennan

cc: Members, Senate Select Committee on Intelligence
The Honorable Jim Clapper, Director of National

Intelligence
Ms. Kathryn Ruemmler, White House Counsel
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Remarks at the Council on Foreign Relations (As prepared)
3/11/72014

it is a pleasure to be back at the Council on Foreign Relations and to see so many familiar faces. I would like to thank Richard Haas for inviting
me to speak to this very distinguished group, and I also thank Andrea Mitchell for lending her considerable knowledge and insight to our
discussion.

Just over a year ago, I had the privilege of placing my hand on the very first printed copy of the Constitution—a draft edited and annotated by
George Washington himself that is one of the most treasured items held in the National Archives. With my hand on that document, Vice President
Biden swore me in as the 21st Director of the Central Intelligence Agency. 1 chose to take my oath on that precious piece of history as a clear
affirmation of what the Constitution means to all of us at the Agency. We have no higher duty than to uphold and defend the rule of law as we
strive every day to protect our fellow citizens.

Like so many things involving CIA, however, people read nefarious intentions into my decision to take my oath on an early draft of the
Constitution that did not contain the Bill of Rights—our Constitution’s first ten amendments. At the risk of disappointing any conspiracy theorists
who might be here today, let me assure all of you that I, along with my CIA colleagues, firmly believe in and honor not only the Constitution but
also the Bill of Rights, as well as all subsequent amendments to our Constitution. [ just happen to be an ardent admirer of George Washington and
of the historical foundations of our great country.

My first career at CIA began in 1980, so when I returned to the Agency last March, I was already well acquainted with its people and its mission.
Having spent the previous four years at the White House, I also had the benefit of experiencing firsthand the enormous challenges confronting our
policymakers as they deal with the myriad challenges our Nation faces in the 21st century.

As a result of the tremendous opportunities I was given over more than 30 years working on national security issues, I could see the Agency from
outside as well as inside our headquarters in Langley, Virginia. I could see how the Agency’s work informs policymaking, shapes our intelligence
and security relationships with countries around the world, and, working with other departments and agencies in the US Government, helps keep
our country safe from harm. And although I had plans to retire from government service at the conclusion of President Obama’s first term in
office, | was humbled by the opportunity to lead the Agency I was a part of for a quarter-century and, hopefully, to play a role in ensuring that the
CIA’s future is even more accomplished than its storied past.

So thank you for being here this morning, and I would like to offer a few brief comments before I address the many questions that are on your
mind.

First of all, being CIA Director means that I have a front-row seat to the dynamic and often dangerous world stage. While I was at the White
House, I often spoke publicly about the terrorist challenges we face as a Nation. After a year as CIA Director, I unfortunately remain convinced
that the US Government and the American people will be dealing with terrorism in one form or another for many years to come, as too many
individuals and groups remain inclined to use violence for political, ideological, or purported religious reasons.

And despite rampant rumors that the CIA is getting out of the counterterrorism business, nothing could be further from the truth. CIA’s global
mission, our intelligence collection, analysis, and covert action authorities and capabilities, as well as our extensive liaison relationships with
intelligence and security services worldwide, wilt keep CIA on the frontlines of our counterterrorism efforts for many years to come.

At the same time, I fully expect CIA’s role to evolve as the capabilities and the political will of our overseas partners continue to grow in the
coming years. Building the capacity, enhancing the knowledge, and empowering the operations of our partners will be key to mitigating the
terrorist threats that the world collectively faces in the decade ahead.

Similarly, the intelligence mission on the cyber front will evolve as well, as sovereign adversaries, criminal networks, terrorist organizations, and
hacktivists explore new ways to do our country and our people harm via the digital domain—our planet’s new and still relatively unchartered

frontier.

Much of what makes cyber so challenging is that technology is changing so rapidly—and society along with it. In many respects, the world is
transforming before our eyes, as more and more human activity migrates to the cyber/digital domain and more and more of our daily lives depend
on that domain for social interactions, financial transactions, commerce, trade, communication, education, information, entertainment, and the list

goes on,

But the fact remains that many technological and scientific advances have proved throughout history to be double-edged swords. The power of
dynamite that can move mountains and pave the way for road networks, tunnels, and bridges also can bring destruction and death in the wrong

hands. The irony of Alfred Nobei’s two lasting iegacies—the invention of dynamiie and the world’s most famous peace prize—is testament to
both edges of the sword of technological advancement. Today, the websites and smartphones that enable Syrians to organize themselves against
Assad’s regime and show the world its brutality also help al-Qa‘ida and other terrorist groups communicate as well as conduct terrorist attacks.

Recent events have brought into stark relief the national-—indeed, the international—debate about the appropriate role of government, and
specifically intelligence and law enforcement agencies, in this new cyber frontier that is clearly full of wonder and opportunity but also fraught
with great risk.

(b)(3) ClAAct | 9/10/2014
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In the year since my return to CIA, technological advances and their profound implications for both the Agency I lead and the world we study have
been very much on my mind. IfI had the opportunity to start my career all over again, I believe I would start out as a data scientist or engineer in
CIA’s Directorate of Science and Technology. Like any other information-based and technology-enabled profession, intelligence is undergoing a
profound transformation, and the women and men of our Science and Technology Directorate are tackling some truly fascinating issues head-on.

For example, we are looking at how we can protect the identities, activities, and missions of our clandestine officers. These are the officers who
operate internationally on a daily basis yet increasingly have digital footprints from birth.

We are also looking at how we appropriately leverage the seemingly infinite amount of publicly available and not-so-publicly available
information so that we can detect the threats to our national security and to the American people—all while staying true to those cherished
principles of liberty, freedom, and privacy upon which our great country was founded. As someone who bears at least partial responsibility for
keeping my fellow Americans safe, these are the challenges and the questions that truly hurt my head.

As challenging as counterterrorism and operating in the cyber domain are, they are but two of the many issues that CIA and the rest of the
Intelligence Community have to follow. Since returning to government in 2009, the number of issues of major significance to US national security
interests demanding constant attention from both policymakers and intelligence officers has been staggering.

The political turmoil and upheaval attendant to the so-called Arab Spring has fundamentally changed the political and social landscapes in Tunisia,
Libya, Egypt, and Yemen. The tremendous loss of life, the humanitarian disaster, and destruction of some of the world’s most beautiful ancient
cities in Syria is nothing short of a modemn-day catastrophe. The political dynamics underway in Iraq, Iran, Afghanistan, North Korea, Venezuela,
South Sudan, and the Central African Republic, among others, reflect internal tensions, economic stress, sectarian conflicts, and global ambitions.
And Russian and Chinese strategic pursuits, in both their near and far abroad, demand the constant attention and vigilance of our national security

experts.

Ukraine provides a real-life example of why it is so important to preserve our intelligence capability to stay on top of world events in their totality,
rather than just a few key issues. Over the past several months, the CIA and its Intelligence Community partners have closely followed events in
Ukraine, keeping policymakers informed of unfolding developments on the ground, scenarios for escalating tensions, and options available to
Ukrainian, Russian, and other world leaders.

Now I know that many would like the CIA to predict the future—answering questions such as “will Crimea secede and be annexed by Russia” and
“will Russian forces move into Eastern Ukraine.” But the plain and simple truth is that, with virtually all events around the globe, future events—
including in Ukraine—are shaped by numerous variables and yet-to-happen developments as well as leadership considerations and decisions.
While we do not have a crystal ball, it is our responsibility to identify those variables and considerations and to point to the key drivers that will
ultimately determine future events.

Let me conclude by offering a few final words about CIA as a leaming organization. We were born in 1947 as the Cold War was just getting
underway. Over the past 67 years we have had the great fortune to play a role in helping keep this country great and its people safe. And while we
are exceptionally proud of the work we do, we have not been a perfect organization—far from it. We have made mistakes, more than a few, and
we have tried mightily to learn from them and to take corrective actions whenever and wherever appropriate.

It is no secret that many of the things that the Agency has done over the years—things that it was asked to do, that it was directed to do, that it
alone had the authority and responsibility to do—remain subjects of intense scrutiny, debate, and controversy. The rendition, detention and
interrogation program of nearly a decade ago is a case in point.

Now, there have been many things written and many things said—some fact and some pure fiction—about the CIA’s views and actions related to
the Senate Select Committee’s Report on the RDI program. So | want to take this opportunity to say two things:

First, my CIA colleagues and 1 believe strongly in the necessity of effective, strong, and bipartisan Congressional oversight. We are a far better
organization because of Congressional oversight, and as long as I am the Director of CIA, I will do whatever I can to be responsive to the elected
representatives of the American people. Our Congressional overseers ask us the tough questions, hold our feet to the fire, and work every day to
ensure that American taxpayer dollars are being spent effectively and efficiently to keep our country strong. Most importantly, they work to ensure
that the CIA and other intelligence organizations are carrying out their responsibilities and activities in full accordance with the law. 1 don’t
always agree with them—and we frequently have what I would call “spirited” and even “sporty” discussions—but I believe we are fulfilling our
respective Executive Branch and Legislative Branch roles.

Second, the CIA has more than enough current challenges on its plate, which is why-—far more than any other institution of government—the CIA
wants to put the rendition, detention, and interrogation chapter of its history behind it. The Agency’s detention facilities have long been closed.
President Obama officially ended the program five years ago, by which time the CIA had ceased its interrogation activities. Over the past decade,
there have been numerous internal and external reviews of the program, and the CIA has taken steps to address the shortcomings, problems, and
performance deficiencies that became evident in those reviews.

The Senate Select Committee on Intelligence has conducted an extensive review of that program, a review that CIA has devoted.considerable
resources to supporting over the last several years. CIA has tried to work as collaboratively as possible with the Committee on its report. We will
continue to do so, and | have talked extensively to Chairman Feinstein and Vice Chairman Chambliss about the report and the way forward.

CIA agrees with many of the findings in the report, and we disagree with others. We have acknowledged and learned from the program’s
shortcomings, and we have taken corrective measures to prevent such mistakes from happening again. But we also owe it to the women and men
who faithfully did their duty in executing this program to try to make sure any historical account of it is balanced and accurate. We have worked
closely with the Committee to resolve any outstanding issues, and we look forward to working with the Committee should it submit any portion of
its report for classification review. Even as we have learned from the past, we must also be able to put it behind us so that we can devote our full
attention to the chalienges ahead.

I arrived at CIA in 1980 fresh out of graduate school and was swom in as a GS-9 officer, never believing in my wildest dreams that one day 1
would have the honor and privilege of leading the courageous, dedicated, and exceptionally talented women and men of CIA. Now, as CIA
Director, I go down to the main lobby at our Headquarters in Langley once a month to administer the oath of office to our newest employees.

(b)(3) ClAAct | 9/10/2014
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[ am always struck by the quality of these women and men. Many speak several languages. Some have already had successful careers in the
private sector and now want to give something back to their country. For all of them, this moment is the culmination of years of hard work, and
you can see the enthusiasm in their eyes: They look focused, confident, and eager to make a difference.

As I watch them raise their right hands, [ feel an extraordinary sense of obligation to these officers. They have chosen a profession that is filled
with great rewards, but also steep challenges—and, sometimes, grave danger. It is my job to prepare them for it. And from day one, I want them
to understand that they are joining more than an organization; they are also joining a tradition of service and sacrifice unlike any other.

For this reason, I always administer the oath of office in front of our Memorial Wall. There are 107 stars on that wall, each one representing an
Agency hero who made the ultimate sacrifice on behalf of our Nation. And I emphasize that we all have a responsibility to remember the officers
and the sacrifices represented by those stars, and to carry on their work in a way that would make them proud.

I am sharing this with you because it underscores a defining trait of CIA: our profound commitment to one another and to the Nation we serve.

For more than six decades, the women and men of CIA have devoted themselves to protecting our Nation and to advancing American interests
around the globe. Their contributions often go unrecognized, but let there be no doubt that CIA officers are essential to the strength and security of
our Republic.

Thank you, and I look forward to taking your questions.
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(b)(6) ‘@ssci.senate.gov]

From:
Sent:  Tuesday, June 09, 2009 6:55 PM

T p)) CIAActj
Subject: RE: Fax (b)(6) -

(b)(3) CIAACt

Thanks for the note. We'll get back to you as soon as we can.

me.(b)(3) CIAACE ;c,'a_é;vj e
Sent: Tuesday, June 09, 2009 6:53 PM~_
Tt pe_

Subject: RE: Fax

ﬁ(b )(6) L We are very very close. | have one edit and one definition. I-think I-am pretty safe in discussing
the two issues via this venue. If you are okay with these two things, then we have an agreement.

Both pertain to the second ticked para.

We would like the first sentence of the second ticked para to read as follows: “Prior to leaving the RR with any
materials containing __yoperanona! information, including that covered in..." Our feeling is this; we are not
interested in your thoughts, opinions, assessments, points of view, strategles etc. If you have notes that have
only that information in them, we are not interested in seeing them. I, however, you have taken any notes based
on the operational material, it is within our purview to review those notes. We will rely on the honor of each staff

member to identify. those notes to our officers for redact:on

Lastly in terms of “walling-off”’ the redactions of Committee notes from the rest of our organizations activities, we
‘believe necessary that we define that as walling off the redaction activities of the DRG-RDI from the rest of our
organizations activities. In other words, we cannot simply identify five people in RDI who will not speak with
anyone else. We have to define it as RDI not speaking to anyone else. As your review gets going, hours will get
long, hours will be odd, weekends will be worked. We are prepared to provide the ability for you to work those
hours, but we may not have the same peop!e within RDI doing the redactions. | may have weekend duty at times
or be the only available at 8pm on a weekday...so | will do the redactions if needed One of our younger :
redactors may have a question about whether he should or should not redact something. He has to have the

. ability to go to a manager and ask. What we can assure you is that nothmg that our officers within RD{ view in
conjunction with the redaction effort will be discussed with anyone who is not a member of the RDI. | don't think
any change in the letter you sent to us warranted; however in the spirit of transparency | want you to understand

that this is how we will define it.

" If you are good with the edit and the definition, then we have an agreement;
If you are good with this and notify me tonight...1 will proceed to drink enough alcohol to become comfortably
numb. . .

Frqni

L(b)(S) CIAAct 1

(

(b)(6) H&ssci.senate.go\l]
Sent: Tuesday, June 09, 2009 4:45 PM

Toi | (b)(3) CIAAct
Subject: Fax

6/9/7000 ‘Approved for Release: 2015/07/17 C06240331
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' ] (b)(sj CIAAct

We sent over a fax to encapsulate the conversations I’'ve been having w(b)(3) ClAACtL It’s not marked DRAFT,
but once you are able to review it and (hopefully) agree, we can send over something a little more formal.

I'll be around for a while tonight, so please let me know when you have a chance to read what we sent.

(b)(6) ‘ “

J'

Senate Select Committee on Intelligence

(Wwﬁat&g"v

Approved for Rélease: 2015/07/17 C06240331
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Toglb)(s) CIAAct‘L
From:| (b)(6)
Date: June 9, 2009

During our discussions following the exchange of letters between Chairman Feinstein and Vice
Chairman Bond and Director Panetta on June 2 and June 4, we believe that, subject to the points
below, there is agreement on the access by Members and staff of the Senate Select Committee on
Intelligence (SSCI or “the Committee”) to unredacted, sensitive CIA documents pertaining to the
Committee’s study of CIA detention and interrogation. [n addition to, or to clarify, pomts in the

_previous two letters, we understand the agreement to be that:

5 95GLMembers or staff, will not remoye from the Reading Room any notes, work product,

op¢rat10nal files, or other documents that contain unredacted names or pseudonyms of non-

supervisory CIA personnel; locations of detention facilities or cryptonyms or information
directly identifying such sites; or names of individual assets, contacts, foreign govemment

officials, or foreign mtclhgcnce ofﬁaals or services.

- Prior to leavmg the Reading Room wnh any materials contammg operanonal information
covered in the preceding paragraph or references to such information, Committee staff will

‘provide those materials to CIA personnel for redaction or replacement with a designator or for

CIA’s review of the Committee staff redaction or replacement. CLA’s review of Committee
information for redaction or replacement purposes will be “walled-off” from all other CIA

aclivities.

- It will not be the Committee’s general practice to recreate such sensitive information when -
writing memoranda or report materials in the Committee’s ofﬁcc spaces or other Jocations.

“2THE, ,Gé"m*nﬁtteéwm Tot ’p”r'('ﬁfldéf*n’fféﬁﬁétldﬁ’g”afn”é‘d frottrthe review of materialsat the

RS RN

Reading Room to anyone not a Member or cleared staffer of the Committee prior to providing
that information to the CIA for a classification review. No information resulting from the

Comnittee’s study will be publicly released prior to a determination by the CIA, or if applicable.

the DNI, that such information is unclassified.

--Except for materials stored at the Reading Room, notes and documents created by the

Corrunittegbaséd on information provided at the Reading Room will be stored in the
Committee’s SCIF except during appropriate transit between secure facilities.

We look forward to gaining the access to the operational documents ncccssary for the study and
appreciate your work on reachmg this agreement. ’

LR R I ST L DUV

-CONFIDENTIAL-

SO
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From| (b)(6)
Date: June 9, 2009

During our discussions following the exchange of letters between Chairman Feinstein and Vice
Chairman Bond and Director Panetta on June 2 and June 4, we believe that, subject to the points
below, there is agreement on the access by Members and staff of the Senate Select Committee on
Intelligence (SSCI or “the Committee”) to unredacted, sensitive CIA documents pertaining to the
Committee’s study of CIA detention and interrogation. In addition to, or to clarify, points in the
previous two letters, we understand the agreement to be that:

= $SCI Members or staff will not remove from the Reading Room any notes, work product,

h "opcrational files, or other documents that contain unredacted names or pseudonyms of non-

supervisory CIA personnel; locations of detention facilities or cryptonyms or information
directly identifying such sites; or names of individual assets, contacts, foreign government

officials, or foreign intelligence officials or services.

- Prior to leaving the Reading Room with any materials containing operational information
covered in the preceding paragraph or references to such information, Committee staff will
provide those materials to CLA personnel for redaction or replacement with a designator or for
CIA’s review of the Committee staff redaction or replacement. CIA’s review of Committee
information for redaction or replacement purposes will be “walled-off” from all other CIA

activities,

- It will not be the Committee’s general practice 1o recreate such sensitive information when
writing memoranda or report materials in the Committee’s office spaces or other locations.

< The Cortimiitte¢ will riot provide information gained from the review of materials at the

Reading Room to anyone not a Member or cleared staffer of the Committee prior to providing
that information to the CIA for a classification review. No information resulting from the
Committee’s study will be publicly released prior to a determination by the CIA, or if applicable

the DNI, that such information is unclassified.

-Except for materials stored at the Reading Room, notes and documents created by the
Committee based on information provided at the Reading Room will be stored in the

Committee’s SCIF except during appropriate transit between secure facilities.

We look forward to gaining the access to the operationél documents necessary for the study and
appreciate your work on reaching this agreement.

- Approved for Release: 2015/07/20 C06240392
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Sent:  Tuesday, June 09, 2009 6:55 PM.
Te: (b)(3) CIAAct ’

Subject: RE: F@.)(6)
) CIAAct

Thanks for the note. We'll get back to you as soon as we can.

From! (b CIAAct @uc:a gov]

Sent: Tuesday, June 03, 2009 6:53 PM

To: b)(6
S:bject: RE? Fax (b1 : ]

(b)(6) We are very very close, | have one edit and one definition. [ think | am pretty safe in discussing
the two issues via this venue. If you are okay with these two things, then we have an agreement.

Both pertain to the second ticked para.

We would like the first sentence of the second ticked para to read as follows: “Prior to leaving the RR with any
materials containing any operational information, jncluding that covered in...” Our feeling is this; we are not
interested in your thoughts, opinions, assessments, points of view, strategies, etc. If you have notes that have
only that information in them, we are not interested in seemg them. If, however, you have taken any notes based
on the operational material, it is within our purview to review those notes.- We will rely on the honor of each staff

member to identify those notes to our officers for redaction.

Lastly in terms of “walling-off” the redactions of Committee notes from the rest of our organizations activities, we
believe necessary that we define that as walling off the redaction activities of the DRG-RDI from the rest of our
organizations activities. In other words, we cannot simply identify five people in RDI who will not speak with
anyone else. We have to define it as RDI not speaking to anyone else. As your review gets going, hours will get
long, hours will be odd, weekends will be worked. We are prepared to provide the ability for you to work those
hours, but we may not have the same people within RDI doing the redactions. | may have weekend duty at times
or be the only available at 8pm on a weekday...so | will do the redactions if needed. One of our younger
redactors may have a question about whether he should or should not redact something. He has to have the
ability to go to a manager and ask. What wa can assure you is that nothing that our officers within RDI view in
conjunction with the redaction effort will be discussed with anyone who is not a member of the RDI. 1 don't think
any change in the letter you sent to us warranted; however, in the spirit of transparency | want you to understand

that this is how we will define it.
If you are good with the edit and the definition, then we have an agreement.

It you are good with this and notify me tonight...1 will proceed to drink enough alcohol to become comfortably
numb. .

(b)(3) ClAAct’T

From (b)(6) ‘@sci.senahe.gov]
-Sent. uesday, June 09, : .

To: (b)(3) CIAAct |
Subject: Fax

692000 - oo e
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//(b)(?:) CIAAct

We sent over a fax to encapsulate the conversations I've been havmg w(b)(3) C IAAct] It's not marked DRAFT,
but once you are able to review it and (hopefu!ly) agree, we can send over something a Irttle more formal.

i'll be around for a while tomght S0 p!ease let me know when you have a chance to read what we sent

(b)(6)

ate Select Commi ntelligence

(b)(€)

6192009
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l( ClAActT L
From. ’. (b)(6 ‘@ssca senate. gov]

Sent:  Tuesday, June 09, 2009 6:55 PM'
To: (b)(3) CIAACct J
Subject: RE: #()(6) |

(b)(3) CIAACt |

Thanks for the note. We'll get back to you as soon as we can.

roJ )6)
Subject: RE: Fax ~

(0)(6) We are very very close. | have one edit and one definition. I think | am pretty safe in discussing
twa issues via this venue. If you are okay with these two things, then we have an agreement.

Both pertain to the second ticked para.

We would like the first sentence of the second ticked para to read as follows: “Prior to leaving the RR with any
materials containing _10peratlonal information, including that covered in...” Our feeling is this; we are not
interested in your thoughts opinions, assessments, points of view, slrategles etc. If you have notes that have
only that information in them, we are not interested in seemg them. If, however, you have taken any notes based
on the operational material, it is within our purview to review those notes. We wilf rely on the honor of each staff

o member to identify those notes to our officers for redaction.

Lastly i terms of “walling-off” the redactions of Committee notes from the rest of our organizations activities, we
‘believe necessary that we define that as walling off the redaciion activities of the DRG-RDI from the rest of our
organizations activities. In other words, we cannot simply identify five people in RDI who will not speak with -
anyone else. We have to define it as RD) not speaking to anyone else. As your review gets going, hours will get
long, hours will be odd, weekends will be worked. We are prepared to provide the ability for you to work those
hours, but we may not have the same people within RD! doing the redactions. | may have weekend duty at times
or be the only available at 8pm on a weekday...so | will do the redactions if needed. One of our younger
redactors may have a question about whether he should or should not redact something. He has to have the
ability to go to a manager and ask. What we can assure you is that nothing that our officers within RDI view in

conjunction with the redaction effort will be discussed with anyone who is not a member of the RDI. | don't think
any change in the letter you sent to us warranted; however, in the spirit of transparency | want you to understand

that this is how we will define it.
It you are good with the edit and the definition, then we have an agreement,

If you are good with this and notify me tonight...1 will proceed to drink enough alcohol to become oomforlably
numb.

Tb)(g) CIAActT

From: (b}(6) @ssci.senate.gov]
Sent: Tuesdav. 1u , 2009 4:45 PM '
) To:(b)(3) ClAACct -
( Subject: Fax

6/9/2009

Approved for Release: 2015/07/20 C06240392



o Approved for Release: 2015/07/20 C0624O392 '- A " Page 2 .
O 92 - R Page20f2

/ (0)(3) ClAActj

We ‘ | ' ‘
e ;!::: 0\(/;:: arfax ;:) encapsulate the conversations 1’ve been having v(0)(3) CIAAct lt’s not marked DRAFT,
you are able to revnew it and (hopefu"y) agree, we can send over something a llttle more formal.

'M
be around for a wh.:fe. tomght, so please let me know when you have a chance to read what we sent

(b)(6)

~ 6/9/2009
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| § MEM[ORANDUM o ()@ ¢ AACH
= To: |
From; wmﬁ&iég/
Date: Tune 10,2009 ")

During our discussions following the exchange of letters between Chairman Feinstein and Vice
Chairman Bond and Director Panetta on June 2 and June 4, we believe that, subject 1o the points
below, there Is agreement on the access by Members and staff of the Senate Select Committee on
Intetligence (SSCI or “the Committee”) to unredacted, sensitive CIA documents pertaining to the
Committee's study of CIA detention and interrogation. In addition to, or to clarify, points in the

. previous two letters, we understand the agreement to be that:

- SSCI Members or staff will not remove from the Reading Room any notes, work product,
operational files, or other documents that contain unredacted names or pseudonyms of non-
supervisory C1A personnel; locations of detention facilities or cryptonyms or information

directly identifying such sites; or names of individual assets, contacts, foreign government

officials, or foreign intelligence officials or services.

- Prior to leaving the Reading Room with any materials containing operational information
covered in the preceding paragraph or references to such information, Committee staff will
provide the relevant portion of those materials t6 CIA personnel for redaction or replacement
with a designator or for CIA’s review of the Committee staff redaction or replacement. The
review of Committee notes will be solely for the purpose of redaction or replacement and CIA
will not discuss or share the contents of the notes for any other purpose.

- It will not be the Committee’s general practice to recreate such sensitive information when

writing memorarida or feport materials in the Committee’s office spaces or other locations.

- The Committee will not provide information gained from the review of materials at the
Reading Room to anyone not a Member or cleared staffer of the Committee prior to providing
that information to the CIA for a classification review. No information resulting from the
Committee’s study will be publicly released prior to a determination by the CIA, or if applicable

the DNI, that such information is unclassified.

-Except for materials stored at the Reading Room, notes and documents created by the
Committee based on information provided at the Reading Room will be stored in the
Committee’s SCIF except during appropriate transit between secure facilities.

We look forward to gaining the access to the operational documents necessary for the study and
appreciate your work on reaching this agreement. .

SN

| S ©  197/20 C06240392
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. 'UNCLASS'I_FI'ED |

. (b)(6) | | .‘ To[—(b)(?ﬂ C|AACt Jucia.gov>, i

ssci.senate. (b)(6) ssci.senate. %ov>
gov> S . cc LgoV> |
. W( )( 3) CIAAct: | ,
ucia.govs
06/10/2009 12:34 PM bece
Subject [AIN] RE: Memorandum Dated 10 Jun 2009
Se resn
(b)(6)
ssci.senate.
~gov>

CLASSIFICATION: UNCLASSIFIED

(b)(3) NatSecAct

(b)(3) CIAAct

Thank you, and to others at the Agency who helped get us to the agreement.

(b)(6)

~ From{ (b)(3) CIAAct _@ucia.gov]
Sent: Wednesday, June 10, 2009 12:31 PM
To: (b)(6)

]
Cc: @ucia.gov @ucia.gov @ucia.gov  (b)(3) CIAAct

Subject: Memorandum Dated 10 Jun 2

On behalf of the Agency, | agree to the terms as outlined in your fax to us dated 10 Jun 2009. Unredacted
material will be made available to the members of your staff at your convenience. Thanks. ( )(3) CIAACtT

UNCLASSIE‘IED
Approved for Release 2015/07/20 CO6240392 :
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STANDARD OPERATING PROCEDURES FOR SSCI REVIEW

The-CIA-will provide- alLMcmbers of the.Comumittee. and up_to.15 Committee

’ staff (in addition to our staff director, deputy staff directors, and counsel) with
access to unredacted responsive information. In addition, additional cleared staff
may be given access to small portions of the unredacted information for the

puxpose of rev;ewmg specxﬁc documents or conducung reviews of mdwxdual

Compa:tmemed Information non-dtsclosum agreemems for classxﬁed mformanon
in the compartment. (Ref A

CIA will make unredacted responsive operational files, as that term is defined in
Section 701(b) of the Nationa} Security Act of 1947 (50 USC 431(b)), available at
a secure Agency electronic Reading Room facnhty which will permit Committee

staff electronic search, sort, filing, and print capability. (Ref A)

If responsive documents other than those contained in the operational files
identify the names of non-supervisory CIA officers, liaison partners, or black site
locations, or contain cryptonyms, or pseudonyms, CIA will provide unredacted
copies of those documents at the Reading Room. (Ref A)

Responsive documents other than those contained in operational files that do not _

identify the names of non-supervisory CIA officers, liaison partners, or black site
locations, or contain cryptonyms or psecudonyms will be made available to the
Committee in the Committee’s Sensitive Compartmented Information Facility
(SCIF), unless other arrangements are made. (Ref A)

ClA also recognizes the Committee’s need to create work product oh a walled-off
network share-drive as discussed in paragraph 5 of your letter. Therefore, CIA
access to the walled off network share drive will be limited to CIA information

technology stafT, except as authorized by the Committee or its staff. CIA would
like to clarify, however, that unlike the walled-off network share drive, the stand

alone network must be accessed by CIA staff assigned to this effort to perform a
variety of tasks, including, for example, loading and organizing the raw
responsive data requested by the Committee and review or redaction of material
sought to be removed from the Reading Room. (Ref B)

Any documents generated on the network drive referenced in paragraph 5, as well
as any other notes, documents, draft and final recommendations, reports, or other
materials generated by the Committee staff or Members, are the property of the
Committee and will be kept at the Reading Room solely for secure safekeeping
and ease of reference. These documents remain congressional records in their

entirety and disposition.and control over these records, even after completion of

the Committee’s review, lies exclusively with the Committee. As such, these
records are not CIA records under the Freedom of Information Act or any other

Approved for Release: 2015/07/17 C06240407
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law. The CIA may not integrate these records into its records filing systems, and
may not disseminate or copy them, or use them for any purpose without the prior
written authorization of the Committee. The CIA will return the records to the

————— .. Committee immediately upon request in a manner consistent with paragraph 11. If
the CIA receives any request of demand for access to-these records from.outside_ .. ..~

the CIA under the Freedom of Information Act or any other authority, the CIA
will immediately notify the Committee and will respond to the request ot demand
based upon the understanding that these are Congressional, not CIA, records. {Ref
A) :

7. CIA will provide the Committee with lockable cabincts and safes, as required, in
the Reading Room. (Ref A) .

8. If Committee staff identifies CIA-generated documents or materials made
available in the Reading Room that staff would like to have available in the

Committee SCIF, the Committee will request redacted versions of those
documeats or materials in writing. Committee staff will not remove such CIA-
generated documents or materials from the electronic Reading Room facility

without the agreement of CIA. (Ref A) :

9. CIA intent s to keep all of the operational cables at the Reading Room. If
Members or staff wish to remove any of the operational cables from the Reading
Room, we will consider those requests on a case by case basis, and we will work

to accommodate your requirements. (Ref B)

10. SSCI Members or staff will not remove from the Reading Room any notes, work
product, operational files, or other documents that contain unredacted names or
psendonyms of non-supervisory CIA personnel; locations of detention facilities or
cryptonyms or information directly identifying such sites, or names of individual
assets, contacts, foreign government officials, or foreign intelligence officials or
services. (Ref C)

1 1. Prior to leaving the Reading Room with any materials containing operational
information covered in the preceding paragraph or references to such information,
Committee staff will provide those materials to CIA personnel for redaction or
replacement with a designator or for CIA’s review of the Commitiee staff
redaction or replacement. CIA'S review of Comunittee information for redaction
and replacement will be “walled off” from ail other CIA activities. (Ref C)

12. It will not be the Committee’s general practice to recreate such sensitive
information when writing memoranda or report materials in the Committee’s ,
office spaces or other locations. (Ref C)

. B 13. The Committee will not provide information gained from the review of materials .
- atthe-Reading Room-to-anyone:nota Member-or.cleared staffer of the Committee .~~~
prior to providing that information to the CIA for a classification review. No » "

Approved for Release: 2015/07/17 C06240407
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| information resulting from the Committee's study will be publicly mlas?d grior
to determination by the CIA, or if applicable the DNI, that such information is

unclassified. (Ref C)

——————-14,-Any-notes;-documents; drafi-and-final recommendations, reports or other o
materials prepared by Committee members or staff based on infarmation accessed
in the Reading Room will be prepared and stored on TS/SCI systems. Such
materials will carry the highest classification of any of the underlying source
materials. If the Comnnttee secks to producc a documem tbat carrics a dxffcrcnt

document to CIA, or if appropnatc to the DNI, for classzﬁcanon nevncw, aud if
neowsary redaction. (Ref A)

15. Except for materials stored at the Reading Room, notes and documents created by
the Committee based on information provided at the Reading Room will be stored
in the Committee’s SCIF except during appropriate transit between secure
facilities. (Ref C)

16. The Reading Room will be available from 0700 to 1900 hours, official
government business days, Monday through Friday. If Committee staff requires
additional time or weekend work is required, Committee staff will make

arrangements with CIA personnel with as much advance notice as possible. (Ref

A)

(- 17. The Committee will memorialize any requests for documents or information in
writing and CIA will respond to the requests in writing. (Ref A)

18. All Committee staff granted access to the Reading Room shall receive and
acknowledge receipt of a CIA security briefing prior to reviewing CIA documents
at the Reading Room. (Ref A)
- REFERENCES '
A. Letter from Senators Feinstein and Bond to D/CIA Panetta dated 2 Jun

2009 ,
B. Letter from D/CIA Panetta to Senators Feinstein and Bond dated 4 Jun

C. %o (6 j}mdj.— ¢ ‘6)7 3) ClAACted 9 Jup
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s/ (T 2. ~®  CYBER
Cyber Blue Team Executive Summary: ‘Lﬂ;&\ ™ SECURITY
(OIEXMERAIN S Drive Directory W bRuue

Cyber Blue Team COPS:
Cyber Blue Team Task L

g g

(b)(3) CIAACt
e[ad; (b)(3) CIAACt

(U) By the Numbers:
« (U/meoye) There are

\:jactive AIN users

(3) NatSecAct

(ESHNF) Tasking: 1n preparation for an Task ID: 86

upcoming CBT event focusing on Share Drive CBT Status: Complete
security, CBT member(b)(3) ClAACt—[conducced C&A Number: N/A
reconnaissance on the contents of the AIN S Drive.

(U) Significant Findings and Recommended Mitigations: B

(b)(3) NatSecAct

7777 (b)(1)
(b)(5)
(b)(7)(e)
L | |
(U) Next Steps:
(b)(1)
(b)(7)(e)
|
‘ TOD SRORET//NOEORN Template Version: 2.5
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"EGP—-BEER'E’TDW

[ (b)(3) NatSecAct ﬁ

Known Information

e Data Ingestion

(b)(3) NatSecAct
(b)(7)(e)

* Data Review o

e '7(b)(3) NatSecAct ‘
(b)(7)(e)

e How this happened
o Congressional user was able to directly navigate to shared directory and access
documents prior to their review

(b)(3) CIAACt " Review ofﬁiwﬁudit data, this is first seen by 1 user {IDEN A) on 9 November
=2 (o)(1)
) |

o Congressional users copied data to another shared ,dir,ec,tjry for peers to access

(b)(3) CIAACt B

(b)(3) NatSecAct o 4 additional congressional users accessed the copied documents

(b)(7)(e) |

= Tdentified users are: IDEN B, IDEN C, IDEN D, IDENE
o . All congressional users have the ability to print accessible dacuments

o Information and findings of identified users

" (b)(3) NatSecAct N N
(b)(7)(e)
Next Steps & Current Activities
(b)(3) NatSecAct

(b)(3) NatSecAct
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%-P—SE-GR—ET‘:}N@-P@H?
(b)(3) CIAACt

o (BT investigation leveraginggaudit to determine the following (b)(3) NatSecAct
= Timeline of events (b)(7)(e)

@ List of users( J

= List of documents that were copied from the shared directory and by whom

e Current Actionable Steps

= list of documents that were printed
Pending Activities

¢ Recommended test cases which require RDI Suppart

; NatSecAct
)
)

b)(
b)(
b)(
b)(7)(e)

1
3
5
7

Py
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(b)(3) CIAAC!

From:

Sent: Thursday, January 30, 2014 6:33 PM
To: ((b)(3) CIAAct [

Subject: RE: Preservation Notice

Classification: <oNPFIBENFTELD

(b)(3) NatSecAct

Thank yo(bw
From:T(b)(?ﬁ ClAACt——bcia.ic.gov]

Sent: Thursday, January 30, 2014 6:22 PM
To:; (b)(3) CIAAct
Subject: Fw: Preservation Notice

Classification:-CONFBENTHAL

(b)(3) NatSecAct
(b)(3) CIAAct
, =--(b)(5)

----- Forwarded by\_(b)(3) ClAAct on 01/30/2014 06:21 PM -

CONFIDENTIAL—
(b)(3) CIAACt
F‘*D"'"’?},,, o ] Subject: Fw: Preservation Notice
Ce: Meroe S. Park| |

This massage is dighally signad.

Classification: GoMNHBENTALT

(b)(3) NatSecAct

Since the EXDIR is currently out of the building, | am forwarding for your attention and compliance the
Inspector General's preservati i ina to possible inappropriate access by CIA personnel to a
computer network at the CIA To the extent you have any documents, information,
records, or other material that fall within this notice, the notice directs that you preserve and maintain

(b)(3) CiAAct

Approved for Release: 2015/07/17 C06303615
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them. If you are aware of anyone else in OEXDIR who may have materials responsive to this order,
please provide them a copy of this notice.

- Forwarded byr(b)(:%) ClAAct on 01/30/2014 06:03 PM -
CONFIDENTIAT

Subject: Preservation Notice

M (b)(3) CIAAct

This message is digilally signed.

Classification: GEhNHBENTAL

(b)(3) NatSecAct

&) The Office of Inspector General has become aware of allegations of potential
misconduct by U.S. Government employees relatina to acress tg and review of the
computers and computer networks located at ther(b)(?’) ClAACt"which are used to
facilitate the Senate Select Committee on Intelligence (SSCI) review of the CIA's
Rendition, Detention, and Interrogation program (hereinafter referred to as RDI-Net).
As required by Section 17 of the CIA Act, these allegations have been referred to the
Department of Justice. The Department of Justice has asked the CIA to preserve
certain documents, information, records, and other materials, to the extent they exist, as
detailed below. Due to the sensitive nature of this matter, we are sending the following
preservation notice to a limited distribution of officers. We request you ensure all
officers or contractors within your organizations that may have relevant information are
made aware of this notice and that they preserve any documents, information, records
or other material as required. Please maintain a list of any officers or groups you make
aware of this notice.

(U/FeY98) Therefore, you are directed to preserve and maintain all documents,
information, records, and other material falling under the below categories. Though you
are directed to preserve and maintain all such documents, information, records, or other
material, at this time it is not requested that you produce them.

« Any and all documents, information, records, communications, and other material
related to the planning, deployment, or maintenance of RDI-Net

« Any user agreements or other documents related to the use of or obtaining of
accounts on RDI-Net.
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« Any and all documents, information, records, communications, and other
material related to reviews, studies, investigations, or inquiries into the security of
RDI-Net, users of RDI-Net, or activities conducted on RDI-Net

(b)(3) NatSecAct

« Any and all records related to the loading or removal of information from RDI-Net

(U) “Documents, information, records, communication and other material” are defined to
include, but are not limited to, the following: cables, reports, finished intelligence,
assessments, legal guidance, policy guidance, authorizations or approvals,
arrangements or agreements, standard operating procedures, Memoranda of
Understanding or Agreement, research, briefings or notifications, legal letters, opinions
and memoranda, standard operating procedures, formal or informal Memorandums for
the Record, memorialized formal or informal communications, Lotus Notes, emails,
saved copies of instant messages, training manuals, handwritten notes, telephone
records of any kind (including but not limited to any records that memorialize telephone
calls having been made), voicemails, diary and calendar entries, and any computer,
electronic, storage device or soft file documents or records of any kind.

(U/FFET0) If you determine that you possess any materials described in this

Preservation Notice, please preserve and retain them. Do not destroy any such
materials unless and until OIG advises otherwise. Destruction of documents,
information, records, and other material, including destruction that would

otherwise take place in the normal course of the disposition of official

information or records, is prehibited.

(U//=e8) With respect to electronic records that are the subject of this request
(including emails and instant messages), if you are going to be reassigned, please
contact your Information Management Officer so that appropriate arrangements can be
made to preserve your records before your reassignment.

(U//FeJ0) If you are unsure whether certain materials should be preserved, err on the

side of caution and pre . Please contact Assistant Special Agent in
Charge at if there is any doubt about whether any specific

records are responsive to the order and before any possibly responsive records

are deleted from any electronic information system.
(b)(3) CIAAct

(b)(3) CIAAct

Classification: GoOM=HBENTHAL
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b)(3) CIAAct
b)(3) NatSecAct
b)(5)
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(b)(3) CIAACt
(b)(3) NatSecAct
(b)(5)
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(b)(3) NatSecAct

(b)(3) CIAAct

I was out of the office the first part of the week and I’'m just picking this up now. Asyou know, given thatlam
pinch-hitting on this matter, | am doing the best | can to find records that are responsive to OIG’s requests, but i'm
somewhat constrained by my own lack of knowledge about how best to search for these records and my lack of

access. s it ok with you if | brin in on this request? And ma and | sit down with you and/or nd
(b)(3) CIAACt™ v 8 Jinon this request v | vouand/or__pr
so we can be sure we are on the same page regarding what you are looking for and what we are able to do to

try to find it? and | are generally around the rest of this week. Given your deadline, the sooner the better.

Thanks,
(b)(3) CIAACct

me;r(b)(S) CIAActj

Sent: Tuesday, February 25, 2014 11:25 AM
To: (b)(3) CIAAct
Cc:
Subject: FW: Request for Documents in Support of RDINet Inquiry

Classification: SEERFE®

(b)(3) NatSecAct

Sorry, forgot to ce: Dnd so that you would have their e-mail addresses.

——(b)(3) CIAAct
From ,
Sent: Tuesday, February 25, 2014 11:24 AM . /
To:| (b)(3) CIAACt—1
Subject: Request for Documents in Support of RDINet Inquiry

Classification: SkeREr

(b)(3) NatSecAct

As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that the SSCI
staff may have improperly accessed certain documents. We are only looking into the Agency’s actions not the
conduct of the SSCI staff but obviously they are connected events. The concerns regarding the SSCl staff have

Approved for Release: 2015/07/17 C06303293
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been referred to the Department of Justice.

In order to conduct our review, we are requesting any and all reports or other written reviews related to the
monitoring of RDINet or any written documents relating to the Agency’s reviews of suspected unauthorized
activities on RDINet. We are also asking for copies of any written requests for or written guidance provided
regarding such monitoring or reviews. Please provide these documents as soon as possible but preferably by

7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive documents

to either or If you have any questions regarding this request, feel free to call either
myself Jor] . As always, thank you.

(b)(3) CIAACt

((b)(S) CIAActT

Classification: SE6GRET

Approved for Release: 2015/07/17 C06303293
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1
3) CIAAct

3) NatSecAct
5)
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Sent: Thursday, March 06, 2014 7:52 AM
To: (b)(3) CIAACt ]
Cc:f  (b)3)CIAAct ]

Subject: FW: Request for Documents in Support of RDINet Inquiry

Classification: -SECR&ET—

(b)(3) NatSecAct

Good Morning

Yes, | realize that tomorrow not today is the 7" | just wanted to remind everyone to send any docume(D)(3) CIAAct
and|__ Jas I will be out of the office for about a week starting at noon tomorrow. If you have a chance and could

send me a note today on whether or not any responsive documents have been found and if there will be any

problem getting them to us tomorrow, | would appreciate it. Again, thanks for your help with this. Hopefully it will

all be sorted out in the near future once we can look through the documents.

(b)(3) CIAACt

From: (b)(3) CIAAct |

Sent: Tuesday, February 25, 2014 11:25 AM
To: (b)(3) CIAAct
Cc:
Subject: FW: Request for Documents in Support of RDINet Inquiry

Classification: SFEERES

(b)(3) NatSecAct

Sorry, forgot to cc:Dnd %o that you would have their e-mail addresses.
(b)(3) CIAAct

From:((b)(3) C |AACtj

Sent: TUesday. Februarv 25, 2014 11:24 AM._ .
To:I (b)(3) CIAAct
Subject: Request for Documents in Support of RDINet Inquiry

Classification: &EERET

(b)(3) NatSecAct

ﬁ(b)(?)) ClIAAct |
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As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that the SSCI
staff may have improperly accessed certain documents. We are only looking into the Agency’s actions not the
conduct of the SSCI staff but obviously they are connected events. The concerns regarding the SSCi staff have
been referred to the Department of Justice.

In order to conduct our review, we are requesting any and all reports or other written reviews related to the
monitoring of RDINet or any written documents relating to the Agency’s reviews of suspected unauthorized
activities on RDINet. We are also asking for copies of any written requests for or written guidance provided
regarding such monitoring or reviews. Please provide these documents as soon as possible but preferably by

7 March 2014, Your assistance in this matter is very much appreciated. Please provide any responsive documents
to eithe 0 If you have any questions regarding this request, feel free to cali either
myself or As always, thank you.

(b)(3) CIAAct
’ (b)(3) CIAACt

Classification:-SEERET

Approved for Release: 2015/07/17 C06303410
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From: Bb)(S) CIAACtj

Sent: Thursday, February 27, 2014 7:.09 AM

To: ~ (b)(3) CIAAct

Subject: RE: Request for Documents in Support of RDINet Inquiry
Signed By: (b)(3) ClAActdcia.ic.gov

Classification: -SEcRER~

(b)(3) NatSecAct

(0)(3) ClAACt (b)(3) CIAACt

| saw response so hopefullijm reach out to you. Just FYI, l intentionally phrased it as
“preferably by” rather than “but no later than” because | likewise have no idea of how many records
there may be or how challenging the searches may be. | would ask, and will let Ean know,
that what folks come up with by 7 March get turned over to us then and if folks feel they have not done
a complete search, they just continue with their efforts and provide anything new to us as it comes up.
While [ appreciate all of the folks who are trying to pull stuff together, most definitely appreciate all you
have been doing since this got dumped on you and your insight into the history of DI practices is very
limited.

(b)(3) ClAAct

[

From: (0)(3) CIAAct ]
Sent: Wednesday, February 26, 2014 6:00 PM

To: (b)(3) CIAAct
Cc:
Subject: RE: Request for Documents in Support of RDINet Inquiry

Classification: SRERET™

(b)(3) NatSecAct

(b)(3) CIAAct

I was out of the office the first part of the week and I'm just picking this up now. As you know, given

that | am pinch-hitting on this matter, | am doing the best I can to find records that are responsive to

OlG’s requests, but I'm somewhat constrained by my own lack of knowledge about how best to search

for these records and my lack of access. Is it ok with you if | bringuin on this request? And may
and | sit down with you and/orDand mso we can be sure we are on the same page

(b)(3) CIAAct
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- ;
06303343 Approved for Release: 2015/07/17 C06303343

(b)(3) CIAAct

regarding what you are looking for and what we are able to do to try to find it? and | are generally
around the rest of this week. Given your deadline, the sooner the better.

Thanks,

(b)(3) CIAAct

From:| (0)(3) CIAACt |

Sent: Tuesdav, February 25, 2014 11:25 AM
To: (b)(3) CIAAct
Cc: N ‘ e
Subject: FW: Request for Documents in Support of RDINet Inquiry

Classification: SEerET

(b)(3) NatSecAct

Sorry, forgot to cc: and so that you would have their e-mail addresses.
(b)(3) CIAACt

From:|_(D)(3) CIAACt

?ent' Tuesday, February 25, 2014 11:24 AM (b)(3) CIAACct
o:

Subject: Request for Documents in Support of RDINet Inquiry

]

Classification: SEERES

(b)(3) NatSecAct

(“(b)@) CIAAct—l

As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that
the SSCI staff may have improperly accessed certain documents. We are only looking into the Agency’s
actions not the conduct of the SSCI staff but obviously they are connected events. The concerns
regarding the SSCI staff have been referred to the Department of Justice.

In order to conduct our review, we are requesting any and all reports or other written reviews related to
the monitoring of RDINet or any written documents relating to the Agency’s reviews of suspected
unauthorized activities on RDINet. We are also asking for copies of any written requests for or written

guidance provided regarding such monitoring or reviews. Please provide these documents as soon as
possible but preferably by

Approved for Release: 2015/07/17 C06303343
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7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive

documents to either[ 1or’ If you have any questions regarding this request,
feel free to call either myself or\ As always, thank you.

(b)(3) CIAAct

Classification: SEERET

Approved for Release: 2015/07/17 C06303343
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f(b)(a) CIAAct

From: ]

Sent: Thursday, February 27, 2014 11:04 AM

To: (b)(3) CIAAct

Cc:

Subject: RE: Request for Documents in Support of RDINet Inquiry

Classification: SEcREE

(b)(3) NatSecAct l

office to meet with you both.

I/we will be happy to come up td

Thank you,
(b)(3) CIAAct

[ A——

From: (0)(3) ClAAct cia.ic.gov]
Sent: Thursday, February 27, 2014 10:53 AM

Toi (b)(3) CIAAct
Cc
1
Subject: RE: Request for Documents in Support of RDINet Inquiry

Classification: SECREF

(b)(3) NatSecAct

(b)(3) CIAAct
,
B(P)(3) CIAACtand T are free at 2:30 p.m. this afternoon. Does that work on your end?
If so, we're happy to come to you or equally happy to host the meeting in(P)(3) C|AACt‘]
office.

Best,

(b)(3) CIAACt

**This email may contain attorney work product, and may be a privileged attorney-client communication.™*
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From: (b)(3) ClAAct

To:

Ce: L e
Date: 02/27/2014 10:33 AM

Subject: RE: Request for Documents in Support of RDINet Inquiry

Classification: SEESREF

‘ (b)(3) NatSecAct l

Not a problem, talk to you soon.

From:r‘(b)(S) ClAAct

Sent: Thursday, February 27, 2014 9:24 AM

To: (b)(3) CIAACct |
Ce:| g
Subject: RE: Request for Documents in Support of RDINet Inquiry

Classification: SECRER—

(b)(3) NatSecAct

Disregard my last note. | have a meeting at 9:30am that will take 2 hours or so. I'll connect with you after that and
we can find a good time today to meet.

Thanks,
(b)(3) CIAAct
.

From|{(b)(3) CIAAct |

Sent: Thursday, February 27, 2014 7:21 AM
To: (b)(3) CIAAct

Cc:

l (b)(3) NatSecAct l
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(-—(b)(:%) NatSecActﬁ—'

(b)(3) CIAAct |

I am happy to meet with you and Dtoday to discuss our request and provide details that should help to limit
your efforts. | am pretty free today outside of a staff meeting at 0830, so | will be available when you have time.

Again, thank you andD\/ery much for your help! (b)(3) CIAAct

(b)(3) CIAAct

From{  (b)(3) CIAAct
Sent: Wednesday, February 26, 2014 6:00 PM

To: (b)(3) CIAAct

Cc:

Sut’uect: RE: Request for Documents in Support of RDINet Inquiry

Classification: SECRET

(b)(3) NatSecAct

{ was out of the office the first part of the week and 'm just picking this up now. Asyou know, given that|am
pinch-hitting on this matter, | am doing the best | can to find records that are responsive to OIG's requests, but I'm
somewhat constrained by my own lack of knowledge about how best to search for these records and my lack of
access. Is it ok with you if briné iin on this request? And may, bnd | sit down with you and/orband
(b)(3) CIAASETSO we can be sure we are on the same page regarding what you are looking for and what we are able to do to
try to find it? Dand Iare generally around the rest of this week. Given your deadline, the sooner the better,

Thanks,

(b)(3) CIAACct |

" (b)(3) CIAACt
From:
Sent: Tuesday, February 25, 2014 11:25 AM
To! (b)(3) CIAACct
Cc:

Subject: FW: Request for Documents in Support of RDINet Inquiry

Classification: &EcRES-

(b)(3) NatSecAct
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—(b}(3) NatSecAct-

IR ]

Sorry, forgot to cc: ' rrrrrrrr Wa nd so that you would have their e-mail addresses.
""""" “(b)(3) CIAACct

From:| (0)(3) CIAAct

Sent: Tuesday, February 25, 2014 11:24 AM (b)(3) CIAAct

To:

Subject: Request for Documents in Support of RDINet Inquiry

Clasgification: SHERFET

(b)(3) NatSecAct

| (b)(3) CIAAct

As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that the SSCI
staff may have improperly accessed certain documents. We are only looking into the Agency’s actions not the
conduct of the SSCI staff but obviously they are connected events. The concerns regarding the SSCI staff have
been referred to the Department of Justice.

In order to conduct our review, we are requesting any and all reports or other written reviews related to the
monitoring of RDINet or any written documents relating to the Agency’s reviews of suspected unauthorized
activities on RDINet. We are also asking for copies of any written requests for or written guidance provided
regarding such monitoring or reviews. Please provide these documents as soon as possible but preferably by

7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive documents
to either k)ﬂ If you have any questions regarding this request, feel free to call either
myself ‘or! As always, thank you,

(b)(3) CIAACt
((b)(3) CIAAct |
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Classification: SEEREZF

Classification: -SEEREE-
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From: [(b)(?’) CIAACt"l

Sent: Thursday, February 27, 2014 6:19 AM

To: [ (b)(3) CIAACt

Subject: FW: Request for Documents in Support of RDINet Inquiry
Signed By: L (b)(3) CIAAct ’

Classification: “STEREY-

(b)(3) NatSecAct

1)
3) CIAAct

3) NatSecAct
5)

From{  (b)(3) CIAAct |

Sent: Wednesday, February 26, 2014 6:00 PM
To: (b)(3) CIAAct

Cc:
Subject: RE: Request for Documents in Support of RDINet Inquiry

Classification: SEeRER-

(b)(3) NatSecAct

(b)(3) CIAAct
| __J

I was out of the office the first part of the week and I'm just picking this up now. As you know, given
that | am pinch-hitting on this matter, | am doing the best | can to find records that are responsive to
OIG’s requests, but I'm somewhat constrained by my own lack of knowledge about how best to search
for these records and my lack of access. Is it ok with you if | bringDin on this request? And may

and | sit down with you and/organd ~ sowe can be sure we are on the same page
regarding what you are looking for and what we are able to do to try to find it? Dand | are generally
around the rest of this week. Given your deadline, the sooner the better.

Thanks, (b)(3) CIAAct
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From{] (0)(3) CIAAct |

Sent: Tuesday, February 25, 2014 11:25 AM
To (b)(3) CIAACct
Cc:
Subject: FW: Request for Documents in Support of RDINet Inquiry

Classification: SEEREE

(b)(3) NatSecAct

Sorry, forgot to cc: andBo that you would have their e-mail addresses.
(b)(3) CIAACct

Fromr (b)(3) CIAACct |

Sent: Tuesdav February 25, 2014 11:24 AM
To: (b)(3) CIAAct
Subject: Request for Documents in Support of RDINet Inquiry

Classification: -8FERFET

(b)(3) NatSecAct

"~ (b)(3) CIAAct

As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that
the SSCI staff may have improperly accessed certain documents. We are only looking into the Agency’s
actions not the conduct of the SSCI staff but obviously they are connected events. The concerns
regarding the SSCI staff have been referred to the Department of Justice.

In order to conduct our review, we are requesting any and all reports or other written reviews related to
the monitoring of RDINet or any written documents relating to the Agency’s reviews of suspected
unauthorized activities on RDINet. We are also asking for copies of any written requests for or written
guidance provided regarding such monitoring or reviews. Please provide these documents as soon as
possible but preferably by

7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive
documents to elth(b)(3 ClAACﬂ b)(3) CIAAC’[—[ If you have any questions regarding this request,

feel free to call either my(b )(3 CIAAC ﬂ 3) CIAAct As always, thank you.

[ (b)(3) CIAAct |
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From: _(0)3) Claact |

Sent: Thursday, March 06, 2014 9:59 AM
To: " (b)(3) CIAAct
Subject: RE: FW: Request for Documents in Support of RDINet inquiry

Signed By: (b)(3) CIAAct @cia.ic.gov

Classification: SFURET/
ATTORNEY WORK PrRoDUCT (P)(3) NatSecAct

} (b)(3) NatSecAct

(b)(3) ClAAct (b)(3) CIAAct

,,,,,,,,,,,,

That would be great. I will le nd[:\know that there may be some additional documents
coming in because one individual has been out of the office. Thanks

(b)(3) CIAAct

From:F (b)(3) CIAACt*“‘* Vl@_cia.ic,gov]

Sent: Thursday, March 06, 2014 8:51 AM
To: (b)(3) CIAAct |
Subject: Re: FW: Request for Documents in Support of RDINet Inquiry

Classification-SEGRET|  NeFerRN  (b)(3) NatSecAct
ATTORNEY WORK PRODUCT

| (b)(3) NatSecAct
(b)(3) ClAAGt |

responsive to the actual request. One of my folks has been on A/L for two weeks and has not yet even
received the request to search; other than that one employee, | should have material to you by COB

today, if you wish.

thx
(b)(3) CIAAct

From:
To:
(b)(3) CIAACt
[o1:8
Date: — U3/06IZ0T4 U752 AM
Subject: FW: Request for Documents in Support of RDINet Inquiry
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Classification: SEERET

(b)(3) NatSecAct

Good Morning : (b)(?)) ClAAct

Yes, | realize that tomorrow not today is the 771 just wanted to remind everyone to send any documents to

and as | will be out of the office for about a week starting at noon tomorrow, If you have a chance and could
send me a note today on whether or not any responsive documents have been found and if there will be any
problem getting them to us tomorrow, | would appreciate it. Again, thanks for your help with this. Hopefully it will
all be sorted out in the near future once we can look through the documents.

(b)(3) CIAAct

(b)(3) CIAAct
From:
Sent: Tuesday, February 25, 2014 11:25 AM
To: (b)(3) CIAACt
Cc:

Subject: FW: Request for Documents in Support of RDINet Inquiry

Classification: SPEERET—

(b)(3) NatSecAct

Sorry, forgot to cc:lﬁ >>>>>>>>>> Wand Lo that you would have their e-mail addresses.
(b)(3) CIAAct ‘

ang?)(B) CIAAct*—T

SeTt: Tuesday, February 25, 2014 11:24 AM__ (b)(3) CIAAct__

To:

Subject: Request for Documents in Support of RDINet Inquiry

Classification: SEcRES

(b)(3) NatSecAct

- (b)(3) CIAAct
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As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that the SSCI
staff may have improperly accessed certain documents. We are only looking into the Agency’s actions not the
conduct of the SSCI staff but obviously they are connected events. The concerns regarding the SSCI staff have
been referred to the Department of Justice,

In order to conduct our review, we are requesting any and all reports or other written reviews related to the
monitoring of RDINet or any written documents relating to the Agency’s reviews of suspected unauthorized
activities on RDINet. We are also asking for copies of any written requests for or written guidance provided
regarding such monitoring or reviews. Please provide these documents as soon as possible but preferably by

7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive documents
to either r If you have any questions regarding this request, feel free to call either
myself| or, As always, thank you.

Pb)(s) CIAActT

Classification: -5BeRET/[  |NOEGRN
(b)(3) NatSecAct
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From: Meroe S. Park

Sent: Thursday, July 31, 2014 8:47 AM

To: [(b)( 3) CIAAct  |Ronald D. Boyd; Neal ngglns (b)(3) CIAACt—lCarotine
(b)(3) CIAAct ‘

Cc: Avril Haines

Subject: RE: final apology statement

signed By:  (b)(3) CIAAct @cia.ic.gov

Classification: UNCLASSIFIED

I'fl get this to him soonest (once | get it to the low sidel). M.

Executive Director

(b)(3) CIAAct

From: !— 3) CIAAct

Sent: Thursday, July 31, 2014 8:40 AM » '
To: Meroe S. Park; Ronald D. Boyd; Neal Higgins; {(b)(?)) C'AACt-‘Caroline D. Krass; r(b)(?’) ClAACtT

| (b)(3) CIAACct
Cc: Avril Haines
Subject: final apology statement
Importance: High

Classification: UNCLASSIFIED

Below is the statement DCIA just finalized. Meroe, please share with Evan Bayh ASAP.

Dean, please get tc(b)(6) right away and tell him he needs to post before noan or he will likely be
scooped.

“In January 2014, CIA Director Brennan informed the leadership of the Senate Select
Committee on Intelligence (SSCI) about information indicating that privileged CIA documents
that were the subject of a pending request from the Committee were already in the possession
of Committee staff. This same information suggested that Committee staff may have
improperly accessed these documents through the network (called RDINet) that CIA maintained
to facilitate the Committee’s access to materials associated with CIA’s former Rendition,
Detention, and Interrogation (RDI) program. Subsequently, SSCI Chairman Dianne Feinstein
expressed concern that CIA officers acted improperly when they conducted a search of the
RDINet to locate those documents.

“Recognizing the importance of this matter and the need to resolve it in a way that preserved
the crucial equities of both branches, Director Brennan asked the CIA Office of Inspector
General (OIG) to examine the actions of CIA personnel. He also instructed CIA offices involved
in this issue to work cooperatively with the Senate’s Sergeant-at-Arms, which is conducting a

Approved for Release: 2015/07/17 C06302719



C06302713 Approved for Release: 2015/07/17 C06302719

separate review of the SSCI staff’s activities. The CIA OIG has completed its investigation, while
the Senate Sergeant-at-Arms probe remains pending. The Justice Department examined both
matters and found that there was insufficient evidence to open a criminal investigation.

“Director Brennan was briefed on the CIA OIG’s findings, which include a judgment that some
CIA employees acted in a manner inconsistent with the common understanding reached
between SSCI and the CIA in 2009 regarding access to the RDINet. The Director subsequently
informed the Chairman and Vice Chairman of the findings and apologized to them for such
actions by CIA officers as described in the OIG report.

“The Director is committed to correcting any shortcomings related to this matter and, to that
end he is commissioning an Accountability Board at CIA, which will be chaired by former
Senator and SSCI member Evan Bayh. This Board will review the OIG report, conduct interviews
as needed, and provide the Director with recommendations that, depending on its findings,
could include potential disciplinary measures and/or steps to address systemic issues.”

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Approved for Release: 2015/07/17 C06302719
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(b)(3) CIAAct

From: {

Sent: Thursday, March 06, 2014 8:35 AM

To: ﬁ (b)(3) CIAAct

Cc:

Subject: FW: Request for Documents in Support of RDINet Inquiry

Classification: SFeRET

(b)(3) NatSecAct

(b)(3) CIAACct (b)(3) CIAACct

Thank you again for continuing to assist us in the document collection. As confirmation of our earlier
discussions, | just wanted to clarify that if you anGneed more time to compile the information we
have requested, please take it. The 7" is not a hard deadline for your team and we will continue to take
any information you can provide piecemeal or otherwise.,  made sure to include you on this email to
keep the original addressees intact.

(b)(3) CIAAct
|
—(b)(3) CIAACt B

From;

Sent: Thursday, March 06, 2014 7:52 AM ‘
To: (b)(3) CIAAct 1
Cc: :

Subject: FW: Request for Documents in Support of RDINet Inquiry

Classification: SEEREF

(b)(3) NatSecAct

Good Morning (b)(3) CIAACct

Yes, | realize that tomorrow not today is the 7" 1 just wanted to remind everyone to send any
documents to }and Ps I will be out of the office for about a week starting at noon tomorrow. If

been found and if there will be any problem getting them to us tomorrow, | would appreciate it. Again,
thanks for your help with this. Hopefully it will all be sorted out in the near future once we can look
through the documents.

(b)(3) CIAACt
|
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From: (0)(3) CIAAct |

Sent: Tuesday, February 25, 2014 11:25 AM
To: (b)(3) CIAACt
Cc:

Subject: FW: Request for Documents in Support of RDINet Inquiry

Classification: SEERES—

(b)(3) NatSecAct

Sorry, forgot to cc: Dnd so that you would have their e-mail addresses.
(b)(3) ClAAct

eee—(0)(3) CIAACE

From: )

Sent: Tuesday, February 25, 2014 11:24 AM__ (P)(3) ClAAct ‘

To

Subject: Request for Documents in Support of RDINet Inquiry

Classification: SEERES

(b)(3) NatSecAct

E(b)(3) CIAAct

As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that
the SSCI staff may have improperly accessed certain documents. We are only looking into the Agency’s
actions not the conduct of the SSCI staff but obviously they are connected events. The concerns
regarding the SSC! staff have been referred to the Department of Justice.

In order to conduct our review, we are requesting any and all reports or other written reviews related to
the monitoring of RDINet or any written documents relating to the Agency’s reviews of suspected
unauthorized activities on RDINet. We are also asking for copies of any written requests for or written
guidance provided regarding such monitoring or reviews. Please provide these documents as soon as
possible but preferably by

7 March 2014, Your assistance in this matter is very much appreciated. Please provide any responsive
documents to either[ }or{ If you have any questions regarding this request,
feel free to call either myself| Jor |As always, thank you.

(b)(3) CIAAct

{ (b)(3) CIAACt
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Classification: =EcRE$—
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From: | (b)(3) ClAAct |

Sent: Friday, January 31, 2014 4:28 PM
To: | (b)) CIAAct

Subject: FW: Preservation Notice

Signed By: (b)(3) CIAActcia.ic.gov

Classification: CONFIDENTIAL

[
| (b)(3) NatSecAct

(b)(3) CIAACct

Per the guidance from OIG below, please take necessary steps to preserve and maintain any and
all documents, info, records or other material that relate to the issues below. If you have anything that
pertains to the request please compile it and store it separately in case vou are cubhsequently asked to
produce the material. | am still awaiting additional guidance fromf(b)w) ClAAct Jm pelow (had
hoped to do this in one shot but don’t want to delay passing this along any longer.) If | get additional
guidance | will forward that separately. Thanks, E

(b)(3) ClAAct B —_(b)(3) ClAAct

From;y

Sent: Friday, ary 21 _Oni14 7.20 AM
Tz[l riday, January (b)(3) CIAACt

|
Subject: FW: Preservation Notice

Classification: CONFIPENTIAH

(b)(3) NatSecAct

(b)(3) CIAACt

FrOm:! I@&E_LELQQ\,{]
Sent: Thursday, January 30, 2014 4:33 PM
To: Meroe S. Park; (b)(3) CIAAct

(b)(3) CIAAGt
Subject: Preservation Notice

Classification: SoNHBENTAT

(b)(3) NatSecAct 1

) The Office of Inspector General has become aware of allegations of potential

Approved for Release: 2015/07/17 C06303380
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computers and computer networks located at the

Approved for Release: 2015/07/17 C06303380

(b)(3) CIAACt

building, which are used to

misconduct by U.S. Government employees relatin? to access to and review of the

facilitate the Senate Select Committee on Intelligence I) review of the CIA's
Rendition, Detention, and Interrogation program (hereinafter referred to as RDI-Net).
We request you ensure all officers or contractors within your organizations that may
have relevant information are made aware of this notice and that they preserve any
documents, information, records or other material as required. Please maintain a list of
any officers or groups you make aware of this notice.

(U/I=e5) Therefore, you are directed to preserve and maintain all documents,
information, records, and other material falling under the below categories. Though you
are directed to preserve and maintain all such documents, information, records, or other
material, at this time it is not requested that you produce them.

)(3) ClAAct
)(3) NatSecAct
)(5)
)(7)

Any and all documents, information, records, communications, and other material
related to the planning, deployment, or maintenance of RDI-Net

Any user agreements or other documents related to the use of or obtaining of
accounts on RDI-Net.

Any and all documents, information, records, communications, and other
material related to reviews, studies, investigations, or inquiries into the security of
RDI-Net, users of RDI-Net, or activities conducted on RDI-Net

Any and all records related to the loading or removal of information from RDI-Net

(U) “Documents, information, records, communication and other material” are defined to
include, but are not limited to, the following: cables, reports, finished intelligence,
assessments, legal guidance, policy guidance, authorizations or approvals,
arrangements or agreements, standard operating procedures, Memoranda of
Understanding or Agreement, research, briefings or notifications, legal letters, opinions
and memoranda, standard operating procedures, formal or informal Memorandums for
the Record, memorialized formal or informal communications, Lotus Notes, emails,
saved copies of instant messages, training manuals, handwritten notes, telephone
records of any kind (including but not limited to any records that memorialize telephone
calls having been made), voicemails, diary and calendar entries, and any computer,
electronic, storage device or soft file documents or records of any kind.

(U/FFSYOT If you determine that you possess any materials described in this
Preservation Notice, please preserve and retain them. Do not destroy any such
materials unless and until OIG advises otherwise. Destruction of documents,
information, records, and other material, including destruction that would
otherwise take place in the normal course of the disposition of official
information or records, is prohibited.

(U/HeB6) With respect to electronic records that are the subject of this request
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(including emails and instant messages), if you are going to be reassigned, please
contact your Information Management Officer so that appropriate arrangements can be
made to preserve your records before your reassignment.

(U/=e46) If you are unsure whether certain materials should be preserved, err on the
side of caution and preserve them. Please contact Assistant Special Agent in
Charge rﬁ(b)(3) ClAAct if there is any doubt about whether any specific
records are responsive to the order and before any possibly responsive records
are deleted from any electronic information system.

(b)(3) CIAAct

Classification: -CONEBENFHAL

Classification: SOMELRENELAL-
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(b)(3) CIAACt

From: |

Sent: Friday, January 31, 2014 12:28 PM

To: (b)(3) CIAAct
Cc:

Subject: RE: Preservation Notice

Classification: SoNFFPENTTEL

(b)(3) NatSecAct

Will do. | guess consent to monitoring agreements don’t apply to the SSCI?
(b)(3) ClIAAct

From:L ‘

Sent: Friday, January 31, 2014 10:28 AM
To: (b)(3) CIAAct

Cc: T

Subject: FW: Preservation Notice
Importance: High

Classification: CENFIDENTTIAL

(b)(3) NatSecAct

Folks, as you were the only people involved. Please be aware, and ensure we follow the preserve
notice.

(b)(3) CIAACt
— (b)(3) ClAAct

From @cia.ic.gov]
Sent: Thursday, January 30, 2014 4:33 PM

To: Meroe S. Park;| (b)(3) CIAAct

Subject: Preservation Notice

Classification—GCONEHBENHALET—

(b)(3) NatSecAct
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(b)(3) CIAAct

¢&) The Office of Inspector General has become aware of allegations of potential
misconduct by U.S. Government employees relating to access to and review of the
computers and computer networks located at the[q:building, which are used to
facilitate the Senate Select Committee on Intelligence (SSCI) review of the CIA's
Rendition, Detention, and Interrogation program (hereinafter referred to as RDI-Net).
As required by Section 17 of the CIA Act, these allegations have been referred to the
Department of Justice. The Department of Justice has asked the CIA to preserve
certain documents, information, records, and oth<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>