
C06298609 

f 

(b )(6) 

Approved for Release: 2015/07/17 C06298609 
~NCLASSIFIED//PCUO 

Central Intelligence Agency 

Washington, D.C. 20505 

·3 February 2014 

Chief, Computer Crime and Int~llectual Property Section (CCIPS) 
Department of Justice 
John C. Keeney Building, Suite 600 
Washington, District of Columbia, 20530 

'Attention: =(b)(6) [. 
Deputy Chief for Litigation, CCIPS 

Reference: (U) Possible Violations of Federal Criminal Law 
(2014-11718) 

o_ear C(b)(6)~-: 

(U//POUO) I am· writing to you pursuant to Title 50 U'.S.C._ 
§ 3517 to report information concerning possible violations of 
federal criminal law, specifically Title 18 U.S.C. § 1030 · (Fraud 
and related activity. in connection with computers)· and Title 18 
U.S.C. § 2511_ (Authorization for interception of wire, oral; or 
electronic communications) by Agency employees. 

__) 

(Uh'FOUO) Per our 30 Januaty 2014 meeting with you and 
Deputy Chief [(b)(6)=1 the OIG has information indicating that· 
Agency officers potentially ·violated the above statutes on a 
sensitive network. 

(U//POUO) Assistant Special Agent in Charg_el~~(b)(3) CIAAcf~~~j 
this office is the focal point in this matter. 

For· reference purposes, this case has beeft designated as case 
number 2014-11718. 

Sincerely, I~ ~{b){3) CIAAct 

Assistant Inspector General 
for Investigations 
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DIANNE FEINSTE1N. C.l.LlfO~MA, OlAIFlM"-tl 
SAXBY CHAMSLISS. GEORGiA, VICf. CHAJFiMAN 

.lOHN D. ROCKEFEI.I.ER IV. WES'l V!f\01Nlt.. rHCl!Af<O f:IUAR NORTH CAROUtJA 
RON \"IYOEN, ORS:GON ,IA~IES F. RlSCH, IDANO 
BARMM /',, Mlll<:JLSKt MARY!Ar·m DANl!:l car.rs, •NDIA,'lA 
MARJ< UOAU, COLORADO l,,WlCO P.U!!IO_ A.ORITTA 
MARK WARNER. ViROINiA 5UGNI COLLINS, MMiE 
MARTIN HE!Nl11Cl-!, Nf:''.'I ME;X,CO TOM COBURN. 01':lNlQl>M 
.I.NG!JS K!NG, 11.AINE 

HARRY RE.IO. N.t:.JA!)A Ex ornc10 
r.lrn::H ~MCONNELL K(Nl\JCl<.Y. f;< Of'FiCIO 

CARL. LEVIH. M•CHIGAN. EX Ofl'l(.I() 
JAMES INHCIFE, OKl..'IHOMA, r.X Orf1C1CJ tinitrd ,States Senate 

DAVID GRANN:S, STAFF Olf1!;£,:lQH 
MARniA SCOTI POINDEXTER. MINOFttrY STMf DIRECTOR 

D::SlF\E£ THOMPSON SAVI E, CHIEF Cl.f RK 

The Honorable John Brennan 
Dfrector 
Cenfral Intelligence Agency 
Washington, D.C. 20505 

Dear Director Brennan: 

SELE.GT CGMMITif.E ON INlELLl(lENCE 
WASHINGTOIJ, oc ros10-G,l/g 

Julyll,2014 
SSCI# 2014-2084 

\Ve write to formally re.quest responses to the fourteen questions (attached) 
that we sent you on March 27, 2104, related to the CIA's search of the computer 
network at the CIA-leased facility where the Committee bad been conducting its 
research for its Study of the CIA's Detention an,d Interrogation Program. As you 
know, the Committee unanimously voted to request responses to these important 
questions on March 13, 2014. 

Now that the Departn;lent of Justice review is complete and the review by the 
CIA Inspector General is complete, or near completion, we look forward to 
receiving answers to these questions as soon as possible. 

Dianne Feinstein 
Chairman 

Sincerely yours, 

cc: Members, Senate Select Committee on Intelligence 
The Honorable Jim Clapper, Director of National Intelligence 
Mr. W. Neil Eggleston, White House Counsel 
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The Honorable John Brennan 
Director 
Central Intelligence Agency 
Washington, DC 20505 

Dear Director Brennan: 

tinittd Statts Srnatt 

March 27, 2014 

The Senate Select Committee on Intelligence ("SSCf' or "the Committee") voted 
on March 13, 2014 to request responses from you to a number of questions related to the 
CIA' s search of the computer netvvork at the CIA .. leased ·facility where the Committee 
has been conducting its research for its Study of the CIA'~ Detention and Interrogation 
~ogram. . 

We are particularly interested in any search of the computers, hard drives, "shared 
drives/' and other parts of the computer system dedicated for use by the SSCI (hereafter 
"SSCl·dedicated computer system"). 

As you know, Chairman Feinstein sent a ~imilar list of twelve questions to you on 
January 23, 2014, following our meeting on January 15, but has not ~ived a response. 
The full Committee now requests your prompt response to the following questions. 

l. Who first suggested the search of the SSCl~edicated computer system? Did 
you approve the searoh(es)? Ifnot, who approved the action? 

· 2. What was the specific purpose(s) of conducting such a search? 

3. Did the CIA seek or receive legal guidance ·prior to the approval of the search, 
either from its own Office of General Counsel or from other parts of the U.S. 
Government? If so, did that legal guidance take into account the written 
understandings reached between the SSCI and CIA designed to protect the 
confidentiality of the Committee's oversight'activities-to· include research and 
writing-on the SSCI-dedicated computer system? 
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4. What was the legal basis for the search of the SSCI-dedicated computer 
system? Did tlie. CIA. seek and obtain prior legal authorizati_on ( e.g., a search 

· warrant) to cpnduct the search( es)? 

5. Was the search a one-time event, or were there multiple searches of the SSCI-
dedicated computer system? Please specify for each search that was conducted: 
( 1) the date and tiine that such sw.ch w~ initiated; (2) tlle physical loC$tjon 
from which the search was conducted; (3) the parts of the ~omputers, computer 
networks, chives, and ·ssCI--dedicated computer system that were searched; ( 4) 

. the names and position titles of the individuals who conducted such search 
(please specify. which of these· individuals, if any, were government 
contractors); ( 5) the date and tune that each search was terminated; and (6) the 
reason why st,1ch search was terminated .. 

6. What were the directions .provided to the individuals who congµcted the. 
search(es) of the SSCI-.dedicated computer syst~m? How, specifically, were 
such searches conducted? 

7. · What materials on the SSCI-dedicatedcomputer system were searched and 
reviewed by CIA personnel, CIA contractors, and, if applicable, any other 
federal government employe·es? Did such searches include internal 
communications between Committee staff or personal notes or other work-
product of Committee staff? Was any process used to minimize the extent of 
the se~ch of such sensitive "wa~led-off' materials? · 

8. Please explain how the search of the SSCI-dedicated .computer system resulted 
in the discovery of m_aterial'the "SSCI majority staff had accessed" on '1he 
majority staff shared drive" as noted in your.~g points from January 15, 
2014. Was additional infonnation obtained on the activities of staff at the 

· facility? Has the CIA conducted any Qther ele~nic ·or other monitoring of the 
Committee. majority or minority staff at the facility? If so, please describe the 
tnoni toring. 

9. Has a CIA employee or contractor at any time physically entered the SSCI 
mijjoriJy swr office space (which was secured by a combination. l~k) Qt the 
SSCI minority staff office space (which was secured by a door lock), ·where the 
Committee's .network workstations, work-product, and other materials were 
located? If so, when did these entries occm. and who entered the rooms? Were 
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any hard copy documents in those rooms reviewed, searched, copied, or 
removed? · 

10. Did the CIA alter, copy, delete, or destroy any data from the SSCI-dedicate<i 
computer system? If so, what? 

11. Does the CIA have in its possession any materials reviewed during any search 
of the SSCI-dedicated computer system? If so, who has custody of the records 
and materials? · 

12. Who, if anyone, outside of the CIA was aware of the possibility or plans to 
search the SSCI-dedicated computer system prior to the search occurring? 

13. Who, if anyone, outside of the CIA, did the CIA consult or infonn after the 
search(es) and before Chairman F~instein's letter of January 23, 2014? 
Specifically, did CIA personnel inform the Director of National Intelligence, 
the Department of Justice, the Federal Bureau oflnvestigation, the White 
House, or the President's Intelligence Advisory Board and its Intelligence 
Oversight Board, and if so, when? · 

14. What did the CIA have for determining the location of the Panetta 
internal review documents other than by searching the SSCI-dedicated · 
computer system? Please d~scribe any Su.ch alternatives and whether any were 
considered or utilized in coordination with the search of the SSCI-dedicated 
computer system. 

We appreciate your prompt answers to these important oversight questions. 

Sincerely, 

J~Cl!..,uU:.• 
Sax C mbliss 
Vi C .rman 

cc:. Memhers.7 Senate Select Committee on Intelligence 
The Honorable Jim Clapper~ Director of National Intelligence 
Ms .. Kathryn Ruemmler, White House Counsel 
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.e THE. DIRECTOR 
CENTRAL INTELLIGENCE AGENCY 

WASHINGTON, D.C. 20505 

• 

• 

The Honorable Dianne Feinstein 
Cbai.rman 
Select Conunittee on Intelligence 
United States Senate 
Washington, D.C. 20510 

1 August 2014 

Dear~'!,_~1irman: . r (U//FOUO) In response to the recently completed 
investigation by the CIA's I~spector General entitled ~Agency 

. Access to the SSCI Shared Drive on RDINet," I have decided to 
stand up an Accountability Board to review the IG's findings, 
·conduct interviews as necessary, and make recommendations 
related to individual culpability and systemic issues that need 
to be addressed . 

(U//POUO) I have ~sked Evan Bayh to Chair the Board and he 
gr·acious1y has agreed. I asked Mr. Bayh to serve as the Chair 
given his extensive experience as a Senator, as well as his 
multiple terms serving as the Governor of Indiana. Mr.· Bayh 
also is a member of my External Advisory Board, ~o he has had 
exposure to CIA's current missions ·and structure. 

(U//FOUO) I expect the Board to begin its work shortly and 
will inform the Conunittee once it has delivered its 
recommendations to me and I have determined appropriate follow-
on actions. 

(U) Please feel free to share this with your Committee as· 
\ 

you deem appropriate. 

(U) An originai of this letter is ~eing sent to SSCI Vice· 
.Chairman Chambliss, HPSCI Chairman Rogers, and HPSCI Ranking 
Member Ruppersberger . 

UNCLASSIFIED//FOUO 
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THE DIRECTOR 
CENTRAL INTELLIGENCE AGENCY 

WASHINGTon D.C. 20505 

The Honorable Saxby Chambliss 
Vice Chairman 
Select Committee on Intelligence 
United States Senate 
Washingto~, D.C. 20510 

1 August2014 

DefflM~~e Chairman: 

\ 1 \(11 .. \ .. )'\~//FOUO) In response to the recently completed 
investigation by the CIA's. Inspector Geheral entitled ~Agency 
Access to the SSCI Shared Drive on RDINet," I have decided to 
stand up an Accountability Board to review the IG's findings, 
conduct interviews as necessary, and make recommendations 
related to individual culpability and systemic issues that need 
to be addressed . 

(U//FOUO) I have asked Evan Bayh to Chair the Board and he 
graciously has agreed. I asked Mr. Bayh to serv~ as the Chair 
given his extensive experience as a Senator, as well as his 
multiple terms serving as the Governor of Indiana. Mr. Bayh 
also is a member of my External Advisory Board, so he has had 
exposure to CIA's current missions and structure. 

I expect the Board to begin its work shortly and 
will inform the Conunittee once it has delivered its 
recorrunendations to me and I have determined appropriate follow-
on actions. 

(U) Please feel free ta. share this .with ·your Committee as 
you deem appropriate. 

(U) An original of this letter ·~s being sent to SSCI 
Chairman Feinstein, HPSCI Chairman Rogers, and HPSCI Ranking 
Member Ruppersberger. 

Sincerely, 
"- /) . 

oh~i2~ 
UNCLASSIFIED//FOUO 
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.e THE DIRECTOR 
CENTRAL INTELLIGENCE AGENCY 

WASHINGTON, D.C. 20505 

• 

• 

The Honorable Mike Rogers · 
Chairman 

1 August 2014 

Permanent Select Committee on Intelligence 
House of Repr~setitatives 
Washington, D.C. 20515 

. \ tar Mr. Chairman: . 

._,~//POUO) In response to the recently completed 
c±nvestigation by the CIA' s Inspector General entitled ,".Agency 

Access to the SSCI Shared Drive on RDINet," I have decided to 
stand up an Accountability Board to review the IG's findings, 
conduct interviews as necessary, and make recommendations 
related to individual culpability and iystemic issues that need 
to be addressed. 

(U//FOUO) I have asked Evan Bayh to Chair the Board and he 
graciously has agreed. I asked Mr. Bayh to serve as the Chair 
given his extensive experience as a Senator, as well as his 
multiple terms serving as the Governor of Indiana. Mr. Bayh 
also is a member of my External Advisory Board, so he has had 
exposure to CIA's 6urrent mis5ions and structure. 

(U/~FOUO) I expect the Board to begin its work shortly and 
will inform the Committee once it has delivered its 
recommendations to me and I have determined appropriate follow-
on actions. 

(~) Please feel free to share this with your Committee as 
you deem appropriate. 

(U) ~n original of this letter is being sent to SSCI 
Chairman Feinstein, SSCI Vice Chairman Chambliss, and HPSCI 
Ranking Member Ruppersberger. 

n Sincerely, 
. 't\. 

r---.._'f-JlO. )~ 
(John 0. B 
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THE DIRECTOR 
CENTRAL INTELLIGENCE AGENCY 

WASHINGTON, D.C. 20505 

1 August 2014 

_The Honorabie c.A. "Dutch" Ruppersberger 
Ranking Member 
Permanent Select Committee on Intelligence 
House of Representatives 
Washin9ton, D.C. 20515 

De~Mr. ~~rsberger: . ~v' . 
I~(· ( //FOUO) In response to the recently completed r \investigation by the CIA's _Inspector General entitled "Agency 

Access to the SSCI Sharect·orive on RDINet," have decided to 
stand up an A6countability Board to review the IG's findings, 
conduct interviews as necessary; and.make recommendations 
related to individual culpability and systemic.issues that need 
to be addressed. 

(0//POUO) I have asked Ev~n Bayh to Chair the Board and he 
graciously has agreed. I asked Mr. Bayh to serve as the Chair 
given. his extensive experience as a Senator, as well as his 
multiple terms serving as the Governor of Indiana. Mr. Bayh 
also is a member of my External Advi~ory Board, so he has had 
exp6sure to CIA's curient missions and structure. 

(U//FOUO) r· expect the Board to begin it~ work shortly and 
will inform the Committee once it has delivered its 
recommendations to me and I have determined appropria_te follow-
on actions. 

(U) Please fee1 free to share this with your Committee as 
you deem appropriate. 

((U) An. original of this letter is being sent to SSCI 
Chairman Feinstein, SSCI Vice Chairman Chambliss, and HPSCI 
Chairman Rogers. 

/"'"""'\ Sincerely, 
r , '\\ II 
\_)_J),__o. /j~ 

{ /ohn o. a/ennan 

.· 
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HARRY REID 
NEVADA 

tinited ~tatcs ~rnetc 

Director John 0. Brennan 
U.S. Central Intelligence Agency 
Washington, DC 20505 

Dear Director Brennan: 

WASHINGTON, DC 20510-7012 
May 1, 2014 

MAJORITY LEADER 

Thank you for your letter. I share your desire to impartially obtain the facts in this matter 
and resolve any lingering questions. In that regard I understand that the Senate Sergeant at Arms, 
the CIA's General CollllSel and the CIA's Inspector General have been discussing appropriate 
steps to address our respective responsibilities while coordinating with the Justice Department. 

I further understand that this collaboration has led the Sergeant at Arms and the Inspector 
General to the belief that they should work jointly to conduct the appropriate fo~ensic analysis to 
gather the facts and report back to their respective organizations, while continuing to coordinate 
°"'1th the Justice Department to the extent necessary to ensure the integrity of any investigation it 
may conduct. Consistent with the separation of powers, such joint efforts must take care to avoid 
compromising either Executive or Legislative Branch equities. In that regard, I understand that 
the CIA Inspector General's review will not investigate the activities of SSCI personnel as the 
Sergeant at Anns will not investigate the activities of CIA personnel Nonetheless, I believe the 
CIA Inspector General and the Sergeant at Arms would be better able to reach an understanding 
of the relevant events by sharing facts and analysis as they move fof\.Vard, and I hope you agree. 

Chairman .Feinstein, Vice-Chainnan Chambliss and I concur that this is a reasonable way 
to proceed, ensuring a thorough, unbiased review of the matter. We believe this approach is 
consistent with our respective authorities and responsibilities. We are confident that"your 
Inspector General and the Senate's Sergeant at Arms, in coordination with your General 
Counsel, can work through the particulars of the steps needed to answer remaining questions 
while allowing each institution to maint~n its respective responsibilities. 
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(b)(3) CIAAct 

From: (b )(6) l@ssci.senate.gov> 
Sent: Thursday, January 16, 2014 10:19 PM 
To: 
Cc: 
Subject 

(b)(3) CIAActucia.gov' 
[ ~ucia.gov' 

[AINJ Letter 

CLASSIFICATION': UNCLASSIFIED 

(b)(3) NatSecAct 

(b)(3) CIAAct' 
L_ I 

Sen. Feinstein will be sending the Director a letter tomorrow morning saying that she would,.like to consider this matter 
more thoroughly and that in the interim, no "computer forensic investigation" of SSCI networks or materials should 
proceed. 

We'll get you the letter as early tomorrow as we can. 

[(~)(6f] 

1 
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HARRY RErD 
NEVADA 

tinitcd ~rates ~rnatr 

The Honorable Eric Holder 
Attorney General 
United States Department of Justice 
Washington, DC 20530 

Dear Attorney General Holder: 

WASHINGTON, DC 20510-7012 

March 19, 2014 

MAJORITY LEADER 

As you know, in January 2014, Central Intelligence Agency (CIA) Director John Brennan 
personally informed Senate Select Committee on Intelligence Chairman Dianne Feinstein and 
Vice Chairman Saxby Chambliss that the CIA apparently had - without prior authorization or 
consultation - accessed a computer network designated for the Intelligence Committee's 
exclusive use in conducting its official oversight duties. 

As Majority Leader of the Senate, I have a responsibility to protect the independence and 
effectiveness of our institution. The CIA's decision to access the resources and work product of 
the legislative branch without permission is absolutely indefensible, regardless of the context. 
This action has serious separation of powers implications. It is immaterial whether this action 
was taken in response to concerns about the Committee's possession of a disputed document; 
this stands as a categorically different and more serious breach. 

These concerns have been exacerbated by the CIA Acting General Counsel~s recent referral of 
this issue to tJ1e Department of Justice, in what appears to be a transparent attempt to intimidate 
the Committee and undermine its oversight of the Agency. As the CIA has confirmed, its Acting 
General CoW1sel, mentioned by name over 1,600 times in the Intelligence Committee's study of 
the CIA' s Detention and Interrogation Program, filed a crimes report with the Department of 
Justice alleging misconduct by Intelligence Committee staff. To my knowledge, the CIA has 
produced no evidence to support its claims. The allegation that Senate committee staff who have 
no technical training somehow hacked into the CIA's highly secure classified networks is so 
absurd as to be comical. The absurdity of the allegations, when matched with the clear conflict 
of interest possessed by the Acting General Counsel, calls into question the credibility of CIA 
Director Brennan's recent claim that "There's never been an effort by the CIA to thwart the 
SSCI' s investigation." . 

The Senate has an interest in bringing final resolution to this dispute. In coordination with the 
Intelligence Committee, I have instructed the Senate Sergeant·at·Anns to initiate a forensic 
examination of the computers and computer network assigned for exclusive SSCI use, in order to 
determine how the document at issue - the so·called "Panetta Review,, - entered into the SSCI 
network. I trust J can count upon your support for this examination. 

In my capacity as the leader of the U.S. Senate, the CIA's actions cause me great concern. The 
CIA has not only interfered with the lawful congressional oversight of its activities, but has also 
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seemingly attempted to intimidate its overseers by subjecting them to criminal investigation. 
These developments strike at the heart of the constitutional separation of powers between the 
legislative and executive branches. Left unchallenged, they call into question Congress's ability 
to carry out its core constitutional duties and risk the possibility of an unaccountable Intelligence 
Community run amok. The CIA cannot be pennitted to undermine Congress's ability to serve as 
an effective check on executive power as our nation's Founders intended. 

I trust you will carefully examine these concerns as the Department of Justice d~tennines how to 
proceed. 

~e~1ly, /' . (/(«£! V ' . 
;' // 

i /~ , 

( I/ J .. {IARRYi EID 

CC: CIA Director John Brennan 
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THE DIRECTOR 
CENTRAL INTELLIGENCE AGENCY 

WASHINGTON, D.C. 20505 

23 January 2014 

MEMORANDU1\1 FOR: Ms. Meroe S. Park 
Executive Director, Central Intelligence Agency 

SUBJECT: (U//POUO) Lead Office 

(~NfiY- I hereby designate you and your office as the 

lead for all matters pertaining to the recent discovery of 
(b)(3) CIAAct 

privileged Central Intelligence Agency documents on a section of 

the building local area network being used by the 

staff of the Senate Select Committee on Intelligence conducting 

the investigation into the former CIA Rendition, Interrogation 

and Detention program. You may call upon.any component of the 

Agency td provide you with personnel or resources as you deem 

necessary. 

cc: Avril·D. Haines, Deputy Director 
[- (b)(3) CIAAct - -·· -··--· --1 Acting General Counsel 
Neil Higg.ins, Director, Off ice of Congressional Affairs 

I (b)(3) CIAAct !Director, National Clandestine 
Service 

Fran Moore, Director for Intelligence 
Glenn A. Gaffney, Director, Science and Technology 
Jeanne C. Tisinger, Director for Support 

(b )(3) NatSecAct 

OECRI1~~(y) CIAAct1mrrOKM 
I_ ---- I 
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. ---· ... --, 4'4'-,./.1...'-""J.~\j 

Ms. Meroe S. Park 

(b)(3) CIAAct 

Distribution 
Orig - Ms. Meroe S. Park 

1 - ODDCIA 
1 - OEXDIR. 
1 - OGC 
1 - OCA 
1 - ODNCS 
1 - ODI 
1 - ODST 
1 - ODS 
1 - NCS Secretariat File Copy 

2 

(b)(3) CIAAct 
SECRB'J!./ J [UOFORN 
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THE PIEE:CIOR 
CENTRALJNJJE~LJGENCE AGE,Nc:Y 

WA.SH!NGTQN; P,<:, .. 10$05 r 

The Honorable Harry Re.rd. 
Ma:j ority Le.ader 
United StatE}s Senat~ -· 
Washington, o,.,.C~ 2'0SLQ, 

· . nea~na:t:;c,;r; R<l'id'; Le .. '.['.h~tik y6\i fa.I' y6.\i;t; ,1$ttet dated 1 May 0'14 • I sha;re yc,ut 
• : co:mmitment to reE>p]Jcv,lirt'.g ,,te~aining: que;stlons! in P ,m~nner that is 

colL:iborat:ive,, -+.esp$c:tfi.:r,t of rE:xeout.iv.e a.nd Legis.lat'i.'ve Branch 
eguiti_e$, anq pr:ot~qt.,s the .in.t.egrity qt $11.Yj inquiry ·that the 
D~partrn:E!rtt of JUstl'dE:{ ·m~y conduct . 

. I ag.r.ee w;ith' yoµ that it ~akes Bense fOr the,: GJ;A InspeQi:=tJr 
Genera.I .and tti.e !?.'eilfit~. ~:ter,gean:t ,,aJ; -Arm,1s.• t,q work: jo:i,mtly t'o 
gather the app.tcip:t\f:at:e;ffqrenslc- ,ana::J,:·y:'~ls q.Il,Q., report back to 

,, ', ' ' ',•. ! ' 

their rE?speq(;:i'.y:$ QJ;g?ht~.c;t:i;:-ons J 1i=),J,is_o agr,i:~e tha,t e:ach would 
}:)ene~it fr.om: $Ji~:~i~,<;J f::~:c;res' q;rid cthalysJs? £rt/ coordihati c.n with 
the CIA General Counsel; and that their c6operat;i2ve endeavor ·. ...· . , ' . . . . '. I 

:mu,s,t be: undert·a.k~h in :a, ,manner that is consistent' with the 
s.eparati'On of 'P9W,€;l:"c:3. ":i)1 that r~ga,'rd, ]; app:i:eq:Late your' ' 
c,ommitment that, the ·se,fge~nt g:t .Atms- will npt investigate the 
activi t.i,,e§· 9J Cl.A. ·p.$~$911):i_e_l,,, 'jli~i: · cf$ l can ¢qrmn.it to you that 
tne CIA Tn..$peo'.bor :cfo.n.:eral wil.l not investig~te the aati vi·t±.es <:Yf 
ssCI pe.r}3onneL · 

:I understand '.lfhat the Se',rg¢_aht at -A;;nis o'ur \Inspector 
GenJ~xal,. .and our Ge'ri_~t;,a'lli' Couh·s~l, -fr~ye', ,a:tre_a<:iy .,beg'.un to w9r}~ 
togEtthet on thils, .slPPL:9'ad);,,. I am :g{'qi;efuii tµat ycfo, <;;h~i~.IT\q,D, 
Fe.instein, ,id1d \iit:e,~dtt{Lririatr Cha'gfuJ_;f'.~s agre~' that thi'$ is.- ci. 
r$asonable. way to: P.~;oe,eA~cl-; and· 'I 'am_1 hopr:d:ul 1 i::hat ··iw,e will s.oon 
reach final respiut:Lon ·,, oi th:i:S .matter.· ' :. 
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The Honorable Dianne Feinstein, Chairman 
The Honorable Saxby Chamblis 9 , Vice Chairman 

Orig: The Honorable Dianne Feinstein 
The Honorable Saxby Chambliss 

1 - D/CIA 
1 DD/CIA 
1 - EXDIR 
1 - OCA 
1 - IG Chrono 
1 - OIG Subject File 
1 - INV Chrono 
1 - INV Subject File 

UNCLASSIFIED//FOUO 
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Central Intelligence Agency 

Washington,, D.C. 20505 

The Honorable Dianne Feinstein 
Chairman . . 
Select Committee on Intelligence 
United States Senate 
Washington, D.C. 20510 

The Honorable Saxby Chambliss 
.Vice. Chairman 
Select Committee on Intelligence 
United States Senate 
Washington, D.C. 20510 

4 February 2014 

Dear·Chairman Feinstein and Vice Chairman Chambliss: 

Inspector General 

(b)(3) CIAAct 

1. (U//FOUO) The purpose of thi~ notification is to 
inform you that the Office of Inspector General has opened a 
preliminary investigation into alleged misconduct by CIA 
employees relating to access to and review of the computers and 
computer files located at a CIA facility, which were used by 
certain non-CIA personnel. As required by Section 17 of the CIA 
Act, the~e allegations have been notified to the Department 6f 
Justice. The Director of CIA had requested my review of this 
matter and I have informed him of my decision. 

2. (U/ /FOUO) If you have any questions, please .contact me 
at [(b)(3) CIAAct=1 An original letter is also being sent to the 
Chairman and Ranking Member of the House Permanent Select 
Committee on Intelligence regarding .this investigation. 

Sincerely, 

(b )(6) 

David B. Buckley 

UNCLASSIFIED//FOlJO 
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The Honorable Mike Rogers, Chairman 
The Honorable C.A. "Dutch" Ruppersberger 

---~-

Orig: The Honorable Mike Rogers 
The Honorable C.A. "Dutch" Ruppersberg~r 

1 - D/CIA 
1 - DD/CIA 
1 - EXDIR 
1 - OCA 
1 - IG Chrono 
1 - OIG Subject File 
1 - INV Chrono 
1 - INV Subject File 

UNCLASSIFIED//POUO 
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Central Intelligence Agency 

Washington, D.C. 20505 

The Honorable Mike Rogers 
-Chairman 
Permanent Select Committee 

on Intelligence 
U.S. House of Representatives 
Washipgton, D.C. 20515 

4 February 2014 

The Honorable C.A. "Dutch" Rupper~berger 
Ranking Member 
Permanent Select Committee 

on Intelligence 
U.S. House of Representatives 
Washington, D.C. 20515 

Inspector General 

(b)(3) CIAActl 

Dear Chairman Rogers and Ranking Member Ruppersberger: 

1. (U//POUO) The purpose o"f this notification is to inform 
you that the Office of Inspector Generai has opened a 
preliminary investigation into alleged misconduct by CIA 

. employees relating to access to, and review of, computers and 
computer files located at a CIA facility which were used by 
certain non-CIA personnel. As required by Section 17 of the CIA 
Act, the Department of Justice has been notified of these 
allegations. 'The Director, CIA requested ,that I review this 
matter and I have informed him of my decision. 

2. (U//F'OUO) If you have any questions, please contact me 
at 1(b)(3) CIAAct=1 An original letter is also being sent_ to the 
Chairman and Vice Chairman of the Senate -Select Committee on 
Intelligence regardin~ this investigation. 

Sincerely, 

David B. Buckley 

UNCLASSIFIED//FOUC 
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I ···(b)(3) CIAAct ________ l 
l--~-------·----·--- -·-·---·--····-"-_____ _J 

Approved for Release: 2015/07/17 C06300353 
\1...1)\v) l'IOLvc;;vf'"'\vl 

SECR~"Hf . jf':JOFORN 

Office of 
Inspector General 

Agency Access to the SSCI Shared Drive on RDINet 
16 July 2014 

Deputy Assistant Inspector 
General for Investigations 

(b)(3) NatSecAct 
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\U)\.)) l\lc:::ll.::>tlGJ-\Gl 

SECRETf- - -~j~JOFOR~J 

Summary of Findings 
(b)(3) CIAAct ____________ jb)(3) CIAAct ____________ 

0 

• rn~\(~l ~~j(OGC) and[~~~~\m(C,l (OGC) and 
members of the ROI IT staff obtained access to 
information present on the SSCI Majority shared drive 
without SSCI authorization. (b)(3) CIAAct --- ----------- ------ -, 

(b)(6) • I I without the D /CIA's knowledae or 
(b)(?)(c) - ~-- 1 (b)(3) N tS A t authorizati_9n, also directed C1Cl(b)(3) CIIAA_ctprovidei la ec c 

1(b)(3) NatsecAct on the activities of SSCI staff to them in the 
(b )(3) CIAA_ct ___ s_n_a_m_e---, .. 
(b)(6) . . 
(b)(?)(c)L ______________ Security provided what was found to be 

an inaccurate description of SSCI staff conduct to the 
Acting General Counsel, which formed the basis for the 
Department of Justice Crimes Report. 

Approved for Release: 2015/07 /17 C06300353 
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~UH") l\lc!Lvec..;f-\c..;L 

SECR:ET[ -~~-i~~OFORN 

Investigative Scope 

• The OIG initiated an investigation into the 
allegations that CIA actions, in accessing the 
SSCI shared drive, violated the Computer Fraud 
and ·Abuse Act and the Wiretap Act. 

• SSCI staff activity on the RDINet was not 
examined by the OIG. 

I 
rt..11"""-r"".,...,.n I [\~u. crn:rq 

'-------~ 

I , 
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~UJ~.;:)J l\lc:HveGAGi: 

SECRET~ 1~JOFOR~J 

Review of Criminal Allegations 

• The Department of Justice notified OIG that it 
had no prosecutorial interest regarding 
violations of the Computer Fraud and Abuse 
Act and the Wiretap Act and issued a formal 
letter to the CIA on 8 July 201 4. 
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~UJ\-') l\lc:HveCf-\Cl . 

SECRET f .... ······· 1~-iOFORN 

\ 

Agreement on System Operation 

• OIG found no precise agreement between the 
SSCI and CIA. 

• A series of letters in 2009 between Chairman 
Feinstein and then-Director Panetta both 
discussed a "walled-off network share-drive" 
for the SSCI, to be accessed by CIA solely for 
system administration purposes. 
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,uJ,.:>J l\lat;:,ec.;Ac.;t 

SECRET!\ ~~JmroRPq 

RDINet Cance tual Dia ram 
(b )( 1) 
(b)(3) CIAAct 
(b)(3) NatSecAct 
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lUJl.::iJ 1'\latvecJ-\CL 

. SECRETf~ ·-··· ......... }mrnttr~ 

Agency Access to SSCI Majority 
Shared Drive Information 

• OIG identified three separate instances where 
the SSCI Majority shared drive was improperly 
accessed by Agency personnel in January 
2014. 

. ""7~.·:<:~·;..;~{ ..... jryOFORtt 
(b)(3) N-atsecAcf · · 
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\UH-') l\li::ILvecAc1 

SECRET~~~-- --~FORN-

First Access 

1. IQ~~l<!nJgr~ 2014 ml~i(:;AAct ~- -~ -- I 

I 
! __________ ------~-- --- ------------- -- -------------- -- . ---------------·-·· ---------- --- - -- ------------

take action to determine if WCRs were 
· h <:;<:;r1 ·h d d · present 1n on t ~b)(3)ciAActs are nve. 

• (C) On 9 Januarv.1--(~)(~)~ directed ROI IT staff 

1
m~rnbgr~[)~l)~( cil\A___: __ _ _ __ _ , (b)(1) 

[ . --(b)(?)(c) Ito search al I of! (b)(3) CIAAct 

RDINet for the WCRs. The team found WCRs on th J 
--- - (b)(?)(c) SSCI shared drive. 

8 
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... ffl!!IIP"(b)(3) CIAAcr 
(b)(6) 

Approved for Release: 2015/07/17 C06300353 
u H" J l'latvec/-\ct . 

SECRET/[ __ ~- -_~JOFOR~~ . 

Second Access 
[
(b)(?)(c)~ . • 1-(b)(6)--. 

2. _ .. ___________ .I requested that the IT staff provide -~---·--
. WTth ___ a "dummy account"' that would allow~ to 

conduct a search with the same permissions as a 
(b)(3)c~~f=I Majority staffer. 
~~~~~~(~l-~-----~----]conducted the search on the RDINet with SSCl-like 

access and confirmed the files were present on the SSCI 
(b)(3) ciAA~ajority shared drive. . 
~~;~~;,cl° [ __ Jcreated screenshots of the location.of the WCRs in 

anticipation of briefing the D/CIA. 

;h:tE:R[tf-~-- - l~.~(}FQ~N 
(b)(3) NatSecAct - ·· 
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~DA") 1\lcnvec.;/-\c.;1 

51::CRET 11_______ JmroRN 

Third Instance 
(b)(3) CIAAct 
(b)(6) · . (b)(5) . ------1,, (b)(3) CIAAct. 3.T'1i,ci,ater-dTreCted ~~~l~~l,ci~_Jto go back 

onto the SSCI Majority shared drive and take 
nPw screenshots. ,~ . 

(b)(3) CIAAct________ . 

~~l~~l,c\ _ _!briefed the D /CIA on the fact that the SSCI 
Majofity shared drive had copies of "Panetta Review" 
documents but did not disclose how they were 
identified. 

Approved for Release: 2015/07 /17 C06300353 
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lUJl..)J l\lc:llveC/-\Cl 

SECRET /r~·~ .. ...... ..fmFORt~ 

RDINet Monitoring 
(b)(1) 
(b)(3) CIAAct 
(b )(3) NatSecAct 

• SSCI staff, members vvere not specifically 
briefed on CIA monitoring of RDINet. 

• However, RDINet users, including SSCI staffers 
were presented the standard CIA security 
notice and monitoring warning b_anner at every 
logon that required their consent. 

Approved for Release: 2015/07 /17 C06300353 
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l u H v J 1'llc1tvtH.;/-\Gt 

SECRETr - ]~mFORt~ 

L(3)CIAAct J Data . 
(b)(3) CIAAct (b)(3) CIAAct 
(b)(6) (b)(6) 

-·· (b)(?)(c)~ - .. 1·····(b)(?)(c)-······1 
• On 9 and 10 January,[ ~--End Jtasked 

Cl~)(3) CIAActwith reviewing l- .-· ... -(~~)~atSecAct __ (b)(3) CIAAct 
(b)(3) c,AA~telate to the documents 1dent1f1ed by (b)(6) 1 

~~l~~l(c) • L ~C:!~t~~;~~;:= F;~w-_;b~(l:~;ki~~-j 
were made by (b)(6) v ''"''lrelated to I (b)(3) NatSecAct (b)(3) CIAAct--- I (b)(7)(cr I I 

(b)(6) • Jand[ =1both stated that the information was 
(b)(?)(c) requested directlv bv the D/CIA. 

(b)(3) CIAActl . [(b)(3) CIAAc(~l 
• On lOJanuaryi~~i~~(c)~briefed D/CIAon __ ~------~J 

findings, buti idid not brief the D/CIA on the 
fact thatT)(6)]had directed the RDI staff to look at 
information on the SSCI shared drive. 

I,_· .. ·.·.·. --·..a ri<JU/OKI" 
(b )(3) N~a-tS-ec-Ac__,t". · · 

Approved for Release: 2015/07/17 C06300~~~--

12 



C06300353 Approved for Release: 2015/07 /17 C06300353 
\U)\") 1'11c1c;:,ec.;/-\c.;L 

SECRET/[ . .... ... }JOFOR~-i 

Office of Security Review of 
(b)(3R1QJNet Data 
(b)(6) 

• On 16 Ja~~ary, l(b)(?~(c) ______ --- -=~~--==10s), 
directe~Lr(b)(G)lcyber Blue Team to work with 
Cle r • h. (b)(1) I d 

(E~~)CIAA.~}tO rev1 ew t e (b)(3) NatSecAct_j re ate t(~(1) 
ROI Net. (b)(3) CIAAct 

(b)(3) NatSecAct 
• On 1 7 January, the Cyber Blue Team reviewed the!~-------- J 

I including reconstructed emails between SSCI staffers 
'!~---···-=----~ __ .-.. _. __ -_ NatSecAct ___ __/and generated a 
report. 

• The Cyber Blue Team report was presented to senior Agencyl 
l~adershiQ on 21 January 2014. J 

r------ (b)(3) CIAAct -- ------·---- - -----1 

. 
(b)(5) . 
(b)(6) Ii 

L____ ·-(b-)(7-)(-c)~~~~~~~~~~~~~ 

Approved for Release: 2015/07/17 CO~~Q_03~_ 
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tlJ)tv) l\li::HvtH.:/-\Cl 

SECRET r- ]NOFORN 

SSCI Crimes Report 
(b)(3) CIAAct 

• On 7 February 2014, then-AGC [-)~\)~;;;----=~eported 
the alleged misconduct of SSCI staffers to DoJ. 

(b)(3) CIAAc~-ill~ (b)(6) • 1 stated that the crimes referraJwas_based solely on 
(b)(7)(c) t e information provided to l(b)(G)] byl las~b)(G)lwas 

recused from the review of the ROI Program and therefore 
did not read the contents of the Cyber Blue Team Report. 

1 -- -(b)(3) CIAAcf l I 

• (b)(6) representation to _ _ ,was primarily based 
upon conversations~b)(G) \had withl __ Jrather than on 
the contents of the Cyber Blue Team Report. 

• The Cyber Blue Team Report did not support the allegations 
made in the Crimes Report. 

[
(b)(1 )-- - -

-(b)(3) CIAAct 
(b)(5)___________ -

-----~--------- __ J 
(b)(7)(c) 
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~OJ~.:>) l\lc:HveCACl 

SECRET![ , ~fJOFORN 

Office of Inspector General 
(b)(3) CIAAct 

I 
Chief of Staff: .. (b)(3) CIAAct 

I 

~--------~ 

Questions? 

.. r~ - -l~.9,FORtq 
(b)(3) NatSecAct 
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\ V./..&.'- ..a..'- ..a..._,.._.. I 

@ "' . 
. . 

From[(b )(3) C rAcl Subject RE: FW: Request for Documents in Support of RDINet 
In ui . 

Date: 03/06/2014 10:10 AM To: (b)(3) CIAAct 
Cc: 

This message is digitally signed. 

(b)(3) NatSecAct 

-===================================================== 
OK, thanks all. 

I (b)(3) CIAAct . From: Jc1a.1c.gov] 
Sent: Thursday, March 06, 2014 10: 

(b)(~) CIAAct 
Subject: Re: PN: Request for Documents in Support of RDINet Inquiry 

(b)(3) NatSecAct 

----------~----------------------------------------------------~------------------------------------------Hi, (b)(3) CIA~ct 

(b)(1) 
(b)(3) CIAAct 
(b)(3) NatSecAct 
(b)(5) 

**This email may contain attorney work product, and may be a privileged attorney-client communication .... 

(Untitled} 
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\ urn .. .1. L..1.c::u1 

From: I (b)(3) CIAAct 

To: ~-
Date: 03/06/2014 09:03 AM 

Subject: FW: Request for Documents in Support of RDINet Inquiry 

(b)(3) NatSecAct 

---------=--=================================~======== 

From:! (~)(3) CIAAct 
Sent: Thursday, March 06, 2014 7:52 AM 

(b)(3) CIAAc1 

Subject: FW: Request for Documents in Support of RDINet Inquiry 

(b)(3) NatSecAct 

-====~===-============================================ 
Good Morning 

(b )(1) 
(b )(3) C IAAct 
(b)(3) NatSecAct 
(b)(5) 

Yes; I realize that tomorrow not today is the 7tt,. I just wanted to remind everyone to send any documents toO (b)(3) 
andC)s I will be out of the office for about a week starting at noon tomorrow. If you have a chance and could CIAAct 
send me a note today on whether or not any responsive documents have been found and if there will be any 
problem getting them to us tomorrow, ! would appreciate it. A.gain, thanks for your help wfth this. Hopefully it will 
all be sorted out in the near future once we can look through the documents. 

(Untitled) 
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\ UUL...L L..1.CU./ 

~3) CIAAct 

~(b)(3) CIAAct 
From:1_ / 
Sent: Tuesday, February 25, 2014 11:25 AM 
~/ (b)(3) CIAAct 

Subject: FW: Request for Documents In Support of RDINet Inquiry· 

(b )(3) NatSecAct 

---=-================================================= 
Sorry, forgot to cc: Qnd0so that you would have their e-mail addresses. 

(b)(3) CIAAct 

From:/ (p)(3) CIAAct 
Sent: Tuesday, February 25, 2014 11:24 AM (b)(3) CIAAct 
To:~I ~-=-~~-=-~~---,-=-~~-=-=-~~-=-~__JI 
Subject: Request for Documents in Support of RDINet Inquiry 

(b )(3) NatSecAct 

====================================-================= 
.--_(b)(3) CIAAct 

As.you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that the SSCI 
staff may have improperly accessed certain documents. We are only looking into the Agencys actions.not the 
conduct of the SSCI staff but obviously they are connected events. The concerns regarding the SSCI staff have been 
referred to the Department of Justice. 

In order to conduct our review, we are requesting any and all reports or other written reviews related to the 
monitoring of RDINet or any written documents relating to the Agency's reviews of suspected unauthorized 
activities on RDINet. We are also asking for copies of any written requests for or written guidance provided 
regarding such monitoring or reviews. Please provide these documents as soon as possible but preferably by 
7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive documents 
to either! ~r If you have any questions regarding this request, feel free to call either 
myself/ /o As always, thank you. 

I 
.____(b)(3) CIAAct 

(Untitled) 

Approved for Release: 2015/07/17 C06241131 

(b)(3) 
CIAAct 



C06241131 
Approved for Release: 2015/07/17 C06241131 
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==-=================================================== 
Classification: ~~CKE~ 

====================================================== 
Classification: OECR~W 

===-===~==========================================m=== 
Classification: SEGRE~ 

==-=================================================== 
Classification: OBORET 

=--====-================---======--= 
Classification. GEORET 
====================================================== 
Classification: ~iSRE~ 
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IG-2014-0231 
18 July 2014 

MEMORANDUM FOR: Director, Central Intelligence Agency 

FROM: David B. Buckley 
Inspector General 

SUBJECT: (U//!IOtJC) Report of Investigation-Agency 
Access to the SSCI Shared Drive on RDINet 
(2014-11718-IG) 

1. (U) The Office of Inspector General (OIG) recently 
completed an investigation into matters associated with 
allegations that CIA officers accessed the Senate Select 
Committee on Intelligence (SSCI) shared drive on the Rendition, 
Detention, and Interrogation network (RDINet) without 
authorization. The OIG presented the facts of this 
investigation to the Department of Justice, which advised the 
OIG that it had no prosecutorial interest. 

2. (U/tFOUO) The investigation found support for 
allegations that CIA staff accessed the SSCI shared drive 
without authorization. It also found that you did not authorize 
the ~ccess or know the extent of the access. 

3. (U/~FOUO) The investigation further found that the 
Director of Security separately authorized a review of the SSCI 
activities, which resulted in the reconstruction of certain 
internal e-mails belonging to sscr staffers on RDINet. OIG 
determined that the review followed your standdown order and a 
request to withdraw authorization for a joint review with the 
sscr. by· the SSCI security officer. However, it also determined 

(b)(3) NatSecAct 

Upon removal of attachment(s), this document is 
U.NCLA::i::ilF 11:!;lJ//r OUt) 
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(U//POU01 Report of Investigation - Agency Access to 
the SSCI Shared Drive on RDINet (2014-11718-IG) 

that Security was unaware of your stand-down 
order at the time(b)(6)brdered the review. Finally, the· OIG 
investigation found that the CIA report to the Department of 
Justice regarding possible and alleged criminal conduct by SSCI 
staffers was predicated upon inaccurate information. 

4. ~U/fFOUO~ The investigation did not find support for 
the allegation that the CIA performed real-time interception of 
SSCI communications for its review of the matter in question. 
Additionally, three members of the CIA RDINet IT team were not 
candid with the OIG when ·interviewed; initially {ailing to 
disclose their related access to the SSCI shared drive. 

5. (U//FOUO) Based on the above fin.dings, OIG recommends 
that you review the facts and circumstances presented in this 
report regarding tpe named CIA officers and take action as 
deemed appropriate. 

6. (U//FOUO) The final Report of Investigation (ROI) is 
attached. Please advise, within 60 dayi~ the actions you plan 
to. take. 

Attachment: 
As stated 

cc: DD/CIA 
EXDIR 
GC 

(b )(6) 

David B. Buckley 
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THE DIRECTOR . 
CENTRAL INTELLIGENCE AGENCY 

WASHINGTON, D.C. 20505 

.) 

• )' 

The Honorable Dianne Feinstein 
.Chairman 
Select Committee on Intelligence 
United States Senate 
Washington, D.C. 205~0 

Dear Madam Chairman: 

APR 1 0 2014 

I write in response to your letter dated 27 March 2014, in 
which you pose 14 questions relating t~ CIA's actions concerning 
the computer network at the CIA-leased facility where·the 
Committee conducted research for.its study of the CIA's former 
rendition, detention and interrogation program. I can assure 
you that I' am taking the Committee's concerns very seriously, 
and I am committed t_o providing the Committee with .a thorough 
response. I have consulted with our Inspector General regarding 
this matter. The Inspector General has requested that I defer 
re5ponding t~ your questtons until the cohclusion of ongoing 
inquiries th~t are currently being conducted by his office and 
the Department of Justice in order to protect the integ~ity of 
those inquiries. 

You have.my assurance that I will provide the Corrunittee 
with a thorough response after those inquiries have concluded~ 

Afr original of this letter is b~ing sent to 
Vice Chairman Chambliss. 

Sincerely, 

Approved for Release: 2015/07/17 C06264708 
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.9 THE DIRECTOR 
CENTRAL INTELLIGENCE AGENCY 

WASHINGTON, D.C. 20505 

.) 

The Honorable Saxby Chambliss 
Vice Chairman 
Select Committee on Intelligence 
United States Senate 
Washington~ D.C. 20510 

Dear Mr. Vice Chairman: 

I write in response to your letter dated 27 March 2014, in 
which you pose 14 questions relating to CIA's acti~ns concerning 
the computer network at the CIA-leased facility where the 
Conunitt~e conducted research for its.study of the CIA's former 
rendition, detention and interrogation program. I can assure 
you that I am ta.king the Committee's .concerns very seriously, 
and I am committed to'providing the .Committee with a thorough 
response. I have consulted with our Inspector General regarding 
thi~ matter. The Inspector General has requested that I def~r 
responding to.your questions until the conclusion of ong6ing 
inquiries that are currently being conducted by his office and 
the Department o{ Justice in order to protect the integrity. of 
those inquiries. 

You have my assurance that I will provide the Committee 
with a thorough response after.those inquiries have conclu9ed. 

An original of this letter is being sent to 
Chairman Feinstein. 

Sincerely, 

olo.1<~ 
John 0. 'Je~an 

Approved for Release: 2015/07/17 C06264708 
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The Honorable Dianne Feinstein 
The Honorab~e Saxby Chambliss 

Distribution: 
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1 - DAC 
1 - ODCIA 

(b )(3) CIAAct 

1 - IMO/OCA (Official Copy) 
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OCA 2014-000q5 
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1. Origination Office · 2. Date 

Office of Congressional Affairs 10 A ril 2014 
3. FROM: Name 

Neal Higgins 

Room No. and Building 
(b)(3) CIAAct 

Phone 

(b)(3) CIAAct 
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DC!A Response Letter to Chairman Feinstein and Vice Chairman Chambliss - 14 Questions Letter 

5. Originating Office Control # Sa. Response to DAG# (On'ginalin~ Office to Complete) 
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6. Justification I Summary (Required for Immediate and Priority Actions) 

D Routine D Priority 
DCIA has approved ·aµto pen on 10 April 2014 

· 7. Coordination 
OCAI OGCI IG 
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Immediate· 
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(b)(3) NatSecAct 

Fror{b)(3) CIAAct bject: Fw: Preservation Notice 

cinsP I I • (~)(3) CIAAct 

Date: 01/30/2014 04:54 PM 
This message is digitaily signed. 

This message has been forwarded. 

Classification: OotJFIBE:Wl'll<L 

(b)(3) NatSecAct 

--==---=-===-=====================:=================== 
All: Please see the note below and follow its instructions. 

---- Forwarded b{(b)(3) CIAAct /on 01/30/2014 04:38 PM·--

COM! I:O!!J.PfIM 

F(b)(3) CIAAct__~ Subject: Preservation Notice 
Date: Oi/30/20'14 04:33 PM. To: ark.l(b)(3) CIAAct 

(b)(3) CIAAct ·----_l_____, 

This message Is d1gfta11y signed. 

Classification. OO~fflDE~HIAL 

(b)(3) NatSecAct 

---------------------------------------------------------------------------~--------------------------------
The Office of Inspector General has become aware of allegations of potential 

misconduct by U.S. Government employees relating to access to and review of the 
computers and computer net'Norks located at thd /building, which are used to 
facilitate the Senate Select Committee on Intelligence (SSCI) review of the CIA's (b)(3) CIAAct 
Rendition, Detention, and Interrogation program (hereinafter referred to as ROI-Net). 
As required by Section 17 of the CIA Act, these allegations have been referred to the 

CON:PIBBN'fIP!L 
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eat~ ~H5?!';N I !AL 

Department of Justice. The Department of Justice has asked the CIA to preserve 
certain documents, information, records, and other materials, to the extent they exist, as 
detailed below. Due to the sensitive nature of this matter, we are sending the following 
preservation notice to a limited distribution of officers. We request you ensure all 
officers or contractors within your organizations that may have relevant information are 
made aware of this notice and that they preserve any documents, information, records 
or other material as required. Please maintain a list of any officers or groups you make 
aware of this notice. 

(U/tl-OUO) Therefore, you are directed to preserve and maintain all documents, 
information, records, and other material falling under the below categories. Though you 
are directed to preserve and maintain all such documents, information, records, or other 
material, at this time it is not requested that you produce them. 

• Any and all documents, information, records, communications, and other 
material related to the planning, deployment, or maintenance of ROI-Net 

• Any user agreements or other documents related to· the use of or obtaining of 
accounts on RDI-Net. 

• Any and all documents, information, records, communications, and other 
material related to reviews, studies, investigations, or inquiries into the security of 

Of-Net users of RDI-Net, or activities conducted on ROI-Net 
• (b)(3) NatSecAct 

(b)(7)(e) 
• Any and all records related to the loading or remova o m orma ion ram 

(U) "Documents, information, records, communication and other material" are defined to 
include,· but are not limited to, the following: cables, reports, finished intelligence, 
assessments, legal guidance, policy guidance, authorizations or approvals, 
arrangements or agreements, standard operating procedures, Memoranda of 
Understanding or Agreement, research, briefings or notifications, legal letters, opinions 
and memoranda, standard operating procedures, formal or informal Memorandums for 
the Record, memorialized formal or informal communications, Lotus Notes, emails, 
saved copies of instant messages, training manuals, handwritten notes, telephone 
records of any kind (including but not limited to any records that memorialize telephone 
calls having been made), voicemails, diary and calendar entries, and any computer, 
electronic, storage device or soft file document~ or records of any kind. 

(UHFOUO) If you determine that you possess any materials described in this 
Preservation Notice, please preserve and retain them. Do not destroy any such 
materials unless and until OIG advises otherwise. Destruction of documents, 
information, records, and other material, including destruction that would otherwise 
take place in the normal course of the disposition of official information or records, is 
prohibited. · 
11 ,,,,..._, ·-\ \Al:.a.L ______ ,. ,._ .... , ..... ~._ .. ,....,;,... r.Oi"'l'\rrl~ th~t ::;ir'3, thA c::11hiArt nf th1',l"O r.r,.CllJASt lUJJI 000) VVIUI ft:::::>µt:::1,.;L LU cn:::a.,uv111"" u"'v, ..... .;, .............. ,.., ....... '"'--r"" ...... ~· ... ;::, .v-.., _ _.,..___ 
(including emails and instant messages), if you are going to be reassigned, please 
contact your Information Management Officer so that appropriate arrangements can be 
made to preserve your records before your reassignment. 

CONFH?iNTHils 
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GONPIDEH'3?IAL 

(Uh'FOUO) If you are unsure whether certain materials should be preserved, err on the 
side of caution and preserve them. Please contact Assistant Special Agent in Charge 

[(b)(3) CIAAct /if there is any doubt about whether any specific records are 
responsive to the order and before any posslbly responsive records are deleted from 
any electronic information system. 

(b)(3) CIAAct 

===================================-====--=---==------
Classification: cor~ P'I e>!fffl>l:L 

===--=================-==============-===-===----=----
Classificatiorn CQ~JF18E~ffl1'L 

==========================;======~=============--====-
Classification. OmWIDEffflAL 

GONFIDEtJ'j?Ilds 
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\b)(3) CIAAct 

From: 

Sent 
To: 
Subject 

Approved for Release: 2015/07/17 C06241018 

~--(b_)-(3_)_c_i_A_A_c_t _____ ___JI on behalf of OPA Notice 

Friday, March 21, 2014 4:59 PM 
(b)(3) CIAAct j 

Message to the Workforce 

Classification: UNCLASSIFIED 
~----================================================ 
Colleagues, 

I thought I would take a moment to pass along a few thoughts. First of all, world events have kept all of us quite 
busy over the last few months, and Avril and I are exceptionally appreciative of the terrific work that you have 
been doing on a daily basis, including helping to prepare us for the many Deputies, Principals, and National 
Security Council meetings that are held in the White House Situation Room~ We are always very proud to 
represent the CIA at these meetings and, most importantly, to showcase the Agency's analytic, operational, 
covert action, and counterintelligence activities and accomplishments. Rest assured that the President and the 
members of his n~tional security team recognize and heavily rely on the daily contributions made by the CIA 
and its Intelligence Community partners. I would like to take this opportunity to thank all members of the CIA 
family-staff, contractors, and detailees, here at home and overseas-for all your great work in keeping our 
country and your fellow Americans safe. · 

Thank you also for staying focused on your work, as our intelligence mission is more important than ever. 
While the tense situation in Ukraine is dominating the most recent daily news reports, the Agency is deeply 
involved in a vast array of challenging and complex issues around the globe. And as we go about our 
intelligence mission, I am heartened by the great teamwork, can1araderie, talent, and dedication that I witness 

. every day as I interact with folks from all over the Agency. I know that long hours are frequently involved, so 
please make sure to pace yourselves ... as well as to thank your loved ones for supporting your work and CIA's 
mission. 

While you remain focused on your work, I am sure that stories circulating in the press have raised many 
questions in your minds about what transpired-and where things are going-between CIA and the Senate 
Select Committee on Intelligence (SSCD related. to the Committee's RDI report. As you have heard, appropriate 
officials are reviewing the facts, and I will share with you what I can while that process unfolds. In the 
meantime, you can be sure that we and the Committee are committed to finding a way forward that allows CIA 
to continue with its important intelligence mission and that promotes effective and independent Congressional 
oversight of our Nation's classified intelligence activities. 

As we all well know, the intelligence profession is frequently a difficult and challenging one, and it should 
come as no surprise that many of the things CIA is asked to do are subjected to close scrutiny. Moreover, it is 
appropriate for the Intelligence Committees in the Senate and the House to carry out their oversight 
.responsibilities thoroughly and comprehensively, and CIA needs to do all it can to assist the Committees in that 
rPg~rti • . c;:sc1 rh~irm~ FeindP1n ~nti v,~P, rh~inmm Chambliss; like HPSCT Chairman Rogers and Ranking 
Member Ruppersberger, carry out their oversight responsibilities with great dedication and patriotism, and the 
CIA has benefited over the years from their leadership as well as their strong support for CIA programs and 
employees. We all should be grateful for their service as well as for their deep and abiding interest in supporting 
uur m1tiumtl :sc;l.;u1ity m.i:s:sivu. 

1 
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Regarding the SSCI's RDI report, I want to assure you that the entire CIA leadership team is committed to 
addressing any outstanding questions or requests from SSCI members so that the Committee can complete its 
work and finalize the report as soon as possible. I expect the Committee will submit at least some portion of the 
report to the CIA for classification review, and, if that happens, CIA will carry out the review expeditiously. As 
I noted in a letter to the Committee last June, CIA must learn from the past and take immediate steps to prevent 
any shortcomings in Agency intelligence activities, "as flawed performance-on the part of the Agency as an 
institution or by individual Agency officers-can have devastating consequences." As a result of the 
Committee's report, our subsequent review of it, as well as previous internal reviews, we have already taken a 
number of specific actions to strengthen our management and programmatic performance. · 

-Finally, I look forward to discussing these and related issues with you more comprehensively once current 
matters are addressed and the Committee's work on the RDI program is completed. Until then, please continue 
to carry out your important intelligence responsibilities witl;l great proficiency and dedication as well as with the 
professional ethos-service, integrity, excellence, courage, teamwork, and stewardship-that defines the 
Central Intelligence Agency. 

As always, thank you for your outstanding service. 

John 

---=====----=====================================-=--= 
Classification: UNCLASSIFIED 
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THE DIRECTOR 
·-~-) 

t • 

CENTRAL INTELLIGENCE AGENCY 
WASHINGTON, D.C. 20505 

The Honorable Christopher S. ~Kit" Bond 
Vice Chairman 
Select Committee on Intelligence 
United States Senate 
Washington, D.C. 20510 

Dear Mr. Vice Chairman: 

JUN 4 2009 

(U)/FOUO) Thank you for your letter dated June 2, 2009. 
It addresses many of the concerns we raised in our 28 May 2009 
proposed Me~orandum of Understanding regarding the need to 
protect sensitive information in your review of the Agency's 
detention and interrogation program. 

(U~/FOUO) I want to clarify a few points that were not 
clear from the letter, but which I know you will appreciate. 

~) First, given that we will be providing the Committee 
with full, un-redacted access to millions of our most sensitive 
operational materials, we will review the notes, draft and 
final reports, and other material generated from the Committee's 
review of the materials--wherever prepared--prior to removing 
this material from the Reading Room or SSCI secure spaces. The 
sole purpose of our review is to ensure t_hat the material is 
properly safeguarded and redacted, where required. As we have 
previously agreed, the redactions would only cover officers' · 
names, cryptonyms, pseudonyms, liaison provided intelligence, 
information from other U.S. agencies and departments, and the 
locations of black-sites. 

tE-t Second, our intent is to, keep all of the operational 
cables at the Reading Room. If Members or staff wish to remove 
any of the operational cables from the Reading Room, we will 
consider those requests on a case-by-case basis, and we will 
work to accommodate your requirements. 

(b)(3) NatSecAct 
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The £onorable Christopher S. "Kit" Bond 

tet- Third, CIA also recognizes the Committee's need to 
create work product on a walled-off network share-drive as 
discussed in paragraph 5 of your letter. Therefore, CIA access 
to the walled-off petwork share-drive will be limited to CIA 
information technology staff, except as otherwise authorized by 
the Committee or its staff. CIA would like to clarify, however, 
that unlike the walled-off network share drive, the stand-alone 
network must be accessed by the CIA staff assigned to this 
effort to perform a variety.of tasks, including, for example, 
loading and organizing the raw .responsive data requested by the 
Committee and review or redaction of material sought to be 
removed from the Reading Room. 

(U//FOUO) Finally, any remaining security or logistical 
concerns or other issues can be resolved through our respective 
staffs. CIA appreciates the Committee's understanding and 
flexibility regarding these important national security 
precautions and we will make all reasonable efforts to expedite 
and facilitate this necessary and important oversight 
responsibility. 

(U//FOUO) Under this arrangement, your staff is invited 
to begin to review the material immediately. 

(U) An original of this letter is also being sint to 
Chairman Feinstein. 
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THE DIRECTOR 
CENTRAL INTELLIGENCE AGENCY 

WASHINGTON, D.C. 20505 

The Honorable Dianne Feinstein 
Chairman 
Select Committee on Intelligence 
United States Senate 
Washington, DC 20510 

Dear Madam Chairman: 

JUN 4 2009 

(U//fOUO) Thank you for your letter dated June 2, 2009. 
It addresses many of the concerns we raised in our 28 May 2009 
proposed Memorandum of Understanding regarding the need to 
protect sensitive information in your review of the Agency's 
detention and interrogation program. 

(U//FOOO) I want to clarify a few points that were not 
clear from the letter, but which I know you will appreciate. 

+e+ First, given that we will be providing the Corrunittee 
with full, un-redacted access to millions of our most sensitive 
operational materials , we will review the notes, draft and 
final reports, and other material generated from the Committee's 
review ·of the materials - wherever prepared - prior to removing 
this material from the Reading Room or SSCI secure spaces. The 
sole purpose of our review is to ensure that the material is 
properly safeguarded and redacted, where required. As we have 
previously agreed, the redactions would only cover officers' 
names, cryptonyms, pseudonyms, liaison provided intelligence, 
information from other U.S. agencies and departments, and the 
locations of black-sites. 

t€-r Second, our intent is to keep all of the operational 
cables at the Reading Room.· If Merr~ers or staff wish to remove 
any of the operational cables from the Reading Room, we will 
consider those requests on a case-by-case basis, and we will 
work to accommodate your requirements. 

(b)(3) NatSecAct 
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The Honorable Dianne Feinstein 

-f€t Third, CIA also recognizes the Committee's need to 
create work product on a walled-off network share-drive as 
discussed in paragraph 5 of your letter. Therefore, CIA access 
to the walled-off network share-drive will be limited to CIA 
information technology staff, except as otherwise authorized by' 
the Committee or its staff. CIA would like to clarify, however, 
that unlike the walled-off network share drive, the stand-alone· 
network must be accessed by the CIA staff qssigned to this 
effort to perform a variety of tasks, including, for example, 
loading and organizing the raw responsive data requested by the 
Committee and review or redaction of material sought to be 
removed from the Reading Room. 

(U//POU&) Finally, any remaining security or logistical 
concerns or other issues can be resolved through our respective 
staffs. CIA appreciates the Committee's understanding and 
flexibility regarding these important national security 
precautions and we will make all reasonable efforts to expedite 
and facilitate this necessary and important oversight 
responsibility. 

(U//POUO) Under this arrangement, your staff is invited 
to begin to reyiew the material immediately. 

(U) An original of this letter i~ also being sent to 
Vice Chairman Bond. 
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The Honorable Leon Panetta 
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Washington, D.C. 20505 

Dear Director Panetta: 

SECRET 

tinitcd ~rates ~inete. 
SELECT COMMJTIE!;; ON JNrtLUG!:NCE 

WASHINGTON, DC 2051<H5d75 

June 2, ~009 

In a letter dated March 26, 2009, the Senate Select Committee on 
Intelligence (the Committee) informed the Central Intelligence Agency (ClA) of its 
intention to·conduct a thorough review of the CIA's detention and interrogation 
program. The letter included terms of reference approved by the Committee, as 
well as a document request. · · 

To conduct our work in a comprehensive and thnely matter, the Committee 
requires access to unredacted materials .that will include the names of non-
supervisory CIA C?fficers, liaison partners, black-site locatiops, or contain 
cryptonyms or pseudonyms. We appreciate the CIA's concern· over the sensitivity 
of this information;' Qur staff has had numerous discussiqns with Agency officials 
to identify appropriate procedures by which we can obtain the information needed 

· for the study in a way that meets your security requiretp.ents. We agree that the· 
· Committee, including its staff, will conduct the study of CIA's detention and 
interrogation program under the following procedures and u.nderstandings: 

1. Pursuant to discussions betw.een the Committee and CIA about anticipated 
staffing requirements, the CIA will provide all Members of the Committee 
and up to 15 Committee Staff (in addition to our staff directors, deputy staff 
directors, and counsel) with access to unredacted r~sponsi ve information. .In 
addition, additionai cleared staff may be given access to small portions of 
the unredacted infonnation for the purpose of reviewing specific documents 
or conducting reviews of individual detainees. These Committee staff have 
or will have signed standard Sensitive Compartmented Infonnation non-
disclosure agreements fo~ classified infonnation in the (b )( 1) 

compartment. (b )(3) NatSecAct 
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SECRET 

2. CIA will make unredacted responsive operational files, as that term is 
defined in. Section. 70l(b) of the Na~ional Security Act of 1947 (50 U.S.C. 
43l(b)), available at a secure Agency electronic Reading Room facility 
(Reading Room) which will permit Committee staff electronic search, sort, 
filing, and print cap~bility. 

3. If responsive documents·other than those contained in operational files 
identify the names of non-supervisory CIA officers, l.i aison partners, or 
black-site locations, or contain cryptonyms or pseudonyms, CIA will 
provide unredacted copies of those document~ a~ the Reading Room. 

4. Responsive documents other than those contained· fo operational files that do 
.not identify the names of non-supervisory CIA officers, liaison partners, or · 
black-site locations, or' contain cryptonyms or pse-µdonyms will be made 
available to the Committee. in the Committee;s Sensitive Compart~ented 
Information Facility (SCIF), unless other arranget11:ents ar~ m~de. 

5. CIA will provide a stan.d-:-alone computer system in the Reading Room with 
a network drive for Committee staff and Members·. This network drive will 
be segregated fro.m CIA networks to allow access only to· Committee staff 
and Members. The only CIA employees pr contractors with access to this 
co~nputer system will be C.IA information technology personnel who will · 
not be. permitted to copy or. otherwise share information from the system 
with ·other personnel, except as othenvise authorized by the Committee. 

· 6. Any documents generated on th~ network drive refor~nced in paragraph 5, as 
well as any other notes, documents, draft and final recommendations, reports 
or other materials generated by Committee staff or fy.fembers, are the 
property of the Qommittee and will be kept at the Reading Room solely for 
secure safekeeping and ease of reference; These documents remain ' 
congressional records in .their entirety and disposition and control over these 
records, even after the completion of the Committee's review, lies 

. exclusively with ·the Committee. As such, these records are not Cli\. records 
under the Freedom of Information Act or a11y other law. The CIA may.not 

£:KCR.ET 
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integrate these records into its records filing systems, and may riot 
disseminate or copy them; or use them for any purpose without the prior 
written authorization of the Committe.e. The CIA will return the records to 
the Committee immediately upon request in a manner ~onsisteµt_ with 
paragraph 9. If the CIA receives any request or demand for access to these 
records from outs1de the CIA under the Freedom of Information Act or any 
other authority, the CIA will immediately notify the Committee and wiJI 
respond to the request or demand based upon the understanding that these · 
are congressional, not CIA, records. 

7 .. CIA will provide the Committee with lockable cabinets and safes, as 
required, in the Reading Room. 

8 .. If Committee staff identifies CIA-generated documents or materials made 
available in the Reading Room that staff would like, to h.ave available in the 
Committee SCTF, the Committee will request redacted versions ofthose 
documents or materials in writing. Committee staff w~ll not remove such 
CIA-generated docum.ents or materials from the electronic Reading Room 
facility without the agreement of CIA. 

9. To the extent Committee staff seeks to remove from the Reading Room any 
notes, documents, draft and final ·recommendations, reports or other 
materials generated by Committee Members or staff, Committee staff will 
ensure that those· notes, documents, draft and final recommendations, reports 
or other materials do not identify the names of non~supervisory CIA officers, 
liaison partners, or black-site locations1 or contain cryptonyms or 
pseudonyms. If those documents contain such information, Committee staff 
will request that CIA conduct a classification review to redact the above- · 
referenced categories of infonnation from the materials or replace such . 
infomiation with alternative code na.i11es as determined jointly by the 
Committee and the CIA. , . . 

_SECRET 
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Any document qr other material removed from the reading room pursuant to 
paragraphs 8, 9, or 10 wm be stored in the Committee SCIF or transferred 
and stored on Committee TS//SCI systems, under Committee security 
procedures. 

10. Any notes, documents, draft and final recommendations, reports or other 
· materials prepared by Committee Members or Staff based. on information 
accessed in the Reading Room will be prepared and stored on TS//SCI 
systems. Such materials will carry the hlghest classification of any of the 
underlying source materials. If the Committee seeJ.<s to produce.a document 
that carries a different dassification than the u_nderlying source material, the 
Committee will submit that document to CIA, or.if appropriate to the DNI," 
for classification review and, if necessary, redaction . 

. 1_1. The Reading Room will be available from 0700 to_ 1900 hours, official 
government business days, Monday through Friday. If Committe·e staff 
requires addjtional time or weekend work is required, Committee staff will 
make arrangements·with CIA personnel with as much advance notice as 
possible .. 

12. The Committee will memorialize any reque.sts for documents or information 
in writing and CIA wffl respond to those requests in writing. 

13. All Committee staff granted a,ccess to the Reading :Room shall receive and. 
acknowledge receipt of a CIA security briefing prior to reviewing CIA 
documents at the Reading Room. 

SECRET 
Approved for Release: 2015/07/17 C06239412 COPY 



C06239412 . 
·_Approved for Release: 2015/07/17 C06239412 

The Honorable .Leon Panetta 
June 2, 2009 
Page Five 
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. We anticipate that agreement to these conditions w.01 address your concerns 
about Committee access to unredacted materials respons1ve to the Committee's 
document request. We look f9rward to immediate staff access t9 those materials. 

in addition, we expect that the discussjo.ns and agreements over access to the 
study information are· a matter restricted to the Congress and the Executive branch . 
. As such, neither thi~ letter nor derivative documents may be provided or presented 
to CJA's liaison partners. 

Dianne Feinstein 
Chairman 

Sincerely, 

SECRET 

Christopher S. Bond 
Vice Chairma.11 

Approved for Release: 2015/07/17 C06239412 COPY 





C06239413 
Approved for Release: 2015/07 /17 C06239413 

q1ANNE FEINSTEIN, CALIFORNIA, CHAIRMAN 
CHRISTOPHER S. BOND, MISSOURI, VICE CHAIRMAN 

JOHN D, ROCKEFELLER IV, WEST VIRGINIA 
RON WYDEN, OREGON 
EVAN BAYH, INDIANA 
BARBARA A. MIKULSKI, MARYLAND 
RUSSELL D. FEINGOLD, WISCONSIN 
BILL NELSON, FLORIDA 
SHELDON WHITEHOUSE, RHODE ISLAND 

ORRIN HATCH, UTAH 
OLYMPIA J. SNOWE, MAINE 
SAXBY CHAMBLISS, GEORGIA 
RICHARD BURR, NORTH CAROLINA 
TOM COBURN, OKLAHOMA 
JAMES E. RISCH, IDAHO 

HARRY REID, NEVADA, EX OFFICIO 
MITCH McCONNELL, KENTUCKY, EX OFFICIO 

CARL LEVIN, MICHIGAN, EX OFFICIO 
JOHN McCAIN, ARIZONA, EX OFFICIO 

cil:lnitrd ~tarn; ~rnatr 
DAVID GRANNIS, STAFF DIRECTOR 

LOUIS B. TUCKER, MINORITY STAFF DIRECTOR 
KATHLEEN P. McGHEE, CHIEF CLERK 

SELECT COMMITTEE ON INTELLIGENCE 

WASHINGTON, DC 20510-6475 
SSCI #2009-4918 

The Honorable Leon Panetta 
Director 
Central Intelligence Agency 
Washington, D.C. 20505 

Dear Director Panetta: 

December 23, 2009 

We spoke last week about the ongoing study by the Senate Select 
Committee on Intelligence on the Central Intelligence Agency's (CIA's) Detention 
and Interrogation Program. My staff has continued these discussions with officials 

I 

in the Director's Review Group and the Office of Congressional Affairs who have 
relayed your request that the Committee put in writing additional requests for 
access to CIA documents. 

Specifically, I request that in addition to the room made available for the 
Committee's study staff early this summer ( the "Reading Room"), a smaller room 
be made available for the :purpose of providing access to CIA documents for the 
staff that the Vice Chairman withdrew from the study in September. This room 
should have computer access to the same set of CIA documents provided to the 
study staff in the Reading Room, but not to the electronic or physical work product 
prepared by the Committee's study staff or communications between the 
Committee's study staff and the CIA. 

The document access at the second room should be provided subject to the 
same written agreements that the Vice Chairman and I reached with you earlier this 
year. The staff using this room will abide by the same conditions on using and 
transporting any documents or derivative work product prepared at the site. 
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To be clear, the Committee's study staf~ at the Reading Room will continue 
to conduct the Committee's study and prepare a draft report for the Committee's 
consideration. I appreciate your continued cooperation with their review. Please 
have your staff contact I (b)(B) ~ith any 
questions or to further discuss this request. 

Sincerely, 

V~""="'·~~~ 

Dianne Feinstein 
Chairman 
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HARRY REID 
NEVADA 

The Honorable John Brennan . 
Director 

iinitrd ~ttitts ~rm1tr 
WASHINGTON, DC 20510-7012 

March 191 2014 

United States Central Intelligence Agency 
Washington, DC 20505 

Dear Director Brennan: 

MAJORITY LEADER 

Given our discussions on several recent occasions, you are aware of my deep concerns regarding 
the CIA's actions with, respect to the Senate Select Committee on Intelligence (SSCI) Study of 
the CIA's Detention and Interrogation Program, particularly your notification ofSSCI Chairman 
Dianne Feinstein and Vice Chairman Saxby Chambliss that the CIA apparently, without prior 
authorization or consultation, searched the computers and computer networks designated for 
exclusive SSC! use in carrying out its oversight responsibilities. As Chairman Feinstein has 
noted, this incident wo~ld mark the third time since 2010 in which the CIA has acknowledged 
intruding into SSCI computer networks without authorization. You are no doubt aware of the 
grave and unprecedented concerns with regard to constitutional separation of powers this action 
raises. 

I am aware that you have defended the CIA' s actions in this case by alleging that the actions 
came in response to SSCI misconduct. Specifically, I understand that you have alleged that 
Senate committee staff illicitly accessed classified CIA networks to obtain a document - the so-
called uPanetta Review" -which appears to corroborate the findings and conclusions of the 
Committee's Study and to contradict the CIA's own official response to the Study. To my 
knowledge, the CIA has produced no evidence to support its claims that Senate committee staff 
who have no technical training somehow hacked into the CIA's highly secure classified· 
networks, an allegation that appears on its face to be patently absurd. 

The Senate has an interest in bringing final resolution to this dispute. In coordination with the 
Intelligence Committee, I have instructe<l the Senate Sergeant-at-Arms to initiate a forensic 
examination of the computers and computer network assigned for exclusive SSCI use, in order to 
determine how the "Panetta Review" entered into the SSCI network. 

In light of your statement in your January 27 letter to Senator Feinstein that.you "would welcome 
an independent review'' of this matter, I trust you will support this examination. To ensure tts 
independence, I ask that you take whatever steps necessary to ensure that CIA personnel refrain 
from further interaction relating to this issue with Senate staff other than the Sergeant-at-Arms 
staff conducting the examination while the examination is W1denyay. Furthermore, I ask your 
cooperation in ensuring that Sergeant-at-Arms staff have the access, including security 
clearances, necessary to complete their examination in a timely and. effective manner. 
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Please do n~t hesitate to contact me with any concerns about this matter. 

CC: Attorney Generai Eric Holder 
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A!CHARD J. DURBIN. COMMITTEE ON APPROPRIATIONS 

ILLINOIS COMMITIEE ON FOREIGN RELATIONS 

ASSISTANT MAJORITY LEADER 

The Honorable John Brenrian 
Director 
Central Intelligence Agency 
Washington, DC 20505 

Dear Director Brennan: 

CJJinitrd ~tatrs ~rnett 
iillJashington, flit 20510-no1 

March 13, 2014 

COMMITIEE ON THE JUDICIARY 

COMMtmE ON RULES 
AND ADMINISTRATION 

I write to express my grave concerns about the CIA's actions with .respect to the Senate 
Select Committee.on Intelligence (SSCI) Study of the CIA's Detention and Interrogation 
Program. 

As Chairman of the Judiciary Committee's Constitution Subcommittee; I take very 
seriously the responsibility of all federal officials to respect the U.S. Constitution's Separation of 
Powers .. I also serve as. Chairman of the Senate Appr:opriations Subcommittee on Defense, 
which appropriates funds for the CIA and other intelligence agencies. In this capacity, I h~ve 
gained a great appreciation for the need to protect the integrity of Congressional oversight of the 
Tntell1genc.e Community. . 

I have great respect for Senator Dianne Feinstein, the Chairman of SSCI, so I listened 
carefully to her lengthy floor statement earlier this week detailing her concerns about the CIA's 
interference in SSCI's oversight work. I have also reviewed your January 27th unclassified letter, 
.responding to.an earlier letter from Chairman Feinstein. 

The facts as presented in.Chairman Feinstein's floor statement and your letter are deeply 
troubling. Accepting your version of events, it appears that the CIA conducted an unauthorized 
search of a computer network used by S SCI staff to determine whether SSCI staff possessed 
certain sensitive CIA documents. You state that the documents in question are privileged, 
.deliberative, and pre~decisional. flowever, I understand that the Senate Legal Counsel has 
concluded that this type'ofprivilege is not recognized by the Legislative Branch. I believe that 
recognition of such a privilege would be a severe blow to any congressional oversight efforts of 
the Executive Branch, because any information, analysis, or operational plans could simply be 
labeled as deliberative or pre-decisional and withheld from the congressional oversight · 
committees. This would have profound impacts on the intelligence community's obligation 
under the National Security Act of 1~47 to keep Congress "fully and currently informed" on 
intelligence activities, Bf,d also t.11.e fh ... 11damental system of checks and balances established by the 
Constitution. 
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You acknowledge that the CIA does not know how SSCI staff obtained these documents, 
and Chairman·Feinstein maintains that the CIA provided the documents to S$CI staff. Given the 
separation of powers interests at stake, if the CIA had a question about these documents, you 
·.should have at the very least asked Chairman Feinstein and her staff for an explanation before 
taking the highly questionable and possibly unconstitutional step of searching a computer 
network used by the Legislative Branch. 

As a former member of SSCI, I am also troubled by allegations from CIA staff that SSCI 
staff has acted inappropriately, arid I take seriousiy Chairman .Feinstein's concern that this is a · 

· potential effort to intimidate SSC! staff. 

It is important not to lose sight of the underlying issue - the un-American and illegal 
torture of detainees held by our government. It was 10 years ago that I authored the first 
legislation to make it clear that the cruel, inhuman, or degrading treatment of detainees is illegal 
under U.S. law in all circumstances. My legislation was a response to the previous 
Administration's position that it was legal to use abusive interrogation techniques on detainees. 

I was very proud when, on only his third day in office, President Obama issued Executive 
Order 13491 ending the use of abusi~e interrogation techniques. Prior to your confirmation, we 
discussed this issue and you assured me that you would support the Administration's policy. 

As you know, the SSCI Study of the CIA Detention and Interrogation Program began in 
the aftermath of the CIA's inappropriate destruction of detainee interrogation videotapes. Then-
CIA Director Hayden suggested that SSCI staff review CIA operational .cables about the CIA 
Detention and Interrogation Progran1 in lieu of the destroyed tapes. As Chairman Feinstein has 
explained, the SSCI Study was authorized on an overwhelming bipartisan vote after SSCI found 
that the cables detailed detention conditions and interrogations that were far worse than what the 
CIA had previously described to SSCI. · 

Approximately on~ year ago, !'received a classified briefing on the SSCI Study. While I 
cannot recount the details of the briefing in this letter, the SSCI Study raises extremely troubling 
issues about not only CIA activities, but also the Agency's obligation to cooperate fully and 
accurately with congressional oversight activities. The conclusions of the SSCI Study, along 
with my understanding of the recent events relating to the documents in dispute, indicate to me 
that the CIA is mal<ing it very difficult for Congress fo fully carry out its oversight 
responsibilities. I simply cannot understand any circumstances that would legitimately allow the 
Executive Branch to withhold any information or documents from an official Senate 
investigation of such an important matter. 

After I was briefed on the SSCI Study, I spoke with you, the President, and then-
Secretary of Defense Panetta to urge each of you to be briefed on its findings and to support its 
declassification. In my view, it is critically important to declassify the SSCI Study so that we 
can ieam from, and hopefully not repeat, the 1nistakes of our past. I can..not say it better than 
Senator John McCain, an American hero who knows more about this issue than any other 
member of Congress, and who has urged the Administration to "take whatever steps necessary to 
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I ! 
I 
I finalize and declassify this report, so that all Americans can see the record for themselves, which 

I believe will ~ally close this pajnful chapter for our.country." 

In light of the important constitutional principles at stake, I tµ"ge you to directly address 
. the serious separation of powers issues that have been raised. I also again urge you to accelerate 
declassification to the greatest extent possible of the SSCI Study of the CIA Detention and 
Interrogation Program. 

Thank you for time and consideration. I look forward to your prompt response. 

Sincerely, 

bi~ '/\..t. 
Richard J. Durbin 
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.JOHN D. ROCKEFELLER IV 
WEST VIRGINIA . 

~nit~() $tat~$ S>enot~ 

The HonorableJohn:O.Bren.nan 
Director, Central Intelligence Agency 
Washington, C 20505 

WA.SHtNGtON; .. ·D.C;. 

January 27:, .2014 

.l cannot .overstate ho:1- .deeply ;~jsappoi~t¢dJ.am ·t? foam ofthe. c1~·~~ unauthorized search of the 
Senate Int~lligence Coirfrn.itte~'s ·cornpufor network at.a.ti of;fsite faciHty>ParticularJy inthe 
context of the Committ¢e'.'s Study on De.te11tion and Irit~rrogatiori ;wbere·there has long been a 
.deficit of trust~,a dcfici{that 1you'·and·1 have :been W6rking:to:-rcpair :.:.this°)sso· dam~ging .. 

My message t~ yoµ'.has·alw.ays been thatthe C!A mqs~ fully and{~rthrightly·recognize it~ past 
mistake$, _a~d then:apply the 'lesso'ns ·learned fromAhose _mistakes as it moves forward with its 
critically importantmissfon .. -Your.letter to· Ine in December of fast :y~at·seemed like an 
encouraging recogriiti01:iiofthe)mp<irtanqe of that~pproach, which makes this mos~'.recent 
development all the morc-fro~bHrtg; · 

This mi_;:;take,. this:search.without the Committee's approvat;:.has the pqtentiar to unc;iennine so 
much of'our irilp-ortarit-work tQgethet -· i.t must be. addressed fully. Ttmust: be addressed in a way 
that repairs the breach,· of trust ·~ndaliows the·CIA·and·thi.s cotrimittee to constructively move· 
forward. 

In your confirmation hearing.I praised your strongleadership, patience, courtesy, and-wisdom, 
which. rsaid made yo11 ~he. right man for the job. Irtthis, challenging momeni,I urge you to draw 
on those attributes to,fin~la way,:as the leader ofthe CIA, tq mcµ<e''thi.s tigh,t-.. 

Sincerely, 

~GA\ 
).ohn:O. RockefellerJY 

COPY 
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HARRY RglD 
NEVADA 

iinitnt :.~tatts ~cnatr , 

The Honorable 1;:ric Holder 
Attorney General 
United States Department ofJusti_ce 
Washington, DC 10530 

Dear Attorney General Holder: 

WASHINGTON, DC 20510-7012 

March 19,2014 

MAJORITY LEADER 

As you know, in January 2,014,:CentralinteiligenceAgeri~y'(CIA) Director John Breqnan 
personally informed Senate. Select Committee on InteUigerice Chau.man Dianne F: einstein. and 
Vice Chairman Saxby· Cluynbliss that the' CIA ap1,arentlyhad :~ without prior authorization or 
consultation acces~ed ·a ~pqiputer :network design~te.d for the Intelligence Conunittee' s 
exclusive use in coriductingi,ts official oversig,ht duties. . .. 

As Majority Leader of the S~nate, I have a responsibility to protect the independence and. 
effectiveness, of 01,1r institution.:'. The CIA '·s .decision to acce~.s th,e resources and work product of 
the legislative branch without pe~ission is ~bsolutely indefensible, ,regardless' ofth~ co,p.text. 
This action has serious separationof powers,implications. It is imrrlateriai whetherthis' action 
was taken in response to cox:icems aboutthe ·committee's pos~essioJ;i of a di~puted document; 
this stands as a categori,cally_differen~,a:ndniore'serious breach. . . 

These concerns have, been exacerbated by the CIA: Acting General Counsel's recent referraLof 
this issue to the Department .of Justice,in wha~ appears to be~ transparent'attempt to intimidate 
the Committee and underm,int:! its oversight of the.Agency; As the CIA has confinned,)ts Acting 
General Counsel, mentioned by name over 1,600 .ti1t;1es in the Intellig~nce ·committee's .study 9f 
the CIA's Detentfon_andJntctrogation Ptogram,Jiled a crimes report with theDeparlment pf 
Justice alleging m1scoriduct-by Intelligence Committee staff. To myknowledge,the'CIA has 
produced no evidence to support its claims. The allegation that Senat~ committee staff who have 
rio technical training somehow· haqked into' the CIA~s highly secure· classifi~ networ~ is. so 
absurd as to be comical~ . Thy absurdity of th~ allegatioi:ls, when TI1atcbed with the clear conflict 
of interest possessed by th~,Acting General Counsel, calls into .question the credibllity of CIA 
Director Brennan's recent claimtbat"There's never-been an ef:(ort lJy the CIA to. thw~ the 
SSCI's investigation." ·· · · · · 

The Senate has an interest in bringing final resolution to this dispute. In coordination with the 
Intelligence Committee, I.have in$tructed the SenateB¢rgeant-at-Armsto initiate a forensic 
examination of the compute.r~:~dcomp4t~r.netwQt~:-~ssigxied f()r exclusive SSCI use, in order to 
determine how the document at issue -- the so~called"PanettaReview" - entered into the SSCl 
network. l trust I can ~uht, up~n rour s·~pport forthfa e~ainination. . . 

In my capacity asthe l~ader oftheU:S: Senate, the CINs a,ctions cause me great concern. The 
CIA has not only intetffre<l':with the lawful congressionai oyers.igljt of ifs ~divities, but has also 
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seemingly attempted .to _intiqi.idate'its. c:rverseeis by subjectnlg ~en:i. to criin4ial.-irr~~stig~tton. _. 
These-developments' strilce: at,.~e'heart of the c'op.stitutionarseparation of powers between th~ 
legislative and executive bra~ches.· Left unchaUenged,, they calUnto que~tion.Corigress's ability 
to carry out its core constitutio~al d:utfos aµd rjsk the possibility of an unc1ccoun.table· Intelligence 
Community run amok Th¢ CIA.cannot be pe.nnitted to und~n:nine Congress'-s ability to s~rve as 
an effective ch.ec~·or:,. ~XyCUtive power.aspur nation's Founde!S intended.· 

. I trµst you will carefully;ex~e,th.~se concerns as the Departme;nfofJiistice d~terrnfrie:~ how·to. · 
proceed. · . , ·. ' · · · ·. · · · . · 

'. ·,, 

CC: CIA Director John Bfeh,nan .: 
...... · 

·~ '' 

..... \.:. 

:·· .. 

·,;;';. . '. ·. ' ' ;·.;': · .. 
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.. '..'.JHE·/DIRECTOR .. 
: . .CENTRAL INTELLIGENCE AGENCY · . . -·>\w4iiiNbT9i{~p;t_?2o~of - , 

'Th~ fton.9rc1b1e· ·Ha..i;ry 1 •. ~ei:d 
·Maj o_r.ity Lea tier .... · . · ... 
-Uhited' St:ate·s, :s:eria/te · 
yvas.p:in,,giprl~. n. c\' f::'20.$'.:li9: 
Dear S.'enator Reid.:·: 

)·::i\pf tl.·· )~Pl4 

I .am in rec_~_ipt.':'ot.·. ,y,0µ~ :J.~P~~~·:i;·· ._d.a,:.te1 1·9 f-1a:rch 2-0.14;, and 
I 

W[!i~e ,We:. cqme .. ,~J/:rhfs. ::fs.~ui, trorn/dif:teren.t:: p~rspe'·9tiM~S:,· I 'full,y 
agre.e ·t.h~t. we_· __ .s}5?~:fd .... tfn_?<·A: :~:<~.r{~ibi~-:-w.~y: .t~ :r~~oX:ve·'-:!h~-s. ~~:tter i 
that. pre},i:rve:s. t',rn~·· ·,crµ¢Ja~.:_equities .o,t· both the ·Legis __ lat.~v~ an.~. 
Executi::ve,' ··Btahchei:f .. , ' . :I': be?iie.ve ,,:·t'hat< Ch~fi-rman. Fe.ihste::in. a'rid Vice : 

•· . ·. ·. ·.,: '' .. •· I '. '•':•\•·':, ... ''.::_.· './;;!:;,.:"'''<··:·". · .. ·,· ·'· .. :''·,··;, :- , ... ,, .•. : .. · ... , ' 'l 
Chairman· Cham1?l:~~-~·;_ap_e,:,.,c?~;.,t~1.e: 0:s.ame,.:".yie11{,:(and __ ·1 .c;1m 'hop~.fµJ tl}at i 

we a~e· cu'r·rent1y <'o)~ ::.a/::,pat:fo,."J:,.Q.war..a ::-Ptitt±ng: t.his· -ma;tter beh_±,na; us ; 
in a way :that ~i)>l.,\11l.tj~it~l:}:.)i.t-i.~ngt9~m )),µr;: r·e~p~¢t.i v~ 
inst-{ tut ions~ · · ·· · · · - · · 

· A cruciat ·f i::r:s:t: s;!;:e'p, .bf . c::9ufs$·,. is ~av:tpg a process· that 
we all agf.~e _frc1~:, ih't.t3gr\t'.y:· ifo·:i: .. :'.<;i:e{errr,1.irr(ng. :.wh:a t happ~.n~d. As 
you' rioted,: I ±n1t~:~t_e.cL 'to' ¢:ti:aiiitlan ·,E:~tn::ste1n in' Jan:uary 2014 i 
that r -WOl:l~d ~~r1·ofn,e.' ':cil}·.A:r{d'."~p¢pq~nJ: ie.v,iew . ~f the ·~~t'ter:, ~nd r . 
st:arid by thos_E3'·wot¢s;> ·.~Aii·:trtY ::requ~sti. :~h~ ·crA' s ·Office qf' the I 

I.n~pec.to;- Gen-eral-'.-is} :~x~mihing itJi~:-. ci'ctiotis. :of CIA .p$r;~onnel in : 
coordtI1a.ti6n wiJ:h ·.t}i~, D~pa'.r>t~·ent:\:jf··Just:f~e-~: l +ciq.k }orwartt to: 
r.eceiving-.:t,h~ ·fn~·p·~·qtor, .Ge:neial' ~::··"fEipo:~t:;~. '.which wlll .a-iso b.e 
sharec:l wi:th: th~:··;qp~if(ee~·. I'· ·stfoi:lc:i·~{~ . .-weicoijie ·th,e decc±~i'on to; 
h'av~ the. ·Senate··.·ser~}ea.ri.t7at-'Atms.review the -actions .of. Senate 
staff and-···ha~e; in-~t:r~'ai:·eci ·the. -~·eie,va~t- cii\ .. oit ices., to.· -w~rk 
coopera,t'ively _vdth,;th~. :se'~gf~ri't+,a-t~A'.rm~.-~ .. <~:()' 'th~t ~e 'ma;:y' ~omplet~ 
h'is work iJ?. ~-- t~rn-~:1§ :fa.~_hio.j;:i In':. ·a.ddi.t:Lorj, g;t your r,eque·:;,t, anC:I 
in order to. pr~~e';·v:~· ;ffl_~:·:jntegtltiy ·.·of·· botrL r~vi·ews,. l have . 
. instructed 'my off.fcer~· ,t'o 'r'¢'f·~~}r{ ,fforn':Jµr}.her inte'ra·ction on 
this ·matter '«~th :,~·enaJ::~ _:~f:a..f.':E ,,ofti.~J?. 1;.pan}th,9s.e ·,employed RY the 
Senate' Se.rge~nf-if~Aim.s·~,: ':Of' GQiJ:{~§/: everything must be· dqne. in'. 
coo.tdinatibn wi,th -th~, ··o:ep_;irf.merif:·'.: ol:~ _Ju_s\i9"~'· in o:rtler to a-void . 
any in ter:f.e.renC~. )ifr,::t.h,:ei~,-'.·.?n.90.i:#9-. tnqµi.t: {ii~·· 

;,~!H~f :P:~:g~}f~![i~ltti;.f iiiiI:m~!I!f ;;t:;!r~~~~h;e~~:1 
,.:···, 
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c(b)(3) CIAAct I 

Assistant General Counsel 
Central Intelligence Agency 
Washington, D.C. 20505 

Dea.zi(b)(3) CIAActJ 

SECRETHNOPO.RN 

finittd ~mtts iroGtt 
SELECT COMMITTll ON INTEl.l.JGt'.NCf 

WASHINGTON, 0C 2051CM;475 

September 23, 2009 

SSCI# 2009-3817 

(U) I write to respond to your letters of August 27, 2009 and September l 4, 
2009, about the meetings between representatives of the Senate Select Committee 
on Intelligence (the Committee or SSCI) and the Central Intelligence Agency 
(CIA) to discuss the document production associated with the Committee's review 
of CIA's detention and interrogation program. Although I concur with the 
majority of your descriptions of our agreements, a few items deserve clarification . 

.. .. {SI/NF) (1) Paragraph 5 of the August 27, 2009 letternotes_th_a_t-"A_s_a--··----
general matter, most CIA documents will be made available for SSCI's review in 
the CIA Reading Room, per previous correspondence between SSCI and CIA." 
This statement should be clarified. Director Panetta's letter of June 4, 2009, stated 
only that "operational cables" would be made available for the Committee's review 
in the CIA Reading Room; it did not state whether other types of CIA documents 
would be. made available for review in the Reading Room or in Committee spaces. · 
In addition, the Committee's letter of June 2, 2009 stated "Responsive documents 
other than those contained in operational files that do not identify the names of 
non-supervisory CIA officers, liaison partners, or black-site locations, or contain 
cryptonyms or pseudonyms will be made available to the Committee in the · 
Committee's Sensitive Compartmenr.ed Information Facility (SCIF), unless other 
arrangements are made." Although Committee staff is open to working with you 
to ensure we obtain relevant documents as expeditiously as possible, the issue of 
where documents wiU be provided should be resolved with staff on a case-by-case 

. basis. 

SECRET//NOFOR.N 
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Page Two 

SECRET/1.NOPORN 

(S//NF) (2) With respect to Paragraph 13 of the August 27, 2009, letter, 
which notes that ''CIA reserves the right to redact sensitive·, non-responsive 
material from its documents before providing them for SSCI review," I encourage 
you to work directly with Committee staff to prevent unreasonable delays in the 
production of responsive documents that might result from an extensive redaction 
process. 

(Sl/NF) (3) Paragraph 1 of the September 14, 2009 letter notes that "SSCI 
and CIA also discussed redaction of officers' true names from the additional 
documents that will be provided to SSC!. SSC! did not agree to redaction of 
officers'· true names at this time and the issue as flagged for further discussion.,, 
At the meeting of September 9, 2009, CIA stated that redacting the true names 

-·-·----·_from the additicmaJ_do~umeJttuo__k_pm.vided would seriously delay the__pmductio~ .. ----·-
of those documents to Committee staff. In addition, redaction of officers' true 
names, with or without replacement by pseudonym, would significantly and , 
unnecessarily complicate the Committee's study. Given these concerns, I can't 
accept changes on this matter from our original agreement. 

(S{INF) (4) In Paragraph 4 of the September 14, 2009 letter, you noted that 
CIA does not intend to produce documents held by the Litigation Division of the 
Office of General Counsel unless the Committee advises otherwise. This is 
acceptable with the exception you mentioned that the SSCI staff requests that you 
produce any and all Vaughn indexes identifying documents responsive to Freedom 
of Infonnation Act requests for documents concerning CIA' s detention and 
interrogation program~ 

{SI/NF) (S) Paragraph. 6 of the September 14, 2009 letter requests SSCI 
agreements with its detailee revie~ers. The relevant documentation is attached. 

· ~//-'NF) (6) In the meetings between CIA and Committee staff on August 
12, August 21 ~d September 9, CIA requested that the Committee reconsider the 

. terms of the original agreement that Committee sudf provide to CIA for review 
. (:_____ only those notes and work product that contained certain .information-unredacted 

SECRET/JNOFORN 

-·-----·-----·-----·- -·-·---·-·--- - -·-·--·--··-·--· --------------
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SECRET/INOFORN 

names or pseudonyms of non-supervisory CIA personnel; locations of detention 
facilities or cryptonyms or information directly identifying such sites; or names of 
individual assets, contacts, foreign government officials,·or foreign intelligence 
officials or services-prior to removing the notes or work produc{ from the 
Reading Room. Because of a concern for the sensitivity of the infonnation, CIA 
has instead requested· that Committee staff provide all notes and work product 
prepared in the Reading Room for review prior to removing those documents from 
the Reading Room. I cannot agiee to this change to the original agreement. 

(Sf/NF) As expressed at the meeting on August 12, 2009, the general 
practice will be for Committee staff to seek review of materials being removed 

~

om the Reading Room. It is important, however, that the Committee retains its 
ght to remove notes and other work product from the Reading Room without 

CIA's review as .. long as they do.not co. ntai. "n those especially sensitive operational 
---·--··- etails .. Committee staff needs the abifily~ generate strategic or Committee 

sensitive documents in the Reading Room, without having to provide them to a 
member of the Executive branch to review. Recognizing the CIA's concerns in 
this area, however, I.have· asked the staff to lean forward to provide as much 
information for review as possible, even in cases where operational details are not 
included, unless there is a compelling reason on a case-by-case basis not to do so. 

J . 

(S/INP) In addition to providing the overwhelming majority of documents 
generated in the Reading Room to CIA for review prior to their removal from the 
Reading Room, the Committee has taken a number of other significant steps to 
address CIA concerns. As stated in our previous agreements, Committee staff will 
not provide information gained from the review of materials at the Reading Room 
to anyone who is not a Member or cleared staffer ,of the Committee prior to 
providing that information to the CIA for a classification review. All notes and 
documents created by the Committee based on information provided at the 
Reading Room will be stored in the Committee's SCIF except during appropriate 
transit between secure facilities. No information resulting from the Committee's 
study will be publicly reJe~ed prior to a detennination by the CIA, or if applicable 
the DNI, that such information is unclassified. Finally, it will not be the practice to 
re-create the sensitive infon11ation identified by the CIA when v,nting memoranda 

SECRE'ff/NOFORN 
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SECRf?T/fNOFORN 

or report materials in the Committee's office spaces or other locations. These 
stringent safeguards should address the CIA' s concerns about the sensitivity of the 
information. 

(U) Tnank you for both your letters and the productive discussions you have 
had with staff to prioritize materials for the Committee to review. I look foxward 
to continue to work with you in the future. 

Sincerelv. 
(b )(6) 

------------ -~-----
Attachment 

SECR.ETI/NOFOR'l 
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CENTRAL INTELLIGENCE AGENCY 
Washington, C.C. 20505 

N0.160 , P.2 

7 February 2014 

The Honorable Eric Holder 
Attorney General 
Department of Justice 
Washington, D.C. 20530 

ATTENTION: Mr. George Toscas 
Deputy Assistant Attorney General 
National Security Division 

Re: Crimes Referral 

Dear Mr. Attorney General: 

(U//.iQijO) I am. writing to you pur~uant to Section 1.6(b) 
of Executive Order 12333, as amended, and sections VI.B, 
VII.A.4, and VIII.A. of the 1995 Crimes Reporting Memorandum of 
Understanding between the Department of Justice and the 
Intelligence Community pertaining to the ~eporting of 
information concerning federal crimes ( "the MOU")'. 

(U/ /.i'OE:19). The Cent.ral Intelligence Agency (CIA) has 
information relating to possible violations of a specified 
Federal criminal law by one or more individuals not employed by 
the CIA •. Since the computer ayatern on which the·se possible 
violations occurred contains highly classified information, I am 
reporting in accordance the procedure set forth in Section 
VIIl.C of the MOU. 

(U//POOO~ The following information provides a reasonable 
basis to conclude that a violation of 18 u.s.c. S 1030(a) (2) (B), 
a specified Federal criminal ·law, has occurred. This 
information derives from a limited security investigation that 
was suspended before completion; only a completed investigation 
would determine whether or not.a ~iolation occurred. There ie a 
computer system or network (~system•) located in a CIA facility. 
Certain non-employees have authorized access to a portion of 
that system. A "firewallN exists between the portion to which 
those non-eli~loyeas have authorized access and the portion to 
which they do not have autho;ized access. There is a search 
tool on the system that allows the non-employees to, conduct 

UNCLASSIFIED//!'eeo 
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ONCLASSIFIEO~/fOOe-

The Honorable Eric Holder, 

searches to retrieve documents on their portion of the system. 
That search tool had a security vulnerability, now remedied, 
that could be exploited to allow non-employees to breach the 
firewa°ll and retrieve documents on the part of the system to 
which they were not authorized access. An incomplete audit, 
indicates that at least one non-employee exploited that 
vulnerability to retrieve a number of CIA documents on the 
portion of the system. to which he or she did not have authorized 
access. 

(0//POUO} The information made available to me indicates 
that in the November 2010 tita.eframa, the non-employee conducted 
a search that appeared intended to reach into part of the 
computer system to which the non-employee did not have 
authorized ac.cess. In such a circumstance, the system. was 
designed to bring up on ·the workstati~n. screen a page that 
advised the non-employee was not authorized to access that 
document. This page, however, had t.he secu.ri ty vulnerability 
that has since been discovered and remedied. The security 
vulnerability was that the page al.so contained a "URL" that 
indicated where the document was located on the system and if an 
individual copied the URL and pasted it into the browser's 
address bar, the individual could gain access to the document, 
copy it, brinq that copy across the firewall, and paste.it into . 
a folder on his o:r her side of the firewall.· The information 
made available to me indicates the non-employee copied the URL, 
pasted it directly into the browser's address bax, and accessed 
the document. 

(U//fe60) The information made available to me further 
indicates that this non-employee repeated this activity numerous 
times in order to access, copy, and brinq across the.firewall 
CIA documents to which he or she did not have authorized access. 
If the system worked as designed, on each occasion, the non-
employee would have received on the workstation screen a page 
informing him or her that he or she did was not authoxized to 
access the document. This non-employee copied all of these 
documents into a file or folde~ on the po~tion 0£ the system to 
which he or she had authorized access. Thereafter, at least 
four other non-employees accessed and printe~ these CIA 
documents on multiple occasions. It is not clear whether any of 
these other four non~employees may also have exploited the 
security -··. , - - ...... 1... ,4 , .f ........ Y U...I.Ulli:ii•CiUJJoe1,,. ,., • 
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The Honorable Eric Holder, 

(O/fpeae) Some or all of the documents accessed by 
exploiting the security vulnerability contained the following 
banner: 

P.4 

(rJ//f'Of:JO') :this olaas.:J.t'ied dooumant was prepared by the CIA 
Director's Revie~ Group for Rena1t1on, Detention, and Interrogation 
(DRG-RDI) Lor DRG-RDI's internal discussion purposes and should not 
be u.sed :for any other purpoae, nor may .it be dlstr.1.buted without 
express permission ~rom DRG-RDI or CIA's Oftioe of General counsel. 
7'his dOcument conta.1ns classl.fied in£ormation derived ~r011J 
sensitive sourcea and methods, whlah may include, but may not be· 
lim:i.ted to, HUMIN'l', ·SIGINT, .:l.ntelligenc:e asset,, other US 
Government ,gencies, and/or foreign governments and l.1aison 
services, and must be handled accordingly. 1h1s document also 
contains material protected by the attorney-client and attorney 
work-product privlleges, FUrtheI11Jore, this docEJ!llent constitutes 
deliberative work product, protected by the deliberative-process 
privilege, and is not a final, concluslve, COZD.Plete, or 
co.mprehens.1'V'e analysis or DRG-RDI or CIA, Rather, it was created 
to suJt the needs of DRG-RDI, Jn support 9r jn£orming senior Agency 
officers about broad ;,oJ..J.cy .issues. While every et'fort was made to 
ensure this document's accuracy, it m1y oo.nta.1.n inadvertent errora. 
For this reason, and because this document selectively su.mmar1zes, 
draws inrerenoes Zrom, or omits information fr011J the sources it 
a1tes, it should not be relied upon by parions outside DRG-RDI. 

(U/f!'OttO) At the request of the Director of the CIA, the 
CIA Inspector General (IG) opened a review into the actions of 
CIA employees who discovered the above information. On 30 
January 2014, represen~ativea of the IG discussed with the 
Criminal Division's computer Crimes and Intellectual Property 
Section (CCIPS), information concerning possible violations of 
~itle 18 u.s.c. ·ss 1030 and 2511 by CIA employees.. On 
3 ?ebruary 2014, the CIA IG's office issued crimes referral 
2014-11718 to CCIS~ based in part on those discussions. The IG 
aid not include in his crime referral any information regarding 
the potential criminal violation. by the non-employees, deferring 
to the Agency to determine whether. the information available met 
th• standard to issue a crime's report on the non-employees. 

(U//FOOO) As the Acting General Counsel, that 
determination was my responsibility u~der the MOU. As noted 
above, I have determined there is a reasonable basis to conclude 
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The Honorable Eric Holder, 

that a violation of 19 U.S.C. S 1030(a) (2) (B), a specified 
Federal criminal law, has occurred. 

SincerelyJ 

(b)(3) CIAAct 

copy to: Inspector General 
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Transcript of "Need to Know with D/CIA John Brennan" 
March 2014 

(b)(3) CIAAcL 
(U)C_ Well, thank you Director Brennan for sitting down with 
What's News once again. We verv much annreciate the opportunity. 

'(b)(3) CIAAct 
(U) D/CIA Brennan: Well, thank youc=J It's great to be able to have another chance 
to chat with you, as well as with the Agency as a whole. 

(b)(3) CIAAct 
(U}0We've all seen the recent media coverage about the RD/ program and C/A's 
relationship with the Senate. Can you tell us about this situation and what efforts are 
being made to improve relations with Congress? 

(U) D/CIA: Well, this is an issue of great importance to the Agency as well as to our 
Senate oversight committee, the SSCI. And, there are many different dimensions of this. 
There is the recent discussion and concern about what might have happened related to 
the computers that the SSCI has used to put together the report. This is something of 
great concern to me, as well as to the leadership of the committee, and we've had 
opportunities to talk about this. Which is the reason why, early on, I referred the matter 
to our Inspector General, because I need to understand exactly what the Agency did. 
And if the Agency did something wrong, and Agency officers did anything wrong, we will 
take appropriate action and hold ourselves to account. 

(U) So, we need to get over this issue right now as far as what happened at the facility 
where the work is being done. But, as I said, the IG and Department of Justice are the 
appropriate authorities to take a look at this, in the first instance, and to try to determine 
some of the facts. And then, we have responsibility here at CIA to make sure that we 
take those facts into account, and take whatever follow-up actions necessary. 

(U} The RDI report itself is the committee's multi-year effort to try to document, chronicle, 
and assess the rendition, detention, and interrogation program here at the Agency, that 
was closed down a number of years ago. But there is a strong feeling on the part of the · 
committee, and certainly on some particular members, that there needs to be a public 
accounting of what happened. We have worked closely with the committee-I know 
there is a lot of speculation in the media that the Agency has sought to thwart the 
committee's investigation or the publication of the report-and that. is not the case. 
These are difficult issues. The Agency, as I said in my note to the workforce, is 
frequently asked to do controversial things. So our actions are subject to great scrutiny, 
as they should be. But, what we need to do is to make sure that the report that comes 
out is going to be a fair and accurate portrayal of the program, our performance, where 
we fell short, as well as what might have been derived as a result of that interrogation 
program. 

(U) So we'll work through this with the committees. I do look forward to getting this 
behind us. I look forward to being able to interact with the committee about its findings 

(b)(3) NatSecAct 
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and conclusions. And if there are any additional steps that the Agency needs to take to 
make sure that we keep our performance as strong as possible, we will do that. But, 
over the course of the last several years, we have already taken a number of steps-
corrective actions-as a result of some of the internal reviews that we've done, Inspector 
General reports, and now with the committee's report. I'm hoping that we are going to be 
able to learn from the past, put this behind us, but then concentrate on all the issues that 
we face today, and in the future. · 

NR 
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NR 

(b )(3) CIAAct11, thank you nnr.R :m::1in fnr sharing your thoughts with What's News. 
' 'L_J (b)(3) CIAAct 
(U) D/CIA: Well, thank youilfor this opportunity. I really find it a very good 
opportunity to talk to you a~e workforce about issues of the day. And so I 
encourage folks who might be watching to give some ideas to What's News, and to you, 
about the issues that they would like to see addressed in upcoming opportunities to chat. 

(UDWe look forward to next month! (b)(3) CIAAct 

(U) D/CIA: Good. Thanks,[(b)(~) CIAAct 

(UC]-hank you. 

(b)(3) CIAAct 

GECRE~//HOFOR~l 
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From: Jon behalf of OPA Notice 

Sent: 
To: 

T, ,,.,.,-1.,,.., u ..... ch 11 2014 4·13 PM 
(b)(3) CIAAct~' · 

1------·--------·-------- ------ ---- __ .! 
Subject: Message from the Director 

Classification: UNCLASSIFIED 
---------------======================================= 
Colleagues, 

In light of public assertions made earlier this morning by Senate Select Committee on Intelligence (SSCI) 
Chairman Dianne Feinstein, I feel compelled to share with you some information as well as my thoughts 
surrounding CIA' s interactjon with the SSCI in relation to the now-defunct Rendition, Detention and 
Interrogation (RDI) program. Attached is a letter I sent to Chairman Feinstein, Vice Chairman Chambliss, and 
the full SSCI Committee on 27 January 2014. 

As I said earlier today in my remarks at the Council on Foreign Relations, CIA believes strongly in the 
necessity of effective, strong, and bipartisan Congressional oversight. We are a far better organization because 
of Congressional oversight, and as long as I am the Director of CIA, I will do whatever I can to be responsive to 
the elected representatives of the American people. To that end, CIA and the SSCI have been working for many 
months to resolve issues related to the Committee's RDI report. 

CIA has more than enough current challenges on its plate, which is why, far more than any other institution of 
government, the CIA wants to put the rendition, detention, and interrogation chapter of its history behind it. The 
Agency's detention facilities have long been closed. President Obama officially ended the program five years 
ago, by which time the CIA had ceased its interrogation activities .. Over the past decade, there have been 
numerous internal and external reviews of the program, and CIA has taken steps to address the shortcomings, 
problems, and performance deficiencies that became evident in those reviews. 

As you know, the SSCI has conducted an extensive review of that program, a review that CIA has devoted 
considerable resources to supporting over the last several years. CIA has tried to work as collaboratively as 
possible with the Committee on its report. We will continue to do so, and I have talked extensively to Chairman 
Feinstein and Vice Chairman Chambliss about the report and the way forward. CIA agrees with many of the 
findings in the report, and we disagree with others. We have acknowledged and learned from the program's 
shortcomings, and we have taken corrective measures to prevent such mistakes from happening again. But we 
also owe it to the women and men who faithfully did their duty in executing this program to try to make sure 
any historical account of it is balanced and accurate. We have worked closely with the Committee to resolve 
outstanding issues, and we look forward to working with the Committee should it submit any portion of its 
report to us for classification review. Even as we have learned from the past, we must also be able to put the 
past behind us so that we can devote our full attention to the future. 

As always, thank you for your outstanding service. 

John 

Classification: UNCLASSIFIFO 
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THE DIRECTOR 
CENTRAL INTELLIGENCE AGENCY 

WASHJNGTON,· Q.C. 20505 

27 January 2014 

The Honorable Dianne Feinstein 
Select Committee on Intelligence 
United States Senate 
Washington, D.C. 20510 

Dear Madam Chairman: 

I am in receipt of your 23 January 2014 letter regarding our 
15 January 2014 meeting.. I wholeheartedly agree that the Executive 
and Legislative branches must respect the Constitution's separation 
of powers and that the events that led up to our meeting go not 
only to the heart of that respect, but also to the effectiveness 
and integrity of the oversight process. As I have ·noted in the 
past, I believe in and strongly support the necessity of effective 
Congressional oversight, while also desiring to protect the 
Executive branch's legitimate prerogatives. In order to give you a 
sense of my perspective on these developments, I have outlined them 
below and propose a possible path forward. In short, I believe 
your idea of some sort· of independent ~eview is worth exploring, as 
it is my hope that we can find a way to address these events in a 
mutually satisfactory way that respects the very separation of 
powers principles we both seek to uphold. 

As I relayed to you and Vice Chairman Chambliss during our 15 
January meeting, I recently received information suggesting that 
sensitive CIA documents that were the subject of a pending request 
from the Committee may have been. improperly obtained and/or 
retained on the SSCI staff side of a CIA local area network, which 
was set up exclusively for the Committee's RDI review and which 
contains highly cl~ssified information. Consequently, I asked for 
a meeting with you ahd the Vice Chairman as soon as possible to 
share that information and to discuss the need for a review of the 
system in order to assess what happened. As we know, both branches 
have taken great care to establish an accommodation regarding the 
Committee's access to Executive branch information on the RDI 
program, and we need to ensure that what is shared is as agreed 
between the branches. At the same time, and most importantly, if 
the integrity of our network is flawed, we must addre$S the 
security problem immediately. 1 

1 To ensure we have a common understanding of the agreement governing the SSCI 
staff's access to and use of a portion of the relevant CIA facility's 
network, I will transmit under separate classified cover a copy of the 
agreed-upon Standard Operating Procedures, a copy of the materials used in 
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The Honorable Dianne Feinstein 

During our 15 January meeting, I explained how it came to our 
attention that these documents were on the SSCI staff side of the 
network. As I indicated, recent statements made by Committee staff 
suggested they had in their possession a document that you 
requested in a 26 November 2013 letter. In your correspohd.ence, 
you asked for "several summary documents" f'rom .what you termed an 
"internal review" of the CIA RDI program initiated by Director 
Panetta that purportedly came to conclusions similar to those 
contained in the Committee's study on the RD! program. Senator 
Udall made a ·similar reference to, and a request for, these 
materials during the open hearing on Caroline Krass's nomination to 
be the CIA's General Counsel. Senator Udall repeated his :request 
for these documen~s in a 6 January 2014 letter that he wrote td the 
President. In response, I explained to both you and Sen~tqr Udall 
that these requests raised significant Executive branch 
confidentiality interests and outlined tne reasons why we could not 
turn over sensitive, deliberative, pre-decisional CIA.material. 
These documents were not created as part of the program that is the 
subject of the Committee's oversight, but rather were written in 
connection with the CIA's response to the oversight inquiry. They 
include a banner making clear that they are privileged, 
deliberative, pre .. decisio:hal CIA documents, to inc1utj.e attorney-
client and attorney work product. The Executive branch has long 
had substantial separation of powers concerns about congressional 
access to this kind of material. 

CIA maintains a log of all materials provided to the Committee 
through established protocols, and these documents do not appear in 
that log, nor were they found in an audit of CIA' s ·side of the 
system for all materials provided to SSC! through established 
protocols. Because we were concerned that there may be a breach or 
vulnerability in the system for housing highly classified 
documents, CIA conducted a limited review to determine whether 
these files were located on the SSCI side of the CIA network2 and 
reviewed audit data to determine whether anyone had accessed the 
files, which would have been unauthorized. The technical personnel 
conducting the audit review wer·e asked to undertake it only if it 
could be done without searching audit data rel~ting to other files 
on the SSCI side of CIA's network. That review by IT personnel 
determined that the documents that you and Senator Udall were 

the security briefing given tp all Committee staff granted access to the CIA 
network, and other relevant documents. 
2 ·The system is designed to preclude looking for file names across the entire 
network, thus precluding a single '\network wide" review. Thus, absent 
finding and exploiting a vulnerability, the CIA personnei working on the RDI 
review should not be able to access arty information on the SSCI side, and th~ 
SSCI staff working on the RDI review should not be able to access any 
information on the CIA side of the network. 

2 
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requesting appeared to already be on the SSCI staff side of CIA's 
local area network and had been accessed by staff. Only completion 
of the security review will answer how SSCI staff came into 
possession of the documents. After Sharing this infonnation with 
you and explaining that I did not know hbw the materials would have 
appeared on the SSCI staff side of the network, I requested that 
you return any copies of these highly sensitive CIA documents 
located either in the Committee reading room at the CIA facility or 
in the Committee's own offices. You instructed your staff director 
to collect and provide to you any copies of the documents. I 
informed you that I had directed CIA staff to suspend any further 
inquiry into this matter until I could speak with you. 

I stated that I had asked for the meeting because I wanted 
Committee leadership to be fully aware of what had been ,brought to 
my attention before I directed the appropriate IT personnel to 
begin a full computer security review. I informed you that the 
staff who would conduct the security review would need to conduct 
computer forensics on the CIA documents that appear to be on the 
SSC! side of the system. I further informed you that the 
individuals assigned to conduct.this security review would be 
"walled off" from the CIA personnel who have be.en involved. in 
reviewing the Committee's study on the RDI program in order to 
protect the SSCI's legitimate equities in its deliberative 
materials and work, product. 

I made clear during our meeting that I wanted to conduct this 
security review with your consent and, furthermore, that I welcomed 
the participation of the Committee's Security Director in this 
effort. Yo~ informed me. t):lat you were not aware that the Committee 
staff already had access to the materials you had requested in your 
letter. Soon after our meeting, you requested by letter that I 
suspend any investigation or further access to the computers or 
computer networks' until you could consider the matter further. You 
also pledged in your letter that SSCI staff would not access those 
computers or computer networks for this same period. I reached you 
by telephone the next day to inform you that the CIA would 
temporarily suspend the security review in light of your request. 
I trust that you continue to believe that Committee staff should 
not access any of the computers on CIA's local area network while 
we work through this matter. 

As I st~ted in' our meeting, the existence of these sensitive 
Executive branch documents on the SSCI side of the CIA facility 
network--all of which were created outside the agreed time period 
for document production-~raises significant concerns about the 
integrity of a highly classified CIA computer system and whether 
the protocols developed between the SSCI and the CIA in relation to 
CIA files are being followed. You indicate in your most recent 
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letter that these documents were provided to Comn:dttee staff at the 
CIA-leased facility, but, as I noted above, we have no record of 
having done so under the process by which we have regularly 
provided documents. 

As I noted at our meeting, this is a very serious matter, and 
it is important that both the CIA and the Committee get to the 
bottom of what happened. We should be abie to do this in a way 
that preserves our institutional equities. 

I renew my invitation to have the Committee's security officer 
fully participate with CIA security professionals in a security 
review of the local area network dedicated to the RDI study. Your 
23 January letter indicates that an independent review of these 
events also may be appropriate. I would welcome an in~ependent 
review that explores CIA's actions and how these documents came to 
reside on the Committee's side of the CIA fac·ility network. If you 
are amenable, I will have my Acting General Counsel reach out to 
the Committee's Majority and Minority Counsel to discuss options 
for such an independent review. 

However we proceed, the security review must be completed in a 
timely manner. It is imperative to learn whether or not a breach 
or vulnerability exists on this network and was exploited. I trust 
that you share my concerns and that we can work together to carry 
out a security review that answers these important questions while 
respecting the important separation of powers concerns of both 
branches. 

Sincerely, 

cc: Members, senate Select Committee on Intelligence 
The Honorable Jim. Clapper, Director of National 

Intelligence 
Ms. Kathryn Ruemrnler, White House Counsel 
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Remarks at the Council on Foreign Relations (As prepared) 
3/11/2014 

It is a pleasure to be back at the Council on Foreign Relations and to see so many familiar faces. I would like to thank Richard Haas for inviting 
me to speak to this very distinguished group, and I also thank Andrea Mitchell for lending her considerable knowledge and insight to our 
discussion. 

Just over a year ago, I had the privilege of placing my hand on the very first printed copy of the Constitution-a draft edited and annotated by 
George Washington himself that is one of the most treasured items held in the National Archives. With my hand on that document, Vice President 
Biden swore me in as the 21st Director of the Central Intelligence Agency. I chose to take my oath on that precious piece of history as a clear 
affirmation of what the Constitution means to all of us at the Agency. We have no higher duty than to uphold and defend the rule of law as we 
strive every day to protect our fellow citizens. 
Like so many things involving CIA, however, people read nefarious intentions into my decision to take my oath on an early draft of the 
Constitution that did not contain the Bill of Rights-our Constitution's first ten amendments. At the risk of disappointing any conspiracy theorists 
who might be here today, let me assure all of you that I, along with my CIA colleagues, firmly believe in and honor not only the Constitution but 
also the Bill of Rights, as well as all subsequent amendments to our Constitution. I just happen to be an ardent admirer of George Washington and 
of the historical foundations of our great country. 

My first career at CIA began in 1980; so when I returned to the Agency last March, I was already well acquainted with its people and its mission. 
Having spent the previous four years at the White House, I also had the benefit of experiencing firsthand the enormous challenges confronting our 
policymakers as they deal with the myriad challenges our Nation faces in the 21st century. 

As a result of the tremendous opportunities I was given over more than 30 years working on national security issues, I could see the Agency from 
outside as well as inside our headquarters in Langley, Virginia. I could see how the Agency's work informs policymaking, shapes our intelligence 
and security relationships with countries around the world, and, working with other departments and agencies in the US Government, helps keep 
our country safe from harm. And although I had plans to retire from government service at the conclusion of President Obama's first term in 
office, 1 was humbled by the opportunity to lead the Agency I was a part offor a quarter-century and, hopefully, to play a role in ensuring that the 
CIA's future is even more accomplished than its storied past. 

So thank you for being here this morning, and I would like to offer a few brief comments before I address the many questions that are on your 
mind. 

First of all, being CIA Director means that I have a front-row seat to the dynamic and often dangerous world stage. While I was at the White 
House, I often spoke publicly about the terrorist challenges we face as a Nation. After a year as CIA Director, I unfortunately remain convinced 
that the US Government and the American people will be dealing with terrorism in one form or another for many years to come, as too many 
individuals and groups remain inclined to use violence for political, ideological, or purported religious reasons. 

And despite rampant rumors that the CIA is getting out of the counterterrorism business, nothing could be further from the truth. CIA's global 
mission, our intelligence collection, analysis, and covert action authorities and capabilities, as well as our extensive liaison relationships with 
intelligence and security services worldwide, will keep CIA on the frontlines of our counterterrorism efforts for many years to come. 
At the same time, I fully expect CIA's role to evolve as the capabilities and the political will of our overseas partners continue to grow in the 
coming years. Building the capacity, enhancing the knowledge, and empowering the operations of our partners will be key to mitigating the 
terrorist threats that the world collectively faces in the decade ahead. 
Similarly, the intelligence mission on the cyber front will evolve as well, as sovereign adversaries, criminal networks, terrorist organizations, and 
hacktivists explore new ways to do our country and our people harm via the digital domain-our planet's new and still relatively unchartered 
frontier. 
Much of what makes cyber so challenging is that technology is changing so rapidly-and society along with it. In many respects, the world is 
transforming before our eyes, as more and more human activity migrates to the cyber/digital domain and more and more of our daily Jives depend 
on that domain for social interactions, financial transactions, commerce, trade, communication, education, infonnation, entertainment, and the list 
goes on. 
But the fact remains that many technological and scientific advances have proved throughout history to be double-edged swords. The power of 
jdynamite that can move mountains and pave the way for road networks, tunnels, and bridges also can bring destruction and death in the wrong 
hands. The irony of Aifred Nobei's two iasting iegacies-the inveniion of dynamite and the world's most famous peace prize-is testa.i-nent to 
both edges of the sword of technological advancement. Today, the websites and smartphones that enable Syrians to organize themselves against 
Assad's regime and show the world its brutality also help al-Qa'ida and other terrorist groups communicate as well as conduct terrorist attacks. 

Recent events have brought into stark relief the national-indeed, the international-debate about the appropriate role of government, and 
specifically intelligence and law enforcement agencies, in this new cyber frontier that is clearly full of wonder and opportunity but also fraught 

1with great risk. 
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In the year since my return to CIA, technological advances and their profound implications for both the Agency I lead and the world we study have I 

been very much on my mind. IfI had the opportunity to start my career all over again, I believe I would start out as a data scientist or engineer in 
CI A's Directorate of Science and Technology. Like any other information-based and technology-enabled profession, intelligence is undergoing a 

!
profound transformation, and the women and men of our Science and Technology Directorate are tackling some truly fascinating issues head-on. 

For example, we are looking at how we can protect the identities, activities, and missions of our clandestine officers. These are the officers who 
operate internationally on a daily basis yet increasingly have digital footprints from birth. 

We are also looking at how we appropriately leverage the seemingly infinite amount of publicly available and not-so-publicly available 
information so that we can detect the threats to our national security and to the American people-all while staying true to those cherished 
principles of liberty, freedom, and privacy upon which our great country was founded. As someone who bears at least partial responsibility for 
keeping my fellow Americans safe, these are the challenges and the questions that truly hurt my head. 

As challenging as counterterrorism and operating in the cyber domain are, they are but two of the many issues that CIA and the rest of the 
Intelligence Community have to follow. Since returning to government in 2009, the number of issues of major significance to US national security 
interests demanding constant attention from both policymakers and intelligence officers has been staggering. 

The political turmoil and upheaval attendant to the so-called Arab Spring has fundamentally changed the political and social landscapes in Tunisia, 
Libya, Egypt, and Yemen. The tremendous loss of life, the humanitarian disaster, and destruction of some of the world's most beautiful ancient 
cities in Syria is nothing short of a modem-day catastrophe. The political dynamics underway in Iraq, Iran, Afghanistan, North Korea, Venezuela, 
South Sudan, and the Central African Republic, among others, reflect internal tensions, economic stress, sectarian conflicts, and global ambitions. 
And Russian and Chinese strategic pursuits, in both their near and far abroad, demand the constant attention and vigilance of our national security 
experts. 

Ukraine provides a real-life example of why it is so important to preserve our intelligence capability to stay on top of world events in their totality, 
rather than just a few key issues. Over the past several months, the CIA and its Intelligence Community partners have closely followed events in 

/
Ukraine, keeping policymakers infonned of unfolding developments on the ground, scenarios for escalating tensions, and options available to 
Ukrainian, Russian, and other world leaders. 

Now I know that many would like the CIA to predict the future-answering questions such as ''will Crimea secede and be annexed by Russia" and 
"will Russian forces move into Eastern Ukraine." But the plain and simple truth is that, with virtually all events around the globe, future events-
including in Ukraine-are shaped by numerous variables and yet-to-happen developments as well as leadership considerations and decisions. 
While we do not have a crystal ball, it is our responsibility to identify those variables and considerations and to point to the key drivers that will 
ultimately detennine future events. 

Let me conclude by offering a few final words about CIA as a learning organization. We were born in 1947 as the Cold War was just getting 
underway. Over the past 67 years we have had the great fortune to play a role in helping keep this country great and its people safe. And while we 
are exceptionally proud of the work we do, we have not been a perfect organization-far from it. We have made mistakes, more than a few, and 
we have tried mightily to learn from them and to take corrective actions whenever and wherever appropriate. 

I It is no secret that many of the things that the Agency has done over the years-things that it was asked to do, that it was directed to do, that it 
?lone had.the authority and responsibility to d?"""-rema!n su~jects of intense scrutiny, debate, and controversy. The rendition, detention and 
1nterrogat1on prograrn of nearly a decade ago 1s a case m pomt. 

Now, there have been many things written and many things said-some fact and some pure fiction-about the CIA's views and actions related to 
the Senate Select Committee's Report on the RDI program. So I want to take this opportunity to say two things: 

First, my CIA colleagues and I believe strongly in the necessity of effective, strong, and bipartisan Congressional oversight. We are a far better 
organiz.ation because of Congressional oversight, and as long as I am the Director of CIA, I will do whatever I can to be responsive to the elected 
representatives of the American people. Our Congressional overseers ask us the tough questions, hold our feet to the fire, and work every day to 
ensure that American taxpayer dollars are being spent effectively and efficiently to keep our country strong. Most importantly, they work to ensure 
that the CIA and other intelligence organizations are carrying out their responsibilities and activities in full accordance with the law. I.don't 
always agree with them-and we frequently have what I would call "spirited" and even "sporty" discussions-but I believe we are fulfilling our 
respective Executive Branch and Legislative Branch roles. 
Second, the CIA has more than enough current challenges on its plate, which is why-far more than any other institution of government-the CIA 
wants to put the rendition, detention, and interrogation chapter of its history behind it. The Agency's detention facilities have long been closed. 
President Obama officially ended the program five years ago, by which time the CIA had ceased its interrogation activities. Over the past decade, 
there have been numerous internal and external reviews of the program, and the CIA has taken steps to address the shortcomings, problems, and 
performance deficiencies that became evident in those reviews. 
The Senate Select Committee on Intelligence has conducted an extensive review of that program, a review that CIA has devotedtconsiderable 
resources to supporting over the last several years. CIA has tried to work as collaboratively as possible with the Committee on its report. We will 
continue to do so, and I have talked extensively to Chairman Feinstein and Vice Chairman Chambliss about the report and the way forward. 

CIA agrees with many of the findings in the report, and we disagree with others. We have acknowledged and learned from the program's 
shortcomings, and we have taken corrective measures to prevent such mistakes from happening again. But we also owe it to the women and men 
who faithfully did their duty in executing this program to try to make sure any historical account of it is balanced and accurate. We have worked 
closely with the Committee to resolve any outstanding issues, and we look forward to working with the Committee should it submit any portion of 
its report for classification review. Even as we have learned from the past, we must also be able to put it behind us so that we can devote our full 
attention to the chaiienges ahead. 

I arrived at CIA in 1980 fresh out of graduate school and was sworn in as a GS-9 officer, never believing in my wildest dreams that one day I 
would have the honor and privilege of leading the courageous, dedicated, and exceptionally talented women and men of CIA. Now, as CIA 
Director, I go down to the main lobby at our Headquarters in Langley once a month to administer the oath of office to our newest employees. 

~----------(b_)(_3_) C_I_AA_c_t ___________ l 9/10/2014 
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l am always struck by the quality of these women and men. Many speak several languages. Some have already had successful careers in the 
private sector and now want to give something back to their country. For all of them, this moment is the culmination of years of hard work, and 
you can see the enthusiasm in their eyes: They look focused, confident, and eager to make a difference. 

As I watch them raise their right hands, I feel an extraordinary sense of obligation to these officers. They have chosen a profession that is filled 
with great rewards, but also steep challenges-and, sometimes, grave danger. It is my job to prepare them for it. And from day one, I want them 
to understand that they are joining more than an organization; they are also joining a tradition of service and sacri flee unlike any other. 

For this reason, I always administer the oath of office in front of our Memorial Wall. There are 107 stars on that wall, each one representing an 
Agency hero who made the ultimate sacrifice on behalf of our Nation. And I emphasize that we all have a responsibility to remember the officers 
and the sacrifices represented by those stars, and to carry on their work in a way that would make them proud. 

I am sharing this with you because it underscores a defining trait of CIA: our profound commitment to one another and to the Nation we serve. 

For more than six decades, the women and men of CIA have devoted themselves to protecting our Nation and to advancing American interests 
around the globe. Their contributions often go unrecognized, but let there be no doubt that CIA officers are essential to the strength and security of 
our Republic. 

Thank you, and I look forward to taking your questions. 

;m;;;~l4 l2:52 PM by~-(--b-)(3 ___ ) __ 1c IAA t 
Last modified at 8/l/2014 10:42 AM b C Oose 
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Sent: Tuesda , June 09 2009 6:55 
To: (b)(3) CIAAct 

'--------
Subject: RE: Fax (b)(6) 

(b)(3) CIAAct 

Thanks for the note. We'll get back to you as soon as we can. 

~~~:R5)(3) CIAAct ···J-~j~~~civ] 
Sent: Tuesday, June 09, 2009 6:53 PM· 

RE: Fax ____ (b )(E3)______ --~ 

[ (b )(5)-=i We are very very close. I have one edit and one definition .. f·think I am pretty safe in discussing 
the two issues via this venue. If you are okay with these two things, then we have an agreement. 

Both pertain to the second ticked para. 
J • 

We would 1.ike the first sentence of the second ticked para to read as follows: "Prior to leaving the RR with any 
materials containing .@Y-Opetation;;:if infonnation, including that covered in ... " Our feeling is this; we are not 
interested in your thoughts, opinions, assessments, points of view, strategies, etc. If you have notes that have 
only that information in them, we are not interested in seeing them. lf, · however, you have taken any notes based 
on the operatio~al material, it is within our purview to review those notes.· We will rely on the honor of each staff 
member to identify those notes to our officers for redaction. 

lastly in terms of "walling-off' the redactions of Committee notes from the rest of our organizations activities. we 
· believe necessary that we define that as walling off the redaction activities of the DRG·RDI from the rest of our 
organizations activities. In other words, we cannot simply identify five people in ADI who will not speak _with 
_anyone else. We have to define it a~ ADI not speaking to anyone-else. As your review gets going,_ hours will get 
long, hours will be odd, weekends will be worked. We are prepared to provide the ability for you to work those 
hours, but we may not have the same people within ADI doing t~.e redactions. I_ may have weekend duty at times 
or be the only available at Bpm on a weekday ... so I will do the redactions if needed. One.of oyr younger 
redactors may have a question about whether he should or should not redact something. He has to have the 

. ability to go to a manager and ask. What we can assure you is that nothing that our officers within ROI view in 
conjunction with the redaction effort will be discussed with anyone who is not a member of the ADI. I don't think 
any change in the letter you sent t.o us warranted; hbwever, in the ~pirit of tr.ansparency I want you to understand 
that this is how we will define it. · · 

· If you are good with the edit and the definition, then we have an agreement 

If you are good with this and notify me tonight. .. I will proceed, to drink enough alcohol to become comfortably 
numb. 

(b)(3) CIAAct 

F,oml; : : (b)(6) 
Serlt: u;ay, :une 09, 2009 4:45 PM 
- I I 
10L__~___J (b)(3) CIAAct 
Subject: Fax 

~ssci.senate.gov] 
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· · We sent over a fax to encapsulate the conv~rsations I've been having Yll(b )(3) C IAAct} It's not marked ORAfT, 
but once you are able to review it and {hopefully) agree, we can send over something a little more formal. 

I'll be around for a while tonight, so please let me know when you have a chance to read what we sent. 

I 

(b )(6) 

·c____ _ ____,J 
Senate Select Committee on Intelligence 

(lb)(B) ~seiiate.gov . . 
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To(p)(3) CIAActl 
From: I (b )(6) 
Date: June 9, 2009 

During our discussions following the exchange ofletters between Chairman Feinstein and Vice 
Chairman Bond and Director Panetta 9n June 2 and June 4> we believe that, suq_ject to the points 
below, there is agreement on the access by Members and staff of the Senate ~elect Committee on 
Intelligence (SSCI or "1he Committee"}to unredacted, sensitive CIA documents pertaining to the 
Committee's study of CIA detention and interrogation. In addition to, or to clarify, points in the 

. previous two letters, we understand the agreement to be that: 

%\:.,· .. , ·:~~·~r-.-:y.~'i,<t·!~S,(;!M~.m~:r.~gr,.~~ff wiJl..Q9tr.~!W?X~-MWA.W..<tif~i_n,g.BpPnJ,~ny ~~Wt~1-~PI~.pr99:~t,_ .... · 
operational ·files, or other documents that contain unredacted names or pseudonyms of non-
supervisory CIA personnel; locations of detention facilities or cryptonyms or information 
directly identifying such ·sit~s; or names of individual assets, contacts, foreign government 
official~, or foreign intelligence officials or services. . . 

- Prior to leaving the Reading Room with any materials containing operational information 
covered in the preceding paragraph or references to such 1n fonnation, Committee staff will 
·provide those materials to CIA personnel for redaction or replacement with a designator or for 
CIA 's review of the Committee staff redaction or replacement. CIA 's review of <:;ommittee 
information for redaction or replacement purposes will be "walled-off" from all other CIA 
activities. · · 

- I\ wi11 not be the Committee's general practice to recreate such. sensitive information when · 
. \i\'Titing memoranda or report materials in ~e Committee's office spaces or other locations. 

,;::i-'·-~-,;. ·. ·-~~':!<~" .;~,:\·.·1:<·.Th~\Coiffmitt.etWlU nbl protide1'nff6ftna'tioifgafiie-cf,'ftortt'the·review' ofntatetiats-·at the 
Reading Room to anyone not a .Member or cleared staffer of the Committee prior to providing 
that information to the CIA for a classification review. No infonnation resulting from the 
Committee's study will be publicly released prior._to a cietennination by the CIA, or if applicable 
the DNI, that such information is· unclassified. 

· -Except for materials stored at the Reading Room, notes and documents created by the 
Committee based on information provided at the Reading Room will be stored· in the 
Committee's SCIF except during appropriate transit between secure facilities. 

We look foiward to gaining the access·to the operational do~uments necessary for tlR,study and 
appreciate your work on reaching this .agreement. 

CONFIBENTIAL 
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Fromj (b )(6) 
Date: June 9, 2009 

During our discussions following the exchange ofletters between Chairman Feinstein and Vice 
Chairman Bond and Director Panetta on June 2 and June 4> we believe that, subject to the points 
below, there is agreement on the access by MemberJ arid staff of the Senate Select Committee on 
Intelligence (SSCI or "the Committee',) to unredacted, sensitive CIA documents pertaining to the 
Committee's study of CIA detention and interrogation. !n addition to, or to clarify, points in the 
previous two letters, we understand the agreement to be that: 

·.· , .. -::. S.,SC,1.M,e,mb.~$.Qr swI \Vil.l ~ot ~oye frpm lh~.R~ading .Roo~ i:iot~~' ~9.rk pro4uct. 
operational files, or other documents that contain unredacted names or pseudonyms of non-
supervisory CIA persoMel; locations of detention facilities or cryptonyms or infonnation 
directly identifying such· sites; or names of individual assets, contacts, foreign government 
officials, or foreign intelligence officials or services. 

- Prior to leaving the Reading Room with any materials containing operational information 
covered in the preceding paragraph or references to such in fonnation, Committee staff will 
provide those materials to CIA personnel for redaction or replacement with a designator or for 
CIA 's review of the Committee staff redaction or replacement. clA•s review of Committee 
infonnation for redaction or replacement purposes wiH be 0 walled-oft'1 from all other CIA 
activities. 

- It will not be the Committee's general practice to recreate such sensitive information when 
writing memoranda or report materials in the Committee ts office spaces or other locations . 

... · "· ·.,. · · ·::'Tne"Conmuttee'··wm not provide ·information ·gamed fronnhe review of materials ·at the 
~ng Room to anyone not a Member or cleared staffer of the Committee prior to providing 
that infonnation to the CIA for a classification review. No infonnation resulting from the 
Committee's study will be publicly released prior to a determination by the CIA, or if applicable 
the DNI, that such information is unclassified. 

-Except for materials stored at the Reading Room, notes and documents created by the 
Committee based on information provided at the Reading Room will be stored in the 
Committee's SCIF except during appropriate transit between secure facilities .. 

We look forward to gaining the access to the operationaJ documents necessary for tbe study and 
appreciate your work on reaching this agreement. 

~···~ ;: ...... '' · ... ·. •'• ........ · ...... ~.;. ~· ··. . .. ·. 

CON.FfBEN'flAL 
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From: (b )(61__ ____ ·····-····-~s~i.senate.gov] · 
Sent: Tuesday, June 09, 2009 6:55 PM 
To: =(b)(3) CIAAct 
Subject: RE: F(E)(6) _______ __J 

(b)(3) CIAAct 
I __ . ______ I 

Thanks for the note. We'll get back to you as soon as we can. 

From~ (b)(3) CIAAct ~ucia.gov] 
Sent: Tuesdav,.Ju~ 09L 2009 6:53 PM :ro:/ (b)(6)·-~-~------ J 

SUbject: RE: Fax 

L (b )(6) f We are very very close. I have one edit and one definition. I think I am pretty safe in discussing 
the two issues via this venue. ff you are okay with these two things, then we have an agreement. 

Both pertain to the second ticked para. 

We would like the first sentence of the second ticked para to read as follows: "Prior to leaving the· RR with any 
materials containing .ac:ocoperational infonnation, including that covered in ... " Our feeling is this; we are not 
interested in your thoughts, opinions, assessments, points of view, strategies·, etc. If you have notes that have 
only that information in them, we are not interested in seeing them. If, however, you have taken notes based 
on the operational material. it is within our purview to review those notes. We will rely on the honor of each staff 
member to identify those notes to our officers for redaction. 

Lastly in terms of "walling-off" the redactions of Committee notes from the rest of our organizations activities, we 
believe necessary that we define that as walling off the redaction activities of the DAG-ADI from the rest of our 
organizations activities. tn other words, we cannot simpfy Identify five people in ADI who will not speak with 
anyone else. We have to define it as RDI not speaking to anyone else. As your review gets going, hours will get 
long, hours will be odd, weekend$ will be worked. We are prepared to provide the ability for you to work those 
hours, but we may not have the same people within ROI doing lf:le redactions. f may have weekend duty at times 
or be the only available at 8pm on a weekday ... so I will do the redactions if needed. One of our younger 
redactors may have a question about whether he should or should not redact something. He has to have the 
ability to go to a manager and ask. What we .can assure you is that nothing that our officers within ADI view in 
conjunction with the redaction effort will be discussed with anyone who is not a member of the ROI. I don't think 
any change in the letter you sent to us warranted; however, in the spirit of transparency I want you to understand 
that this is how we will define it. 

If you are good with the edit and the definition. then we have an agreement. 

If you are good with thls and notify me tonight... I will proceed to drink enough alcohol to becol!)e comfortably 
numb. 

l(b)(3) CIAActl 

;~m~ (b)(6) 
!~J~!~'A 09, 12009 4:45 PM 

I o:ltQli.':?Ll.; IAACt~_J 
Subject: Fax · 

~sscf .senate.gov] 

. . 6/9/2009 
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/(b)(3) CIAAct 

We sent over~ fax to encapsulate the conversations I've been having""(b)(3) CIAAct1 It's not marked DRAFT, 
but once you are abl~ to revtew it and (hopefully} agree, we can send over something a little more formal. 

l'H be around for a while tonight, so please let me know when you have a chance to read what we sent. 

(b )(6) 

619/20C)C) 
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((b)(3) CIAAct=1 · 

From: /~ ___ (b_)_(6_) ---~~ssci.senate.gov]. · 
Sent: Tuesday, June 09, 2009 6:55 PM 
To:. C(b)(3) CIAAct 
Subject: RE: f(b )(6)-----~-~ 

(b ;(3) C IAAct] 

Thanks for the note. We'll get back to you as soon as we can. 

F~mC(b)(3) CIAAct ~~.gov] ~r: Tuesdav June 09 (~6)·53 PM 

Subject:RE: Fax r 

C ( b) ( 6) :]we a~e ve.ry very dose. I have one edit and one definition. l think I am pretty safe in discussing 
the two issues via this venue. If you are okay with these two things, then we have an agreement. 

Both 'pertain to the second ticked para. 

We would like the first sentence of the second ticked para to read as follows: "Prior to leaving the RR with any 
materials containing any operational infonnation, including that covered in ... n Our feeling is this; we are not 
interested in your thoughts, opinions, assessments, points of view, strategies, etc. If you have notes that have. 
only that information in them, we are not interested in seeing them. I( however, you have taken illJY notes based 
on the operational material, it is within our purview to review those notes. We wilf rely on the honor of each staff 
member to identify those notes to our officers for redaction. 

lastly in terms of "waifing-off' the redactions of Committee notes from the rest of our organizations activities. we 
· berieve necessary that we define that as waiiing off ihe redaction activities of the DAG·RDi from the rest of our 
organizations activities. In other words, we cannot simply identify five peopfe in ADI who will not speak with 
anyone else. We have to define it as ADJ not speaking to anyone else. As your review gets going, hours will get 
rang, hours will be odd, weekends will be worked. We are prepared to provide the ability for you to work those 
hours. but we may not have the same people within RDf doing tf)e redactions. I may have weekend duty at times 
or be the only available at Spm on a weekday ... so I will do the redactions if needed. One of our younger 
redactors may have a question about whether he should or should not redact something. He has to have the 
ability to go to a manager and ask. What we can assure you is that nothing that our off1e0rs within ADJ view in 
conjunction with the redaction effort will be discussed with anyone who is not a member of the ADI. I don't think 
any change in the letter you sent to us warranted; however, in the spirit of transparency I want you to understand 
that this is how we will define it. 

If you are good with the edit and the definition. then we have an agreement. 

If you a're good with this and notify me tonight. .. I will proceed to drink enough alcohol to become comfortably 
numb. · · 

(b)(3) CIAAct 

Frorn 1 

Sent:'----,-.--v.~l~u~..._--,~2=009=.~4.~,4=5~p=M~~~~ 
To:(b )(3) CIAAct 
Su6 ect: Fax 

ssci.senate.govJ 

6/9/2009. 
. . . . : . . . . . . ' . . . . 
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)(3) CIAActl 
/·IL-----~ 

. We sent over a fax to encapsulate the conversations I've ~en having'll(b)~3) CIAAct} lt's·not marked DRAFT, 
but once you are able to revie:W it and (hopefully) agree, we cail send over something a little more formal. 

. . . 

l'U be around for a w~ife tonight, so please let me know when you have a chance to read what we sent. 

(b )(6) 

rSerr~Sc(b)'(~mitt .... ~.rlliBCnce 
I 

6/9/2fX'J9 
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MEMORANDUM 

. roved for Re\ease. . . . . . 
APP · . C()N~ENTIAL · 

: :(b )(3) C\AAct · 
.,.,.;, 

,. 
To:· { . Fromt==-----
Date: June 1 o, 200V-

--~ 

(b)(6) 

During our discussions following the exchange of letten; between Chainnan Feinstein and Vice 
Chairman Bond and Director Panetta on June 2 and June 4, we believe that, subject to the points 
below, there is agreement on the access by Members and staff of the Senate Select Committee on 
Intelligence (SSCI or "the Committee") to unredacted, sensitive CIA documents pertaining to the 
Committee's study of CJA detention and interrogation. In addition to, or to clarify, points in the 
_pr~:v.iq~.t~9 l~tt~rs, "".~ unq~rstand .the agreetµ~At t<> ~- ~a~: 

• SSCI Members or staff will not remove from the Reading Room any notes, work product~ 
operational files, or other documents that contain unredacted names or pseudonyms of non-
supervisory CIA personnel; locations of detention facilities or cryptonyms or information 
directly identifying such sites; or names of individual a5.~ersl contacts, foreign government 
officials, or foreign intelligence officials or services . 

. - Prior to leaving the Reading Room with any materials containing operational infonnation 
covered in the preceding paragraph or references to such information, Committee staff will 
provide the relevant portion of those materials to CIA personnel for redaction or replacement 
with a designator or for CIA,s review of the Committee staff redaction or replacement. The 
review of Committee notes will be solely for the purpose of redaction or replacement and CIA 
will not discuss or share the C<)ntents of the notes for any other purpose. 

- Jt wil1 not be the Committee's general practice to recreate such sensitive infonr..ation when 
· ., .. writirig··memoranda or·report materials in the Conun:ittee's office spaces or other locations. 

- The Committee will not provide infonnation gaine.d from the review of m·aterials at the 
Reading Room to anyone not a Member or cleared staffer of the Committee prior to providing 
that infonnation to the CIA for a classification review. No infonnation resulting from.the 
Committee's study will be publicly released prior to a determination by the CIA, or if applicable 
the DN I,' that such information is unclassified. 

-Except for materials stored at the Reading Roomt notes and documents created by the 
Committee based on information provided at the Reading Room will be stored in the 
Committee's SCIF except during appropriate trans!t between secure facHities. 

We look forward to gaining the access to the operational documents necessary for the study and 
appreciate your work on reaching this agreement. 

CONFl:BENTIAL 

. . . . . . . . 2015/07 /20 C06240392 
. Approved for Release. 
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(b )(6) 
~--____J@ssci.senate. 

gov> 

06/10/2009 12:34 PM 

UNCLASSIFIED 

To '"--___,_(_b )(3) CIAAct ucia.gov>, 
(b )(6) ssci.senate.gov>~--~ 

cc,_______ ___ . -(bl(3l c1AACt'~'--~---_____JJ 
..______~u_____,c,a.g~v--'o-

1 
~----=r __ ___, 

ucia.gov> 
bee~--~ 

Subject [AIN] RE: Memorandum Dated 10 Jun 2009 

CLASSIFICATION: UNCLASSIFIED 

(b)(3) NatSecAct 

(b)(3) CIAAct 
Thank you, and to others at the Agency who helped get us to the agreement. 

From:I (b)(3) CIAAct 
1

@ucia.gov] 
Sent: Wednesday, June 10, 2009 12:31 PM 
To:/ (b)(6)-----~I 
Cc:/ ~ucia.govL~ ... ~ucia.go~ ~ucia.gov (b)(3) CIAAct 
Subject: Memorandum Dated 10 Jun 2009 

On behalf of the Agency, I agree to the terms as outlined in your fax to us dated 10 Jun 2009. Un redacted 
material will be made available to the members of your staff at your convenience. Thanks. -~~!_.'?_l_~~t] 

UNCLASSIFIED 
Approved for Release: 2015/07/20 C06240392 
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STANDARD OPERATING PROCEDUUS FOR SSCI REVIEW 

·----1-. The-GIA-will-provide-all-Members.of-the-Comm.ittee.and.up.to .. 15_Committ= __ ... ______ . _____ ····---------·-----·--------
staff (in addition to our staff director, deputy staff directors~ and counsel) with 
access to unredacted responsive information. In addition, additional cleared staff 
may be given access to small portions of the unredactcd information for the 
purpose of reviewing specific documents or conducting reviews of individual 

( b) ( 1 ) Com~nted Information non-disclosure agreements for classified infonnation 
(b)(3) NatSecAct in theC==1compartment {Ref A) 

detainees. These Couunittee staff have OI will ha've signed standard Sensitive 

2. CIA will make unredacted responsive operational files, as that term is defined in 
Section 701(b) of the National Security Act of 1947 (50 USC 43l(b)), available at 
a secure Agency electronic Reading Room facility which will permit Committee 
staff electronic search, sort. filing, and print ·capability. (Ref A) 

3. If responsive documents other than those contained in the operational mes 
identify the n~ of non-supervisory CIA officers, liaison panners, or black site 
locations, or contain cryptonyms. or pseudonyms, CIA will provide unredacted 
copies of those documents at the Reading Room. (Ref A) 

4. Responsive documents other than .those contained in operational files that do not 
identify the names of non-supervisory CIA officers, liaison partners, or black site 
locations, or contain cryptonyms or pseudonyms will be made available to the 
Conunittee in the Conunittee's Sensitive Compartmented Information Facility 
(SCIF), unless other arrangements are made. (Ref A) 

5. CIA also recognizes the Committee's need to create wort product. on a walled-off 
network share-drive as discussed in paragraph 5 of your letter. Therefotc, CIA 
access to the walled off network share drive will be limited to CIA information 
technology staff, except authorized by the Committee or its staff. CIA would 
like to clarify, however, that unlike the walled-off network share drive, the stand 
alone network must be accessed by CIA staff assigned to this effort to perf onn a 
variety of tasks, including, for example, loading and organizing the raw 
responsive data requested by the Committee and review ot redaction of material 
sought to be removed from the Reading Room. (Ref B) · 

6. Any documents generated on the network drive referenced in paragraph 5, as weJJ 
as any other notes, documents, draft and final recommendations, reports, or other 
materials generated by the Committee staff or Members, are the property of the 
Committee and will be kept at the Reading Room solely for secure safekeeping 
and ease of reference. These documents remain congressional records in their 

____________ ---=e=~ty~~-~~ti~-~_-C<?nt_rotoYUJ1!~-~--e~en~~ecq,mp~oo of -----·---------- _ 
the Committee's review, Jies exclusively with the Committee. As such, these 
records are not CIA records under the Freedom of Information Act or any other 

l 
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law. The CIA may not integrate these recor& into its records filing systems, and 
may not disseminate or copy them. or use them for any purpose without the prior 
written authorization of the Committee. The CIA will return the records to the 

--· -· ----. ·- _____ C_ommittee ~ately upon request in a manner consistent with paragraph 11. H 
the CIA receives any request or clemand·for access-to-these-records-from.outside ____ . 
the CIA under the Freedom of Information Act or any othet authority, the CIA 
will immediately notify the Committee and will respond to the request or demand 
based upon the understanding that these are Congressional, not CIA. records. (Ref 

7. CIA will provide the Committee with lockable cabinets and safes, as required. in 
the Reading Room. (Ref A) 

8. If Committee staff identifies CIA-generated documents or materials made 
available in the Reading Room that st.aff would like to have available in die 
Committee SCIF, the Committee will request redacted versions of those 
doew,neots or materials in writing. Committee staff will not remove such CIA· 
generated documents or materials from the electronic Reading Room facility 
without the agreement of CIA. (Ref A) 

9. CIA intent is to keep all of the operational cables at the Reading Room. If 
Me~ or staff wish to remove any of the operational cables from the Rea.ding 
Room, we will consider those requests on a case by case basis. and we will work 
to accommodate your requirements. (Ref B) 

10. SSCI Members or staff will not remove from the Reading Room any notes. work 
product, operational files. or other documents that cont.a.in unredacted names or 
pseudonyms of non-supervisory CIA peisonnel; locations of detention facilities or 
cryptoo~ or information directly identifying such sites, or names of individual 
assets, contacts, foreign government officials, or foreign intelligence officials or 
services. (Ref C) 

11. Prior to leaving the Reading Room with any materials containing operational 
information covered in the preceding paragraph or refe.rences to such infonnation,, 
Committee staff will provide those materials to CIA personnel for redaction or 
replacement with a designator or for CIA' s review of the Committe.c staff 
redaction or replacement. CIA 11 s review of Committee information for redaction 
and replacement will be "walled off' from all other CIA activities. {Ref C) 

12. It will not be the Committee's gene.ral practice to recreate such sensitive . 
information when writing memoranda or report materials in the Committee's 
office spaces or other locations. (Ref C) 

-::cc--- _____ . 13. The Committee will not provide information gained from the review of materials 
~---'~---==.:._:___::=====at-tfie=Reading-Roonr:~anyone:not:a.:-Member:.o.r:...c.Jeared-·staffer-of_tJie_Comm.itt~ 

prior to providing that information to the CIA for a cJassificatlon review. No 
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( 

----- -14~·-Any-notcs,documenas,-d.raft-and-fmal.recommendatio.ns,.repo,:ts_or other 
materials prepared by Committee members or staff based on information 
in the Reading Room will be prepared and stored ·on TS/SCI systems. Such 
materials will carry the highest classification of .any of the underlying source 
maleriaJs. H ahe Committee seeks to produce a document that canies a different 
c as.5 1 derlyiug SOutrce materiaJ, the Cammittee :will submit that 
document to CIA. or if appropriate to the DNI, for classification review, and if 
necessary,. Rdaction. (RefA) 

15. Except for materials stored at the Reading Room, notes anddocwnents created by 
the Committee based on information provided at the Reading Room will be stored 
in the Committee's SCIF except during appropriate transit between secure 
facilities. (Ref C) 

16. The Reading Room will be available from 0700 to 1900 hours. official 
government business days. Monday through Friday. If Committee staff requires 
additional time or weekend work is required, Committee staff will make 
arrangements with CIA personnel with as much advance notice as posmble. (Ref 
A) 

17. The Committee will memorialize any requests for documents or.information in 
writing and CIA will respond to the requests in writing. (Ref A) 

18. All Committee staff granted access to the Reading Room shall receive and 
acknowledge ieccipt of a CIA security briefing prior to reviewing CIA documents 
at the Reading Room. (Ref A) 

· REFERENCES 
A. Letter from Senators Feinstein and Bond to D/CIA Panetta dated 2 Jun 

200') 
B. Letter from D/CIA Panetta to Senators Feinstein and Bond dated 4 Jun 

2009 
c. :;ommf_~(b)_(6)=r{~)(6)]1(b)(3) CIAAcle.t9Jun 

- . ' -· -~----------.·-·- ... - - - . 
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(b )( 1) 
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(b )(3) NatSecAct 
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(U) By the Numbers: 

• (U/rmtte") There are 
I jacti ve AlN users 

(b)(3) NatSecAct 

(b)(3) NatSecAct 

Approved for Release: 2015/07/20 C06244036 
~eF SEC~ElJ)NOFORN 

Cyber Blue-Team COPS: 
Cyber Blue Team Task Lead: 

(b)(3) NatSecAct 
L ... ~~----------··-··-···---1 

eTS//NF) Tasking: 1n preparation for an Task ID: 86 
upcoming CBTevent focusing on Share Drive CBT Status: Complete 
security, CBT member(b)(3) CIAAct]conducted C&A Number: NIA 
reconnaissance on the contents of the ALN S Drive. 

(U) Significant Findings and Recommended Mitig~tio!)~:_ 
(b)(1) 

(U) Next Steps: 

(b )( 5) 
(b )(7)( e) 

(b )( 1) 
(b)(?)(e) 

TOP SECPFT//NOFORN 
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(D)(::S) Nat~ecAct 

':FOP OECRETIL__-~~NOFOR:lJ 

(b )(3) NatSecAct 

Known Information 

e Data Ingestion 

• Data Review 
---------·---------

r 
• How this happened 

(b )(3) NatSecAct 
(b )(7)( e) 

(b )(3) NatSecAct 
(b )(7)( e) 

o Congressional user was able to directly navigate to shared directory and access 
documents prior to their review 

(b)(3) CIAAct 

(b)(3) CIAAct 
(b )(3) NatSecAct 
(b )(7)( e) 

• Review o( )udit data, this is first seen by 1 user (IDEN A) on 9 November 
2010 

(b)(1)~ I 

(b )(7){e) 

o Cq!'!g£~Jsionalusers c:gJll~9 dataJo~~;;rnoth~ershaLed di[ectTy for peers to access 
[ 

o 4 additional congressional users accessed the copied documents 

• 
o All congressional users have the ability to print accessible documents 

• Information and findings of identified users 
---"--·---------~--------~--

(b)(3) NatSecAct 
(b )(7)( e) 

Next Steps & Current Activities 

(b )(3) NatSecAct 

:FOP GECRBT INO:F5l'tN 

(b)(3) NatSecAct 
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(b )(3) NatSecAct 

':FOP OECRE'f'IL_ --~r~mPOR:M 

• Current Actionable Steps (b)(3) CIAAct 
o CBT investigation leveragingOaudit to determine the following 

II Timeline of::_ev:::e::..:_:n_".::'ts:__ ________ _ 
List of users L_ __________ ____.o 

(b)(3) NatSecAct 
(b )(7)( e) 

List of documents that were copied from the shared directory and by whom 
• List of documents that were printed 

Pending Activities 

• Recommended test cases which require RDi Support 
(b )( 1) 
(b )(3) NatSecAct 
(b)(5) 
(b )(7)( e) 

TOP SEGRE'£~ ~mFO;R:ti 
(b )(3) NatSecAct 
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(b)(3) CIAAct~~ 
From: 
Sent: Thursday, January 30, 2014 6:33 PM 
To: [(b)(3) CIAAct I 
Subject: RE: Preservation Notice 

Classification: CONFIDEM!IAL 

(b)(3) NatSecAct 

Thank y0(b~(3) CIAAct] 

From:C(b)(3 ) CIAAct bcia.ic.gov] 
Sent: Thursday, Janua~2014 6:22 PM 
To:C(b)(3) CIAAct__J 
Subject: Fw: Preservation Notice 

Classification: COPcJFIDDfflAL 

) · (b )(3) NatSecAct I L . (b)(3) CIAAct 
------------------------------------------(b)(5)~---~--~-~--~~~~~~~~~ 

----- Forwarded by (b )(3) CIAAct~on 01/30/2014 06:21 PM-----

GO!tFIDEN'f!A:L 

Fw: Preservation Notice 

(b)(3) CIAAct 
Meroe S. ParkJ~-----~I 

Classification: cmJFIDEf.fflxL 

(b)(3) NatSecAct 

Since the EXDIR is currently out of the building, ! am forwarding for your attention and compliance the 
Inspector General's preservaton notice relatina J° possible inappropriate access by CIA personnel to a 
computer network at the CIA To the extent you have any documents, information, 
records, or other material that fall within this notice, the notice directs that you preserve and maintain 

(b)(3) CiAAct 
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them. If you are aware of anyone else in OEXDIR who may have materials responsive to this order, 
please provide them a copy of this notice. 

Forwarded by[(b)i~) Cl~~\=on 01/30/2014 06:03 PM-----

GONFID13N'PIAL 

Preservation Notice 

I 

Meroe S. Park,j~------(-b-)(_3_) -C-IAA_c_t _________ _ 

Classification: GO~WIDDHIAL 

(b )(3) NatSecAct 

EG1 The Office of Inspector General has become aware of allegations of potential 
misconduct by U.S. Government employees relatirin tn :::ir.r.A~~ to and review of the 
computers and computer networks located at the[(b)(3) CIAAct[lwhich are used to 
facilitate the Senate Select Committee on Intelligence (SSCI) review of the CIA's 
Rendition, Detention, and Interrogation program (hereinafter referred to as ROI-Net). 
As required by Section 17 of the CIA Act, these allegations have been referred to the 
Department of Justice. The Department of Justice has asked the CIA to preserve 
certain documents, information, records, and other materials, to the extent they exist, as 
detailed below. Due to the sensitive nature of this matter, we are sending the following 
preservation notice to a limited distribution of officers. We request you ensure all 
officers or contractors within your organizations that may have relevant information are 
made aware of this notice and that they preserve any documents, information, records 
or other material as required. Please maintain a list of any officers or groups you make 
aware of this notice. 

(U//FOUO) Therefore, you are directed to preserve and maintain all documents, 
information, records, and other material falling under the below categories. Though you 
are directed to preserve and maintain all such documents, information, records, or other 
material, at this time it is not requested that you produce them. 

• Any and all documents, information, records, communications, and other material 
related to the planning, deployment, or maintenance of ROI-Net 

• Any user agreements or other documents related to the use of or obtaining of 
accounts on ROI-Net. 

Approved for Release: 2015/07/17 C06303615 
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• Any and all documents, information, records, communications, and other 
material related to reviews, studies, investigations, or inquiries into the security of 
ROI-Net, users of ROI-Net, or activities conducted on ROI-Net 

(b)(3) NatSecAct 
(b)(S) 
(b)(7)(e) • Any and all records related to the loading or removal of information from ROI-Net 

(U) "Documents, information, records, communication and other material" are defined to 
include, but are not limited to, the following: cables, reports, finished intelligence, 
assessments, legal guidance, policy guidance, authorizations or approvals, 
arrangements or agreements, standard operating procedures, Memoranda of 
Understanding or Agreement, research, briefings or notifications, legal letters, opinions 
and memoranda, standard operating procedures, formal or informal Memorandums for 
the Record, memorialized formal or informal communications, Lotus Notes, emails, 
saved copies of instant messages, training manuals, handwritten notes, telephone 
records of any kind (including but not limited to any records that memorialize telephone 
calls having been made), voice mails, diary and calendar entries, and any computer, 
electronic, storage device or soft file documents or records of any kind. 

(U//FOUO) If you determine that you possess any materials described in this 
Preservation Notice, please preserve and retain them. Do not destroy any such 
materials unless and until OIG advises otherwise. Destruction of documents, 
information, records, and other material, including destruction that would 
otherwise take place in the normal course of the disposition of official 
information or records, is prohibited. 

(U//FOU8) With respect to electronic records that are the subject of this request 
(including emails and instant messages), if you are going to be reassigned, please 
contact your Information Management Officer so that appropriate arrangements can be 
made to preserve your records before your reassignment. 

(U//FOUO) If you are unsure whether certain materials should be preserved, err on the 
side of caution and reLe[lle thel Please contact Assistant Special Agent in 
Charge I at if there is any doubt about whether any specific 
records are responsive to the order and before any possibly responsive records 
are deleted from any electronic information system. 

(b)(3) CIAAct 

~(b)(3) CIAAct 

I _ --- --· - - - - -------- ------------ -· ------

Classification: cmJrlDE~JTIAL 
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----==-------------------==-========================== 
Classification: COPJFIDlalTI o l 

----------------------------------===---=-=;-========= 
Classification: 60PdFIDENTIAL 
-====----------------------===--=-==-=============-=== 
Classification: COMPIB~MIIAL 
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(b)(3) CIAAct 
(b )(3) NatSecAct 
(b)(S) 
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(b)(3) NatSecAct 

I 

(b)(3) CIAAct 

I was out of the office the first part of the week and I'm just picking this up now. As you know, given that I am 
pinch-hitting on this matter, I am doing the best I can to find records that are responsive to OIG's requests, but I'm 
somewhat constrained by my own lack of knowledge about how best to search for these records and my lack of 

(b)(3) CIAA t~ss. Is it ok with you if I bringDln on this request? And mayOand I sit dovm with you and/o{ ____ }nd 
C L_J so we can be sure we are on the same page regarding what you are looking for and what we are able to do to 

try to find it? I are generally around the rest of this week. Given your deadline, the sooner the better. 

Thanks, 

(b)(3) CIAAct] 

From f(b )(3) C IAAct=1 

mt:J:tJ~ayJ~t)ruary~2jl(~~t;) 1~:l~c~ . 

Subject: FW: Request for Documents in Support of RDINet Inquiry 

Classification: 3ECRE~ 

(b)(3) NatSecAct 

Sorry, forgot to cc: QndOso that you would have their e-mail addresses. 

From [ 
- (b)(3) CIAA. ct] 

Sent: Tuesday, February 25, 2014 11:24 AM (b)(3) CIAAct 
To: I 
Subject: Request for Documents in Support of RDINet Inquiry 

Classification: ~gCREr 

(b)(3) NatSecAct 

As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that the SSC! 
staff may have improperly accessed certain documents. We are only looking into the Agency's actions not the 
conduct of the SSC! staff but obviously they are connected events. The concerns regarding the SSCI staff have 
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been referred to the Department of Justice. 

In order to conduct our review, we are requesting any and all reports or other written reviews related to the 
monitoring of RDINet or any written documents relating to the Agency's reviews of suspected unauthorized 
activities on RDINet. We are also asking for copies of any written requests for or written guidance provided 
regarding such monitoring or reviews. Please provide these documents as soon as possible but preferably by 
7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive documents 
to either j jorj j If you have any questions regarding this request, feel free to call either 
myself I lorl j. As always, thank you. 

(b)(3) CIAAct 

[(b)(3) CIAAct ] 

Classification: ~~CREr 

Classification: GECREP 

Classification: SEGRE~ 

Classification: SECREf 

Classification: SECREr 

Classification: SECRET 
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Sent: Thursday, March 06, 2014 7:52 AM -------------, 

~t~=(b)(3) CIAAct~_(~b_)~(:~}~3-IAA_c_t ------~ 
Subject: FW: Request for Documents in Support of RDINet Inquiry 

Classification: £~CRgT 

(b)(3) NatSecAct 

Good Morning 

Yes, I realize that tomorrow not today is the 7th. l just wanted to remind everyone to send any docume(b )(3) CIAAct 
and[~~~~~~Jas I will be out of the office for about a week at noon tomorrow. lf you have a chance and could~~ 
send me a note today on whether or not any responsive documents have been found and if there will be any 
problem getting them to us tomorrow, I would appreciate it. Again, thanks for your help with this. Hopefully it will 
all be sorted out in the near future once we can look through the documents. 

(b)(3) CIAAct 

From:[(b)(3) CIAAct~ 
Sent: Tuesday, February 25, 2014 11:25 A~M--------~ 
To:I (b)(3) CIAAct 
Cc: 
~--------------------~ Subject: FW: Request for Documents in Support of RDINet Inquiry 

Classification: 3ECRE~ 

Sorry, forgot to cc: that you would have their e-mail addresses. 
(b)(3) CIAAct 

Se t:- ues a'L. e ruar'IL .. 2014 11:24 AM 
To: (b)(3) CIAAct 
SubJect: Request or Documents in upport o RDINet Inquiry 

Classification: £ECRE~ 

(b )(3) NatSecAct 

-=-----==---------------------------------------------

i(b)(3) CIAAct 
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As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that the SSCI 
staff may have improperly accessed certain documents. We are only looking into the Agency's actions not the 
conduct of the SSCI staff but obviously they are connected events. The concerns regarding the SSCI staff have 
been referred to the Department of Justice. 

In order to conduct our review, we are requesting any and all reports or other written reviews related to the 
monitoring of RDINet or any written documents relating to the Agency's reviews of suspected unauthorized 
activities on RDINet. We are also asking for copies of any written requests for or written guidance provided 
regarding such monitoring or reviews. Please provide these documents as soon as possible but preferably by 
7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive documents 
to eithf I~ µ]you have any questions regarding this request, 1ee1 tree to caii either 
myself I ori As always, thank you. 

(b)(3) CIAAct 

j (b)(3) CIAAct 

Classification: BEC~~I 

Classification: ~ECRE~ 

Classification: SECRET 

Classification: SECRET 

Classification: SECRET 

Classification: &ECRET 

Classification: SECRET 
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From: [(b)(3) CIAAct=1 
Sent: Thursday, February 27, 2014 7:09 AM 
To: C(b)(3) CIAAct I 

Subject: RE: Request for Documents in Support of RDINet Inquiry 
Signed By: (b)(3) CIAActPcia.ic.gov 

Classification: SECRET 

1. (b)(3) NatSecAct 

(b)(3) CIAAct 

I sawCresponse so hopefullvDwill reach out to you. Just FYI, I intentionally phrased it as 
"preferably by" rather than "but no later than" because I likewise have no idea of how lany rrords 
there may be or how challenging the searches may be. I would ask, and will let Oand know, 
that what folks come up with by 7 March get turned over to us then and if folks feel they have not done 
a complete search, they just continue with their efforts and provide anything new to us as it comes up. 
While I appreciate all of the folks who are trying to pull stuff together, most definitely appreciate all you 
have been doing since this got dumped on you and your insight into the history of ROI practices is very 
limited. 

(b)(3) CIAAct 

From:C(b)(3) CIAAct I 
Sent: Wednesday, February 2?~014 6:00 PM 
~r-~~~(b)(3) CIAAct -~ 

Subject: RE: Request for Documents in Support of RDINet Inquiry 

Classification: BECR~r 

(b)(3) NatSecAct 

(b)(3) CIAAct 

I was out of the office the first part of the week and I'm just picking this up now. As you know, given 
that I am pinch··hitting on this matter, I am doing the best I can to find records that are responsive to 
OIG1s but !1rn somewhat constrained by my own lack of knowledge about how best to search 
for these records and my lack of access. Is it ok with you if I on this request? And may 

I sit down with you and/orOand we can be sure we are on the same page 

I h \ I 'J \ (' I I\ I\ ,..+ \ u) \ v) \J l/'"V""\\.,l 
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(b)(3) CIAAct 

regarding what you are looking for and what we are able to do to try to find it? 
around the rest of this week. Given your deadline, the sooner the better. 

Thanks, 

(b)(3) CIAAct] 

From: [(b)(3) CIAAct=1 
Sent: Tuesday, February 25. 2014 11:25 AM_.___ _______ . (b)(3) CIAAct 

Subject: FW: Request forDocuments in-Support of RDINet Inquiry 

Classification: 3~C~~I 

(b)(3) NatSecAct 

Sorry, forgot to cc: Cf;lndnso that you would have their e-mail addresses. 
(b)(3) CIAAct 

From:[(b)(3) CIAAct=1 
Sent: Tuesday, February 25, 2014 11:24 AM (b)(3) CIAAct 
To:I I 
Subject: Request for Documents in Support of RDINet Inquiry 

Classification: SEGRE~ 

(b)(3) NatSecAct 

c(b)(3) CIAAct 

I are generally 

As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that 
the SSC! staff may have improperly accessed certain documents. We are only looking into the Agency's 
actions not the conduct of the SSCI staff but obviously they are connected events. The concerns 
regarding the SSCI staff have been referred to the Department of Justice. 

In order to conduct our review, we are requesting any and all reports or other written reviews related to 
the monitoring of RDINet or any written documents relating to the Agency's reviews of suspected 
unauthorized activities on RDINet. We are also asking for copies of any written requests for or written 
guidance provided regarding such monitoring or reviews. Please provide these documents as soon as 
possible but preferably by 
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7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive 
documents to eitherl lorl I It you have any questions regarding this request, 
feel free to call either myself [ lorl I As always, thank you. 

(b)(3) CIAAct 
l(b)(3) CIAAct~ 

Classification: SECRET 

Classification: SECRgT 

Classification: ~ECR~~ 

Classification: GECR~T 
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From: I 
Sent: Thursday, February 27, 2014 11:04 AM 
To: 
Cc: 

I (b)(3) CIAAct 

Subject: RE: Request for Documents in Support of RDINet Inquiry 

Classification: ~ECRBT 

(b )(3) NatSecAct 

(b)/3) CIAActj (b)(3) CIAAct 

That will work for me (and likelyl ]oo). !He is off-site this morning but I expect him back by 2pm. 
I/we will be happy to come up t office to meet with you both. 

Thank you, 
(b)(3) CIAAct 

From:! (b)(3) CIAAct ~cia.ic.gov] 
Sent: Thursday, February 27, 2014 10:53 AM 
To~ (b)(3) CIAAct I 
Cc· . 
sub1ect: RE: Request for Documents in Support of RDINet Inquiry 

Classification: SECRET 

(b)(3) NatSecAct 

(b)(3) CIAAct 

Bl(~~~3) CIAActland I are free at 2:30 p.m. this afternoon. Does that work on your end? 
If so, we're happy to come to you or equally happy to host the meeting in~b)(3) CIAActJ 

office. 

Best, 

(b)(3) CIAAc~ 

**This email may contain attorney work product, and may be a privileged attorney-client communication.** 
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(b)(3) CIAAct 
To: From: I_ 

Cc: _ ~---- -----------~ ____________________ _ 
Date: 02/27/2014 10:33 AM 
Subject: RE: Request for Documents in Support of RD I Net Inquiry 

Classification: 8ECRE~ 

(b)(3) NatSecAct 

Not a problem, talk to you soon. 

From:C(b)(3) CIAAct / 
Sent: Thursday, February 27, 2014 9:2_4_A_M _____ 
To:I (b)(3) CIAAct 
Cc: 1 

~-----------------~ Subject: RE: Request for Documents in Support of RDINet Inquiry 

Classification: ~~CREr 

(b)(3) NatSecAct 

Disregard my last note. I have a meeting at 9:30am that will take 2 hours or so. I'll connect with you after that and 
we can find a good time today to meet. 

Thanks, 

(b)(3) CIAAct 

From [(IJ) ~~)_(:;_I~~!_ ] 
Sent: Thursday, February 27, 2014 7:21 AM 

(b)(3) CIAAct 
Subject: RE: Request for Documents in Support of RDINet Inquiry 

Classification: 3ECRE~ 

c___~~~-(b_)(_3)_N_a_ts_e_c_Ac_t~~~-~] 
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(b)(3) NatSecAct===1 

(b)(3) CIAAct] 

I am happy to meet with you and Otoday to discuss our request and provide details that should help to limit 
your efforts. I am pretty free today outside of a staff meeting at 0830, so I will be available when you have time. 
Again, thank you andC}ery much for your help! (b)(3) CIAAct 

(b)(3) CIAAct 

Fromf-~~~-(b)(3) CIAAct~-~-~] 
Sent: Wednesday, Februa 26 2014 6:00 PM 
To:l(b)(3) CIAAct 
Cc:I 
Sul>Je 

Classification: s~c~gT 

(b)(3) NatSecAct 

(b)(3) CIAAc~ 

I was out of the office the first part of the week and I'm just picking this up now. As you know, given that I am 
pinch-hitting on this matter, I am doing the best I can to find records that are responsive to OIG's requests, but I'm 
somewhat constrained by my own lack of knowledge about how best to search for these records and m~of 
access. Is it ok with you if I bringDin on this request? And mavQnd I sit down with you and/orL_Jand 

(b )(3) CIAA2_Jso we can be sure we are on the same page regarding what you are looking for and what we are able to do to 
try to find it? I ]and I are generally around the rest of this week .. Given your deadline 1 the sooner the better. 

Thanks, 

(b)(3) CIAActl 
' From:I (b)(3) CIAAct = 

Sent: Tuesday, February 25, 2014 11:25 AM-'---------~ 
(b)(3) CIAAct 

Subject: FW: Request for Documents in Support of RDINet Inquiry 

Classification: GECRE~ 

(b)(3) NatSecAct 
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(b )(3) NatSecAct-~ ~--

Sorry, forgot to cc: I_ ----land nso that you would have their e-mail addresses. 
--- -(b )(3) C IAAct 

From:[(b)(3) CIAAct=1 
Sent: Tuesda Februar 25 2014 11:24 AM (b)(3) CIAAct 
To: 
Sub'---1e-ct~:~R~e_q_u_e-st~o-r~D-o_c_u_m_e_n-ts~in~u-p_p_o_rt~o~R~D~IN~e~t~I~n-q-ui~ry ___ ___j 

Classification: SECRET 

(b )(3) NatSecAct 

i(b)(3) CIAAct_~ 

As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that the SSCI 
staff may have improperly accessed certain documents. We are only looking into the Agency's actions not the 
conduct of the SSCI staff but obviously they are connected events. The concerns regarding the SSCI staff have 
been referred to the Department of Justice. 

In order to conduct our review, we are requesting any and all reports or other written reviews related to the 
monitoring of RDINet or any written documents relating to the Agency's reviews of suspected unauthorized 
activities on RDINet. We are also asking for copies of any written requests for or written guidance provided 
regarding such monitoring or reviews. Please provide these documents as soon as possible but preferably by 
7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive documents 
to eithr lorl ll_ --you have any questions regarding this request, feel free to call either 
myself jorj As always, thank you. 

(b)(3) CIAAct 

[(b)(3) CIAAct=1 

Classification: SECRET 

Classification: -BECRE! 

Classification: SECR~T 

Classification: SECRhT 
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Classification: 3ECRB~ 

Classification: OECRE~ 

Classification: SECRET 

Classification: GECRE~ 
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From: 
Sent: 
To: 
Subject: 
Signed By: 

Approved for Release: 2015/07 /17 C06303344 

f(b)(3) CIAAct=1 
Thursday, Febr~27, 2014 6:19 AM 

[(b)(3) CIAAct__J 
FW: Request for Documents in Support of RDINet Inquiry 

1·---(b)(3) CIAAct~·····-····1 

Classification: S~C~E~ 

(b )(3) NatSecAct 

(b )( 1 
(b)(3) CIAAct 
(b)(3) NatSecAct 
(b)(S) 

FromC(b)(3) CIAAct 
Sent: Wednesday, February 26, 2014 6:00 PM ~:1 (b)(3) CIAAct I 
SubJect: RE: Request for Documents in Support of RDINet Inquiry 

Classification: SECRET 

(b )(3) NatSecAct 

(b)(3) CIAAct 
I _J 

I was out of the office the first part of the week and l1 m just picking this up now. As you know, given 
that I am pinch-hitting on this matter, I am doing the best I can to find records that are responsive to 
OIG 1 s but l1 m somewhat constrained by my own lack of knowledge about how best to search 
for these records and my lack of access. Is it ok.~it~ you if I bringDin on this request? And may 

c-Jand I sit down with you and/orc=}ndc=.)o we can be sure we are on the same page 
regarding what you are looking for and what we are able to do to try to find it?Oand I are generally 
around the rest of this week. Given your deadline, the sooner the better. 

Thanks, (b)(3) CIAAct 
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From:[(b)(3) CIAAct=1 
Sent: Tuesday, February 25, 201411:25 AM-'---------~ 

~(3~ Cl~~ ··~~··· .... ... 
Subject: FW: Request for Documents in Support of RDINet Inquiry 

Classification: SECRET 

(b )(3) NatSecAct 

Sorry, forgot to cc: OandQo that you would have their e-mail addresses. 

(b)(3) CIAAct 

Fro111C(b)(3).CIAA.ct=···· 
Sent: Tuesday, February 25, 2014 11:24 AM_,__ _______ 
To:j (b)(3) CIAAct 
Subject: Request for Documents in Support of RDINet Inquiry 

Classification: 3~C~~Y 

(b)(3) NatSecAct 

1

~1 ~(b)(3) CIAAct 

As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that 
the SSCI staff may have improperly accessed certain documents. We are only looking into the Agency's 
actions not the conduct of the SSCI staff but obviously they are connected events. The concerns 
regarding the SSCI staff have been referred to the Department of Justice. 

In order to conduct our review, we are requesting any and all reports or other written reviews related to 
the monitoring of RDINet or any written documents relating to the Agency's reviews of suspected 
unauthorized activities on RDINet. We are also asking for copies of any written requests for or written 
guidance provided regarding such monitoring orreviews. Please provide these documents as soon as 
possible but preferably by 
7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive 
documents to eith(b)(3) CIAActlc(b)(3) CIAActl If you have any questions regarding this request, 
feel free to call eithe'rmy(b)(3) CIAActo[]b)(3) CIAAct==1 As always, thank you. 

l(b)(3) CIAAct~ 
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Classification: OECRE~ 

Classification: SECRET 

Classification: SEGRE~ 

Classification: ~EC~~T 

Approved for Release: 2015/07/17 C06303344 





C06303412 
Approved for Release: 2015/07 /17 C06303412 

From: 
Sent: 
To: 
Subject: 
Signed By: 

[(b}(3)c1~ct=1 
Thursday, March 06, 2014 9:59 AM 

[(b)(3) CIAAct=1 
RE: FW: Request for Documents in Support of RDINet Inquiry 

(~)(3) CIAAcC~~cia.ic.gov 

(b)(3) NatSecAct 

(b )(3),_ C_IAAct (b)(3) CIAAct 

That would be great. I will leQndDknow that there may be some additional documents 
coming in because one individual has been out of the office. Thanks 

(b)(3) CIAAct 

(b)(3) CIAAct 

From{ (b)(3) CIAAct bcia.ic.gov] 
Sent: Thursdav, Marc~2014 8:51 AM 
To:[(b)(3) CIAAct~ 
Subject: Re: FW: Request for Documents in Support of RDINet Inquiry 

Classification: SEGRETJ rrmFORN (b)(3) NatSecAct 
ATTORNEY WORK PRODUCT 

(b)(3) NatSecAct 

Hi, 01 have most responses from our folks already--! just need to review to ensure they are, in fact, 
responsive to the actual request. One of my folks has been on NL for two weeks and has not yet even 
received the request to search; other than that one employee, I should have material to you by COB 
today, if you wish. 

thx 
(b)(3) CIAAct 

(b)(3) CIAAct 
Date: 0370612014 07:52 AM~------------------------~ 
Subject: FW: Request for Documents in Support of ROI Net Inquiry 
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Classification: B-EC~~T 

~~-(-b)-(3_)_N_a_ts_e_cA_c_t~~~~-

Good Morning (b)(3) CIAAct 
Yes, I realize that tomorrow not today is the i 11

• l just wanted to remind everyone to send any documents 
and Das I will be out of the office for about a week starting at noon tomorrow. If you have a chance and 
send me a note today on whether or not any responsive documents have been found and if there will be any 
problem getting them to us tomorrow, I would appreciate it. Again, thanks for your help with this. Hopefully it will 
all be sorted out in the near future once we can look through the documents. 

(b)(3) CIAAct 

(b)(3) CIAAct 
From:[ =1 
Sent: Tu~sdav,FebCLJgry25, 2014 11:25 AM ~~;I ~(b)(3) CIAAct 1 
Subject: FW: Request for Documents in Support of RDINet Inquiry 

Classification: 3~C~~Y 

(b )(3) NatSecAct 

Sorry, forgot to cc:[ 1andno that you would have their e-mail addresses. 
(b)(3) CIAAct 

Fronm)(3) CIAAct I 

Sent: Tuesday. February 25, 2014 11:24 AM (b)(3) CIAAct~~-
To: 
Subject: Request for Documents in Support of RDINet Inquiry 

Classification: SECRET 

(b )(3) NatSecAct 

l(b)(3) CIAAct 
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As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that the SSC! 
staff may have improperly accessed certain documents. We are only looking into the Agency1s actions not the 
conduct of the SSCI staff but obviously they are connected events. The concerns regarding the SSC! staff have 
been referred to the Department of Justice. 

In order to conduct our review, we are requesting any and all reports or other written reviews related to the 
monitoring of RDINet or any written documents relating to the Agency's reviews of suspected unauthorized 
activities on RDINet. We are also asking for copies of any written requests for or written guidance provided 
regarding such monitoring or reviews. Please provide these documents as soon as possible but preferably by 
7 March 2014. Your assistance in this matter is very much appreciated. Please provide any responsive documents 
to eitherl ~L . ~you have any questions regarding this request, feel free to call either 
myselfl !or[ _J As always, thank you. 

(b)(3) CIAAct 

[(b)(3) CIAAct~] 

Classification: 0ECRE~ 

Classification: 3ECRE~ 

Classification: ~EC~E~ 

(b )(3) NatSecAct 

Class if ica tion: SECrt~T /~--~NOFORPJ 
(b )(3) NatSecAct 
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From: Meroe S. Park 
Sent: 
To: 

Thursday, July 31, 2014 8:47 AM 
(b )(3) CIAActlRonald D. Boyd; Neal Hi ins/b )(3) CIAAct Caroline 
D. Krass; (b )(3) C IAAct 

Cc: Avril Haines 
Subject: 
Signed By: 

RE: final apology statement 
(b)(3) Cl~ct~cia.ic.gov 

Classification: UNCLASSIFIED 

I'll get this to him soonest (once I get it to the low side!). M. 

Executive Director 
(b)(3) CIAAct 

From:C(b)(3) CIAAct I 
Sent: Thursday, July 31, 2014 8:40 AM 1(b)(3 ) CIAA tl I l 
To: Meroe S. Park· Ronald D. Boyd; Neal Higgins; c Caroline D. Krass; (b)(3) CIAAc~ 

C(b)(3) CIAAct= 
Cc: Avril Haines 
Subject: final apology statement 
Importance: High 

Classification: UNCLASSIFIED 

Below is the statement DCIA just finalized. Meroe, please share with Evan Bayh ASAP. 

Dean, please get tc\b )(6) ]right away and tell him he needs to post before noon or he will likely be 
scooped. 

"In January 2014, CIA Director Brennan informed the leadership of the Senate Select 
Committee on Intelligence (SSCI) about information indicating that privileged CIA documents 
that were the subject of a pending request from the Committee were already in the possession 
of Committee staff. This same information suggested that Committee staff may have 
improperly accessed these documents through the network (called RDINet) that CIA maintained 
to facilitate the Committee's access to materials associated with CIA's former Rendition, 
Detention, and Interrogation (ROI) program. Subsequently, SSCI Chairman Dianne Feinstein 
expressed concern that CIA officers acted improperly when they conducted a search of the 
RDINet to locate those documents. 

"Recognizing the importance of this matter and the need to resolve it in a way that preserved 
the crucial equities of both branches, Director Brennan asked the CIA Office of Inspector 
General (OIG} to examine the actions of CIA personnel. He also instructed CIA offices involved 
in this issue to work cooperatively with the Senate's Sergeant-at-Arms, which is conducting a 
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separate review of the SSCI staff's activities. The CIA OIG has completed its investigation, while 
the Senate Sergeant-at-Arms probe remains pending. The Justice Department examined both 
matters and found that there was insufficient evidence to open a criminal investigation. 

"Director Brennan was briefed on the CIA OIG's findings, which include a judgment that some 
CIA employees acted in a manner inconsistent with the common understanding reached 
between SSCI and the CIA in 2009 regarding access to the RDINet. The Director subsequently 
informed the Chairman and Vice Chairman of the findings and apologized to them for such 
actions by CIA officers as described in the OIG report. 

"The Director is committed to correcting any shortcomings related to this matter and, to that 
end he is commissioning an Accountability Board at CIA, which will be chaired by former 
Senator and SSCI member Evan Bayh. This Board will review the OIG report, conduct interviews 
as needed, and provide the Director with recommendations that, depending on its findings, 
could include potential disciplinary measures and/or steps to address systemic issues." 

Classification: UNCLASSIFIED 

Classification: UNCLASSIFIED 
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From: 
(b)(3) CIAAct 

I =1 
Sent: Thursday, March 06, 2014 8:35 AM 
To: 
Cc: 

l~(b)(3) CIAAct j 

Subject: FW: Request for Documents in Support of RDINet Inquiry 

Classification: 3~C~~I 

(b)(3) NatSecAct 

(b)(3) CIAAct 

Thank you again for continuing to assist us in the document collection. As confirmation of our earlier 
discussions, I just wanted to clarify that if you anQneed more time to corn pile the information we 
have requested, please take it. The ih is not a hard deadline for your team and we will continue to take 
any information you can provide piecemeal or otherwise.[ __ ~ade sure to include you on this email to 
keep the original addressees intact. 

(b)(3) CIAAct 
I 

Fromtb)(3) CIAAct=-~,j 
Sent: Thursday, March 06, 2014 7:52 AM To:i (b)(3) CIAAct 
Cc: 
SubC...,.j-ect_: _F_W_:_R_e_q_ue_s_t~fo-r_D_o_c_um-e-nt-s-in-S-up_p_o_rt_o_f_R_D_I_N-et_I_n-qu_i_ry_~ 

Classification: 3ECRE~ 

(b)(3) NatSecAct 

Good Morning (b)(3) CIAAct 

Yes, I realize that tomorrow not today is the 7th. I just wanted to remind everyone to send any 
documents to[ ~-~-f nd[ _~)s I will be out of the office for about a week at noon tomorrow. If 
you have a chance and could send me a note today on whether or not any responsive documents have 
been found and if there will be any problem getting them to us tomorrow, I would appreciate it. Again, 
thanks for your help with this. Hopefully it will all be sorted out in the near future once we can look 
through the documents. 

(b)(3) CIAAct 
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From{(b)(3) Cl~O 
~:7t: Iuesdav. Eebruarv 25.(~)(j) 1(5:1~~~ 
Cc;l 
Subject: FW: Request for Documents in Support of RDINet Inquiry 

Classification: SEGRE~ 

(b)(3) NatSecAct 

Sorry, forgot to cc: OndDso that you would have their e-mail addresses. 
(b)(3) CIAAct 

· r-(b)(3) CIAAct--1 .. From:: ____ J 
Sent: Tu-esdav,Februarv25. 2014 11:24 AM (b)(3) CIAAct 

Subject: Request for Documents in Support of RDINet Inquiry 

Classification: SEGRE~ 

(b)(3) NatSecAct 

C(b)(3) CIAAct 

As you are aware, we are doing an inquiry into the actions the Agency took in response to concerns that 
the SSCI staff may have improperly accessed certain documents. We are only looking into the Agency's 
actions not the conduct of the SSCI staff but obviously they are connected events. The concerns 
regarding the SSCI staff have been referred to the Department of Justice. 

In order to conduct our review, we are requesting any and all reports or other written reviews related to 
the monitoring of RDINet or any written documents relating to the Agency's reviews of suspected 
unauthorized activities on RDINet. We are also asking for copies of any written requests for or written 
guidance provided regarding such monitoring or reviews. Please provide these documents as soon as 
possible but preferably by 
7 March 2014. Your assistan_c~Jn this matter is ver much appreciated. Please provide any responsive 
documents to eithe or If you have any questions regarding this request, 

L__~--c-cf~~-'--'---i.---f~~-~~---, 

feel free to call either myself or As always, thank you. 

(b)(3) CIAAct 
[.(b)(3) CIAAct. 
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Classification: 5~CREI 

Classification: ggcnE~ 

Classification: SECRE~ 

Classification: 8ECRE~ 
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From: 
Sent: 
To: 
Subject: 

Approved for Release: 2015/07/17 C06303380 

[(b)(3) CIAAct=1 
Friday, January 31, 2014 4:28 PM 

C(b)(3) CI/\Act= 

Signed By: 
FW: Preservation Notice 

(b )(3) C IAActPcia.ic.gov 

Classification: CUNEIDENTIAL 

(b )(3) NatSecAct 

(b)(3) CIAAct 
L_J Per the guidance from OIG below, take necessary steps to preserve and maintain any and 

a II documents, info, records or other material that relate to the issues below. If you have anything that 
pertains to the request please compile it and store it separately in gc:i::, \/fit 1 ::iri:> ,11h~l.l-~J1tly asked to 
produce the material. I am still awaiting additional from! (b)(3) CIAAct pn below (had 
hoped to do this in one shot but don't want to delay passing this along any longer.) If I get additional 
guidance I will forward that separately. Thanks, 

(b)(3) CIAAct (b)(3) CIAAct 
FromC ---------~- =1 ~~t= Friday, January ~b)(3~CIAA;r 
Subject: FW: Preservation Notice 

Classification: CONFIDEN'f'IAL 

(b)(3) NatSecAct 

(b)(3) CIAAct 
From:[ ~ia.ic~gov] 
Sent: Thursday, January 30, 2014 4:33 PM 
To: Meroe S.Park;I (b)(3) CIAAct 

(b)(3) CIAAct-------------~ 
u Ject: Preservation Notice 

Classification: CONFIDEMTIAL 

(b)(3) NatSecAct 

fG-) The Office of Inspector General has become aware of allegations of potential 
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(b)(3) CIAAct 

misconduct by U.S. Government employees relating to access to and review of the 
computers and computer networks located at the I !building, which are used to 
facilitate the Senate Select Committee on Intelligence (SSCI) review of the CIA's 
Rendition, Detention, and Interrogation program (hereinafter referred to as ROI-Net). 
We request you ensure all officers or contractors within your organizations that may 
have relevant information are made aware of this notice and that they preserve any 
documents, information, records or other material as required. Please maintain a list of 
any officers or groups you make aware of this notice. 

(U//FOUO) Therefore, you are directed to preserve and maintain all documents, 
information, records, and other material falling under the below categories. Though you 
are directed to preserve and maintain all such documents, information, records, or other 
material, at this time it is not requested that you produce them. 

• Any and all documents, information, records, communications, and other material 
related to the planning, deployment, or maintenance of ROI-Net 

• Any user agreements or other documents related to the use of or obtaining of 
accounts on ROI-Net. 

• Any and all documents, information, records, communications, and other 
(b)(3) CIAAct material related to reviews, studies, investigations, or inquiries into the security of 
(b)(3) NatSecAct ROI-Net, users of ROI-Net, or activities conducted on ROI-Net 
(b)(S) 
(b )(7)( e) 

. [~-------------------------------------- -- -----------------------~------------~~~~~·~. I 

• Any and all records related to the loading or removal of information from ROI-Net 

(U) "Documents, information, records, communication and other material" are defined to 
include, but are not limited to, the following: cables, reports, finished intelligence, 
assessments, legal guidance, policy guidance, authorizations or approvals, 
arrangements or agreements, standard operating procedures, Memoranda of 
Understanding or Agreement, research, briefings or notifications, legal letters, opinions 
and memoranda, standard operating procedures, formal or informal Memorandums for 
the Record, memorialized formal or informal communications, Lotus Notes, emails, 
saved copies of instant messages, training manuals, handwritten notes, telephone 
records of any kind (including but not limited to any records that memorialize telephone 
calls having been made), voicemails, diary and calendar entries, and any computer, 
electronic, storage device or soft file documents or records of any kind. 

(U//FOUO) If you determine that you possess any materials described in this 
Preservation Notice, please preserve and retain them. Do not destroy any such 
materials unless and until OIG advises otherwise. Destruction of documents, 
information, records, and other material, including destruction that would 
otherwise take place in the normal course of the disposition of official 
information or records, is prohibited. 

(U//FOUO) With respect to electronic records that are the subject of this request 
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(including emails and instant messages), if you are going to be reassigned, please 
contact your Information Management Officer so that appropriate arrangements can be 
made to preserve your records before your reassignment. 

(U//FOUO) If you are unsure whether certain materials should be preserved, err on the 
side of caution and preserve them. Please contact Assistant Special Agent in 
ChargeC(b)(3) CIAAct /if there is any doubt about whether any specific 
records are responsive to the order and before any possibly responsive records 
are deleted from any electronic information system. 

Classification: cm1i;1g[~HIAL 
------------------------------------------------------------------------------------------------------------
Classification: CONPIDEH'fIAL 

Classification: GONFID~J;-ITIAL 
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(b)(3) CIAAct __ 
From: 
Sent: Friday, January 31, 2014 12:29 PM 
To: 

Cc: 

I (b)(3) CIAAct 

Subject: RE: Preservation Notice 

Classification: COHFI Dt:IH IAL 

(b )(3) NatSecAct 

Will do. I guess consent to monitoring agreements don't apply to the SSCI? 
.......... (~)(~) g1~~t 

From: ~----------------" 

Sent: Friday, January 31, 2014 10:28 AM 
To:I (b)(3) CIAAct 
Cc: ~---------------------------~ Subject: FW: Preservation Notice 
Importance: High 

Classification: COM~IO~NIIAL 

Folks, as you were the only people involved. Please be aware, and ensure we follow the preserve 
notice. 

(b)(3) CIAA~t 
__ (b)(3) CIAAct_~ 

From! @cia.ic.gov] 
Sent: Thursday, January 30, 2014 4:33 PM 
To: Merot3 __ ;,~~ (b)(3) CIAAct I 
Subject: Preservation Notice -------------------- .... __ ___J 

Classification: CO~JrlD~~ffl/\L 

(b )(3) NatSecAct 
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(b)(3) CIAAct 

(-6-) The Office of Inspector General has become aware of allegations of potential 
misconduct by U.S. Government employees relating to access to and review of the 
computers and computer networks located at the! I building, which are used to 
facilitate the Senate Select Committee on Intelligence (SSCI) review of the CIA's 
Rendition, Detention, and Interrogation program (hereinafter referred to as ROI-Net). 
As required by Section 17 of the CIA Act, these allegations have been referred to the 
Department of Justice. The Department of Justice has asked the CIA to preserve 
certain documents, information, records, and other materials, to the extent they exist, as 
detailed below. Due to the sensitive nature of this matter, we are sending the following 
preservation notice to a limited distribution of officers. We request you ensure all 
officers or contractors within your organizations that may have relevant information are 
made aware of this notice and that they preserve any documents, information, records 
or other material as required. Please maintain a list of any officers or groups you make 
aware of this notice. 

(U//FOUQ) Therefore, you are directed to preserve and maintain all documents, 
information, records, and other material falling under the below categories. Though you 
are directed to preserve and maintain all such documents, information, records, or other 
material, at this time it is not requested that you produce them. 

• Any and all documents, information, records, communications, and other material 
related to the planning, deployment, or maintenance of ROI-Net 

• Any user agreements or other documents related to the use of or obtaining of 
accounts on ROI-Net. 

• Any and all documents, information, records, communications, and other 

(b)(3) CIAAct 
(b)(3) NatSecAct 
(b )( 5) 

material related to reviews, studies, investigations, or inquiries into the security of 
ROI-Net, users of ROI-Net, or activities conducted on ROI-Net 

(b )(7)( e) • Any and all records related to the loading or removal of information from ROI-Net 

(U) "Documents, information, records, communication and other material" are defined to 
include, but are not limited to, the following: cables, reports, finished intelligence, 
assessments, legal guidance, policy guidance, authorizations or approvals, 
arrangements or agreements, standard operating procedures, Memoranda of 
Understanding or Agreement, research, briefings or notifications, legal letters, opinions 
and memoranda, standard operating procedures, formal or informal Memorandums for 
the Record, memorialized formal or informal communications, Lotus Notes, emails, 
saved copies of instant messages, training manuals, handwritten notes, telephone 
records of any kind (including but not limited to any records that memorialize telephone 
calls having been made), voicemails, diary and calendar entries, and any computer, 
electronic, storage device or soft file documents or records of any kind. 

(U//FOUO) If you determine that you possess any materials described in this 
Preservation Notice, please preserve and retain them. Do not destroy any such 
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materials unless and until OIG advises otherwise. Destruction of documents, 
information, records, and other material, including destruction that would 
otherwise take place in the normal course of the disposition of official 
information or records, is prohibited. 

(U/tFOUS) With respect to electronic records that are the subject of this request 
(including emails and instant messages), if you are going to be reassigned, please 
contact your Information Management Officer so that appropriate arrangements can be 
made to preserve your records before your reassignment. 

(U//Fet:tE)) If you are unsure whether certain materials should be preserved, err on the 
side of aution and oreseOLe_the_ . Please contact Assistant Special Agent in 
Charg (b)(3) CIAAct if there is any doubt about whether any specific 
records are responsive to the order and before any possibly responsive records 
are deleted from any electronic information system. 

(b)(3) CIAAct 

Classification: COf<JFIDEffflAL 

Classification: COHFIDEN'f'Il\L 

Classification: COM!"IDEN'f'L\L 
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(b)(3) CIAAct 
From: 
Sent: Tuesday, March 11, 2014 2:53 PM 
To: 
Cc: 

I (b)(3) CIAAct 

Subject: Docs to get you up to speed 
Attachments: Scan 1 - Emails and Blue Team.pdf; Scan 2 - SSCI - DCIA Communication.pdf; 

MOIA -/ fciocx (b )(3) CIAAct 

Classification: Cf'OP GECRE'.P//NOFOHN 

(b)(3) CIAAct 
L__________J 

As discussed, please take a look at these documents to get a feel for the case initiation and a line of 
question inr for thel interview you' re going to schedule ( Note the I I MO IA is in draft at the 
moment). let's talk when you get in tomorrow so I can explain all of this to you. I'll be 
forwarding a separate email with an article you should read as well. 

(b)(3) CIAAct 

Classification: 'fOP SF:CR"E'f//NOPORN 
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t.-'.J.....J"-..L'..L....1-'-' / I J..',I;..._,,...._ '-"J..\..L'I 

Office of Inspector General 
Investigations Staff 

Memorandum of Investigative Activity (MOIA) 

(b )( 1) 
(b)(3) CIAAct 
(b)(3) NatSecAct 
(b)(S) 
(b )(6) 
(b)(?)(c) 
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"-'.L-1'-'.L'-.J....J..L./ I ..t.."11~.J.. ~..i..\.J.'I 

Memorandum of Investigative Activity (MOIA) 

(b )( 1) 
(b)(3) CIAAct 
(b)(3) NatSecAct 
(b)(5) 
(b )(6) 
(b )(7)( c) 
(b )(7)( e) 

..._.,.t..-1.,_,, .. L\ .. LJ _L"/ I .L V.L \_/..L\..i 
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i._,;..1-,1-.._,.L,..L....1...l. I I J..'11',..l'J... '-".t..\..L'f 

Memorandum of Investigative Activity (MOIA) 

(b )( 1) 
(b)(3) CIAAct 
(b )(3) NatSecAct 
(b)(S) 
(b )(6) 
(b)(?)(c) 
(b )(7)( e) 

SECREff'//NOFOr<N 
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(b)(5) 
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Approved for Release: 2015/07/20 C06303376 



C06303376 
l0)(1) Approved for Release: 2015/07/20 C06303376 
(b)(3) CIAAct 
(b)(3) NatSecAct 
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(b )(3) NatSecAct 
(b)(5) 

Approved for Release: 2015/07/20 C06303376 



C06303376~~~~~ 
lh.\l"J\ 1\1,....fC',.._ ..... A ..... 4-

ApprOVed for Release: 2015/07/20 C06303376 
lUJl~) 

Approved for Release: 2015/07/20 C06303376 



· L(b)(3) CIAAct 

14-0J.m17 

Template: v25 

(b )(3) NatSecAct 

Approved for Release: 2015/07/20 C06303376 



C06303376 
Approved for Release: 2015/07/20 C06303376, 

c 
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1.1.1 
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Ll.3 

~} 

tr,) H.ow 
1.1.4 ~) 

(5} 

Perncnn!2 Act1,v1nes ........... ., •• ,,.,, 

Recommended test cases 

13s2 Recommended .RDI Team Act1:011s 

t. ca o;...,)c~.c . .J . .L-j r: i..10.i.;. .. , .. H.\ ... .-:i 

,,,.,.,o·.,, ............. 3 

3 

5 

(b)(3) NatSecAct 
'---------(b)(7)(e)i------------------
1,4 (~ TlmeHne 

1 
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(b )(3) c1'iActj.mditdata: 
1. 

2. 

) 

Approved for Release: ~0.,15/07/20 C06303376f-

(b)(3) CIAAct 

(b)(3) NatSecAct 
(b)(7)(e) 

r--=1~. _<~:o~n~d~uc=t-=a'-'-n...:::..Cad:::..:_m.:._:._:i__:_:.cni::.::::.:st::.:..cra::..::t=iv--=--e --=--se=c--=--u r:..:..:itv:..L· _:__:n::._:::!v_..::_:ie:...:..::w:...:..::. ___ (b) (3) N atSecAct ___________ _ 
I (b)(7)(e) 

3:. Once forensic work is complete~ ass~ssthe pote11tial interview of persorrnei involved about what we find. 
4. 

(b)(3) CIAAct 
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(b)(3) CIAAct 

thej __ ~raciiity. 
(b)(3) CIAAct 

(b)(3) NatSecAct 
(b)(7)(e) 

(b)(3) NatSecAct 
(b)(7)(e) 

(b)(3) NatSecAct 
(b)(7)(e) 

(b)(3) CIAAct 

.t)P. 0EC3E.J.) )NUE U@ 
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,b)(?)(e) Approved for Release: 2015/07/20 C06303376-

r, ·- · ,..,• ,,,.Pr opens restricted documents. (~~N~S~Aci--~-~--~--------~ 
(b)(7)(e) 

o 4 additional congressional users accessed the copied documents 
\ (b)(3) NatSecAct 
~.---:--1 d:--e-:nt:-:-:ifi:--1e--;-d-u-se-rs-a-re-:---:-:lD::-:E::-N-:-B::-,---;-;I D::-;E~N-;:-;C;:-, -;;;;ID::-;;;E:;--;N-.:D;:-, ~, D:--E-.----.-N--=E-----(b) (7) ( e )_J 

o Aii congressional users have the ability to print accessible documents 

1.1.4 f'F.ij Information and Findings of Identified Users 
(b)(3) NatSecAct 
(b)(7)(e) 

1.2 Current & Completed Activities 
• Current Actionable Steps (b)(3) CIAAct 

o CBTinvestigation !everagingDaudit to determine the following 
• Timeline of events (complete) (b)(3) NatSecAct 
• List of users! (b)(7)(e) ----~complete) 

TOF 880Ft:ST//HOFORN 
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l, J., .J !. r._~',j.,.. 

Recommended test 

(b)(3) NatSecAct 
(b)(?)(e) 

(b)(3) NatSecAct 
(b)(5) 
(b)(?)(e) 

(b)(3) NatSecAct 
(b)(5) 
(b)(?)(e) 

(b )(3) NatSecAct 
(b)(5) 
(b)(?)(e) 
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Plan of Review for OS Investigation 

16 January 2014 

Conduct an administrative security review. 

Identify and review accreditation, certification and protocol 
procedures for/ ]transfer of RDI materials from CIA to 
SSCI. (b)(3) CIAAct 

(b )(3) NatSecAct 
(b)(?)(e) 

Do a complete audit on/ (b )(3) NatSecAct 
(b)(7)(e) 

Once forensic work is complete, assess the potential interview 
of personnel involved about what we find. 

Cyber Security Group forensic review will require CIA auditing 
·and forensic tools Blue Team}. OS/OGC will advise 
and guide as data is reviewed in accordance with A/OGC. 

(b)(3) CIAAct 

SECRET/PiOFOfU~ 
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pp DELIBERATIVE PROCESS PRIVILEGED DQC• OMwn, • 

(b)(1) 
(b)(3) CIAAct 
(b)(3) NatSecAct 
(b)(5) 
(b)(6) 

(b)(3) NatSecAct '\ r '\ , 

DELIBERATIVE PROCESS PRIVILEGED DOCUMENT 
9DeR:Bif//NePeJieit 
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DELIBERATIVE PROCESS PRIVILEGED DOCUMENT 
8EORE1;F//U9FO!Hi 
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(b)(3) NatSecAct 

(b)(1) 
(b)(3) CIAAct 
(b )(3) NatSecAct 
(b)(5) 

aiiGREiT 
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(b)(3) NatSecAct 
(b)(5) 
(b)(6) 

SH€RB'f 

. . 
Approved for Release: 2015/07/20 C06303376 



C06303376 :!BSRB'ir 
Approved for Release: 2015/07/20 C06303376 

(b) ( 1) 
(b)(3) CIAAct 
(b)(3) NatSecAct 
(b)(5) 
(b)(6) 
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~pproved for Release: 2015tq7t20 C06303376 
~ei.~ev.....-~tA .·· -~ --~ 

The lumo.tahleJobn B~ 
DireatQr 
Omtral InfelJi,1~~ J\gency w~ u~c. 2Dsos 
Dear Director·litemwl: 

Rl.ier~~-'~ 
W~INfaTON. ce:a1o.40!i 

rtu. 1.11 r. L 

I am~ with ~d-to.-G1Jr mu.tiQS W--about the ecquisition of 
a pa.tticula.r CL\ do·-t You SW· at tbe m."1:ma your ~to laundl a twl 
''fbraic iav~" on the. campu~ Q6 computer netwoib ·ued by the . 
Senate-Seledt Cmnmittee on lntellismmt .(SSC!) staff at the CIA. fawity in 
question. I re.q~ ·that you suspem:1 my• mvestigati® or access to the 
oomputerJ or ~b until I can cotwd.er this mattc,f further. I will 
lilcewise pl•-~ S$CI st,.ff will not access then COlQPutffl or-computer 
networks for&'-._~ Until tha~-time. y.ou do ·not have •mr ·~ for 
any lnvettigative twtivity to tab pllee. 

you~ in. cur~ th .. are~ipificant8',a.t.iion. of powers 
issues involved·b.ore1i md·those m1$.t be ~ly ~. 

In addi~ the Committee and the CIA entered -intb an agremw,nt at the 
outset of this Study that sh~ wrtil decided otherwise, be upheld .. Specifically, 
on June 2, 2009. Vice ebair:man .B<md and l wrote-to Director .P~ our 
- that~ .... [tJhe cm.ly CIA eni,lo;.ees or con~rs with~ to this 
<JOm,utetqatem {the SSCI system] will be CIA imbmuwen~log ~I 
\Vho will not be·petmi#6d to ~yor -~-~-,~n-·ftem the system 
with other~~ e-. as-~dflt~by·the ~/· In • . _·· . z:t· . .- .p· .... ··., .. . 1· . fQ illta~· D..-.Jan4i . ··._ ..... 4 
~onM.. -~-.-~~-•. -- .'·~~~~----······~(QlJUlle ' 
2009-~ ••-~~-:•"··· OIA---~$.eCommittec's needto~woft .. ~ona ~4~-~ve.u-discu,sed.m ~-s of'y()ur [~tJ~2t !OOfil~ ·C£4 ~,,.,:tie waUcd--
oif~k shate-dtiv,e will be limited to CJA_b1fb®ation ~~except 
as otherwise a~ by the Cottnm• or its staff:'' 

eeNffB••U,t&L 

. . 
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The Honorable John Brennan 
January 17, 2014 
Page Two 

I believe that no further action should be taken on either side until we can 
both consider the proper next steps to assure the protection of all relevant equities. 

Sincerely yours, 

£411111~~·£~ ,c;: 
Dianne Feinstein 
Chairman 

cc: Vice Chairman Saxby Chambliss 
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UNCLASSIFIID/IP9R 9FFIClAf:; HSI! OPiL\7 

I understand tlutt, following my letter to you of Janumy 17, 2014, .asking you 
to suspend all searches of the Committee network, yo.u agreed that the CIA would 
suspend any further searches, as per our prior written agreements. 

The computer network in question was, aooording to the written a~t 
between the CIA and the Committee in 2009, to be ''walled-off' from CIA 
personnel except for narrow cases involving technical support and assistance.. The 
network was recognized to contain SSCI work product, and was not to be accessed 
or affected by CIA ~el without prior approval of the Committee. 

The fact that the computers and the coIQPu.ter nenvork were provided to the· 
SSCI by the CIA at a CIA ... Jeased facility does not affect the SSCl's exclusive 
rights with regard to the netvvotk In fact, the Committee• s strong preference in 
2009 was to have the CIA provide all inf~on relevant to the Study to the 
Committee at its offices in the llart Senate Office Building, as is standard 
procedure for Committee oversight work. It was only because of the written 
agreement between the Committee and. the CIA, that assured the Committee of the 
protections for SSCI information and materials at the CIA facility, that we 4greed 
to the present arrangement 

I have the following initial questions about the CIA breach of this agreenient 
and the CIA searcll Gf the Committee network. The Comm.itt"Ce may also seek an 
independent ·review of this action. 

I. w1w first suggested the search? Was it personally approved by you? If not, 
who approved the search? 

2. For what specific purpose or purposes was the search conducted? 

3. Was legal guidance sought and provided prior to the approval? Did that 
legal guidance take into account the written agreements with the Committee 
proht"biting such a search with.cut the Committee's approval? 

4. What was the legal bas"is for the search of the Committee oom.puter network? 
Did CIA seek and obtain leg3} procesi in advance of conducting this seardi? 

S. When did the search of the Committee network take place, where, and by 
whom? Did the search involve any contractors? Was the seareh a one-time 
even~ or were there multiple searches of the Committee netwotk? If the 
latter, when did they occur, when did they end, and why did they end? 

UNCLASSIFIED/NOR OPPICIAL 1:JSB 9HL¥ 
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UNCLASSIFIED/lf6R fJli'FfCMf:, use 8NL¥ 

6. What were the directions provided to the individuals who conducted the 
search? How, specifically, was the.search conducted? 

7. What materials were searched and reviewed by CIA personnel or CIA 
contractors~ What parts of the Committee computer netwotk were searched? 
Did this &earCh include internal conuuunications·betw@D Committee staff or 
personal notes or other work-product of Committee staffi Was· any process 
used to minimize the extent of the search otsuoh sensitive materials? Was 
the search limited to the majority staff's network? 

8. Did the CIA.physically enter either of the two QQtttbination-loeked secure 
rooms where the Committee com,puter network and the Committee's 
researoh materials and work product are located? If so, were any hard copy 
d.Qcuments in those rootns reviewed ot searched? 

9. Did ·the CIA a.her or remove any data from the Committee network? If so, 
what specifically was altered or removed? 

1 O.Does the CIA have any m~:terials reviewed (blrlng the search in its 
possession? Ifso, who has custody ofthe$e records and materials? 

11. Who, if anyone, outside of the CIA was aware of the possibility or plans to 
search the Committee network prior to the search occuning? 

12. Who~ if anyone, outside of the CIA, has the CIA consulted since the search? 
SpeclficaUy, have CIA p·ersonne1 informed the Director of National 
IntelHgence, the Department of 1ustice, the Federal Bureau of Investigati<>n, 
the White H~use, or the President's Intelligence Advisory Board and its 
Intelligence Oversight Board? 

Finally, at our January 15, 2014, meeting, youmised concerns about the 
security of the CIA's cJassifjed computer~' $11eging the possibility that 
Committee staff had obtained the intemal review by working to gain unauthorized 
access t-0 CIA computers or databases. They did noL The intemal review was 
provided to Committee ·.st«ff at the CIA-leased. f~Uity where tbe Committee Study 
work was conducted. Due.to the nature of the computer systems at the facility, the 
Committee has no way to detemline who provided the documents and for what 
pmpose. 

UNCLASSIFIED//FOR OPPICIAL tJM'J 6NLY 
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The Honorable Dianne Feinstein 

During our 15 January meeting, I explained how it came to our 
attention that these documents were on the SSCI staff side of the 
network. As I indicated, recent statetn.ents made by Committee staff 
suggested they had in their possession a document that you 
requested in a 26 November 2013 letter. In your correspondence, 
you asked for "several su~ary documents" from what you termed an 
"internal review11 of the CIA RDI program initiated by Director 
Panetta that purportedly came to conclusions similar to those 
contained in the Committee's .study on the RDI program. Senator 
Udall made a similar reference to, and a request for, these 
materials during the open hearing on Caroline Krass's nomination to 
be the CIA's .General Counsel. $enator Udall repeated his request 
for these documents in a 6 January 2014 letter that he wrote to the 
President'. In response, I explained to both you and Senator Udall 
that these requests raised significant Executive branch 
confidentiality interests and outlined the reasons why we could not 
turn over sensitive, deliberative, pre-decisional CIA material .. 
These documents were not created as part of the program that is the 
subject of the Committee's oversight, but rather were written in 
connection with the CIA's response to the oversight inquiry. They 
include a banner making clear that they are privileged, 
deliberative, pre-decisional CIA documents, to include attorney-
client and attorney work product. The Executive branch has long 
had substantial separation of powers concerns about congressional 
access to this kind of material.. 

CIA maintains a log of all materials provided to the Committee 
through established protocols, and these documents do not appear in 
that log, nor were they found in an audit of CIA 1 s side of the 
system for all materials ·provided to SSCI through established 
protoc~ls. Because we were concerned that there may be a breach or 
vulnerability in the system for housing highly classified 
documents, CIA conducted a limited review to detennine whether 
these files were located on the SSCI side of the CIA network2 and 
reviewed audit data to determine whether anyone had accessed the 
files, which would have been tmauthorized. The technical personnel 
conducting the audit review were asked to undertake it only if it 
could be done without searching audit data relating to other files 
on the SSCI side of CIA's network. That review by IT personnel 
determined that the documents that you and Senator Udall were 

the security briefing given to all Committee staff granted access to the CIA 
network, and other relevant documents. 
2 The system is designed to preclude looking for file names across the entire 
network, thus precluding a single ~network wideu review. Thus, absent 
finding and exploiting a vulnerability, the CIA personnel working on the RDI 
review should not be able to access any information on the SSCI side, and the 
SSCI staff working ..... ,,., t-11e 1:1J)1' r"',r; .J:>w R:htm1 d not be ahl?: t:n ;3noe~s axiy 
information on the CIA side of the network. 

2 
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The Honorable Dianne Feinstein 

requesting appeared to already be on the SSCI staff side of CIA's 
local area network and had been accessed by staff. Only completion 
of the security review will answer how SSCI staff came into 
possession of the documents. After sharing this infonnation with 
you and explaining that I did not know how the materials would have 
appeared on the SSCI staff side of the network, I requested that 
you return any copies of these highly sensitive CIA documents 
located either in the Committee reading room at the CIA facility or 
in the Committee 1 s own offices. You instructed your staff director 
to collect and provide to you any copies of the documents w· I 
informed you that I had directed CIA staff to suspend any further 
inquiry into this matter until I could speak with you. 

I stated that I had asked for the meeting because I wanted 
Committee leadership to be fully aware of what had been brought to 
my attention before I directed the appropriate IT personnel to 
begin a full computer security review. I informed you that the 
staff who would conduct the security review would need to conduct 
computer forensics on the CIA documents that appear to be on the 
SSCI side of the system. I further informed you that the 
individuals assigned to conduct this security review would be 
"walled off" from the CIA personnel who have been involved in 
reviewing the Committee's study on the RDI program in order to 
protect the SSCI's legitimate equities in its deliberative 
materials and work product. · 

I made clear during our meeting that I wanted to conduct this 
security review with your consent and, furthermore, that I welcomed 
the participation of the Committee's Security Director in this 
effort. You informed me that you were not aware that ·the Committee 
staff already had access to the materials you had requested in your 
letter. Soon after our meeting, you requested by letter that I 
suspend any investigation or further access to the computers or 
computer networks unti~ you could consider the matter further. You 
also pledged in your letter that SSCI staff would not access those 
computers or computer networks for this same period. I reached you 
by telephone the next day to inform you that the CIA would 
temporarily suspend the security review in light of your request. 
I trust that you'continue to believe that Committee staff should 
not access any of the computers on CIA's local area network while 
we work through this matter. 

As I stated in our meeting, the existence of these sensitive 
Executive branch documents on the SSCI side of the CIA facility 
network--all of which were created outside the agreed time period 
for document production--raises significant concerns about the 
integrity of a highly classified CIA computer system and whether 
the protocols developed between the· SSCI and the CIA in relation to 
CIA files are being followed. You indicate in your most recent 

3 
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The Honorable Dianne Feinstein 

letter that these documents were provided to Committee staff at the 
CIA-leased facility, but, as I noted above, we have no record of 
having done so under the process by which we have regularly 
provided documents. 

As I noted at our meeting, this is a very serious matter, and 
it is important that both the CIA and the Committee get to the 
bottom of what happened. We should be able to do this in a way 
that preserves our institutional equitiesM 

I renew my invitation to have the Committee's security officer 
fully participate with CIA security professionals in a security 
review of the local area network dedicated to the RDI study. Your 
23 January letter indicates that an independent review of these 
events also may be appropriate. I would welcome an independent 
review that explores CIA's actions and how these documents can:e to 
reside on the Committee's side of the CIA facility network. If you 
are amenable, I will have my Acting General Counsel reach out to 
the Committee's Majority and Minority Co:unsel to discuss options 
for such an independent review. 

However we proceed, the security review must be completed in a 
timely manner. It is imperative to learn whether or not a breach 
or vulnerability exists on this network and was exploited. I trust 
that you share my concerns and that we can work together to carry 
out a security review that answers these important questions while 
respecting the important separation of powers concerns of both 
branches. 

Sincerely, 

cc: Members( Senate Select Committee on Intelligence 
The Honorable Jim Clapper, Director of National 

Intelligence 
Ms. Kathryn Ruemmler, White House Counsel 

4 
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Subject: 
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C(b)(3) CIAAct= 
Wednesday, February 19, 2014 5:09 PM 

J)avid Buckley;R)(3) CIAAc(~=:J 
[(b)(3) CIAAct_ 

RDINet Status 19 Feb 2014 

Classification: ~EC~E~ 

(b )(3) NatSecAct 

Not a lot to report today. 

(b)(3) CIAAct;A~! ~~!arranged to interviewL_l _____ --_--------_-_-------------~-Ion Monday 24 Feb. 

(b )(3 ) C IAAct O~her individuals SA I lco~tacte~ rega~ding interviews, including~---~are consulting 
with legal counsel before agreeing to interviews. 

(b)(3) CIAAct 

Classification: SEGRE~ 
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From: [--~ ( b) ( 3) CI AA ct-~~~--] 
Sent: 
To: 

Thursday, March 13, 2014 6_:4_8_A_M __ _ 
I (b)(3) CIAAct I 

Subject: USA Today Op Ed and Editorial Board response 

Classification: UNCLASSIFIED 

From:l(b)(3) CIAAct I 

Sent: I hursday, March 13, 2014 1:07 AM 

(b)(3) CIAAct 

David B Buckley 
Cc: (b)(3) CIAAct 
SuoJect: IN Ops enter Update: USA Today Op Ed and Editorial Board response 

CLASSIFICATION: UNCLASSIFIED 

CIA: We believe in strong oversight 
USA Today 
12 March 2014 

Dean Boyd 

(b )(3) NatSecAct 

The CIA believes in the necessity of effective, strong and bipartisan congressional oversight. We are a far 
better organization because of congressional oversight, and we will do whatever we can to be responsive 
to the elected representatives of the American people. 

The CIA conducted a thorough review of the Senate Select Committee on Intelligence report on the 
Rendition, Detention and Interrogation pro1:,rram and presented an extensive written response to the 
committee in June 2013. The CIA's response agreed with a number of the findings of the report, but 
disagreed with others. Since that time, we have worked extensively with the committee to resolve 
differences and dctcm1inc the best way forward on potential declassification and we will continue to do 
so. 
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In recent months, the CIA had reason to believe, based on comments and correspondence from 
Intelligence Committee members and staff to CIA officials, that committee staff may have improperly 
accessed and retained sensitive CIA documents that were stored on a CIA local area network. These 
documents were privileged, deliberative, pre-decisional Executive Branch material that implicated 
separation of powers concerns. 

Because we were concerned that there may have been a breach or vulnerability in the CIA local area 
network on which CIA stored these documents, CIA information technology specialists were asked to 
conduct a limited review to determine whether these files were located on the side of the CIA network the 
committee was authorized to use. That review appeared to confirm the committee's unauthorized access to 
the documents. 

The CIA quickly notified the committee leadership and requested that copies of these materials be 
returned. The CIA offered to conduct a joint security review with the committee to determine how 
committee staff had obtained the materials. To ensure that the actions of CIA officers were reviewed 
independently, we asked the CIA inspector general to look into the actions of CIA officers. 

We have acknowledged and learned from the Rendition, Detention and Interrogation program's 
shortcomings, and we have taken corrective measures to prevent such mistakes from happening again. 
But we also owe it to the women and men who faithfully did their duty in executing this program to try to 
make sure any historical account of it is balanced and accurate. Even as we have learned from the past, 
we must be able to put the past behind us so that we can devote our full attention to the future. 

CIA has a lot of explaining to do: Our view 
USA Today 
12 March 2014 

The Editorial Board, USA Today 

Sen. Dianne Feinstein, chairman of the Senate Intelligence Committee, isn't one to throw bombs. Unlike 
congressional gadflies who abuse their oversight power to afflict their political enemies and make a name 
for themselves, the veteran California Democrat has been a responsible and low-key supporter of the 
intelligence community. 

So when Feinstein takes to the Senate floor to level explosive charges against the CIA, as she did on 
Tuesday, attention should be paid. 

Feinstein charged that the CIA had tampered with the intelligence committee's years-long investigation of 
the agency's brutal, post-9/11 interrogation program. Specifically, she said, the agency spied on 
committee staff and removed documents from committee computers that show the agency agrees with 
some of the committee's damning conclusions about the interrogation program. 

What to make of this? If the CIA did what Feinstein alleges, its actions were an outrageous breach of law 
and the Constitution's separation of powers, and those involved must be held accountable. 

The CIA insists the story is more complicated. Director John Brennan denies "hacking Senate computers" 
and insists that "nothing could be further from the truth." he said that the 
documents were "sensitive" ones that "may have been improperly obtained and/or retained" by the 
committee, and that the CIA was merely trying to understand how it made its way into Senate hands when 
the agency had not officially released it. 
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The CIA has referred the matter to the Justice Department to detennine whether Senate staff broke any 
laws, a move Feinstein implies is a naked intimidation attempt. It shouldn't take a Justice investigation to 
sort out who's telling the truth, and at this point Feinstein would seem to deserve the benefit of the doubt. 
But it looks as if an inquiry is both inevitable and necessary. 

The broader context for this extraordinary confrontation is that it is part of the nation's continuing effoti to 
come to grips with what was done in the name of national security after the 9/11 attacks. From its 
beginning in 2002, the CIA's "rendition, detention and interrogation" of terror suspects was shrouded not 
just from public view but also from the members of Congress whose job it was to oversee it. 

With encouragement from the Bush White House, the CIA behaved as if it were beyond accountability, 
save to the administration lawyers who distorted the law to make torture seem legal. The agency even had 
the astonishing gall to destroy videotapes of torture sessions, on the flimsy pretext that written accounts 
were a sufficient record. 

President Obama outlawed torture after he was elected, and he picked Brennan in part to try to move the 
agency past its dark days - something Brennan says he badly wants to do even though he supported the 
interrogation program, with reservations, as a former top aide to ex-CIA chief George Tenet. 

In the absence of definitive accounts, Americans have had to rely on news reports and movies such as 
Zero Dark Thirty to try to grasp what happened after 9/11, decide whether it was justified and determine 
under what circumstances - if any it might be repeated. 

These are difficult, morally complex questions. The Senate committee's long-delayed report on CIA 
actions will be an important step in answering them. The sooner it's released, the better. 

Classification: UNCLASSIFIED 
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From: /-(b)(3) CIAAct~I 
Sent: Thursdav. Julv 2014 8:35 AM 
To: b)(3) CIAAct 
Subject: FW: DOJ Declination in Document Crossing Matter/SSC! 
Attachments: 
Signed By: 

FAX fm DOJ on 8 JUL 2014 re Criminal Referral fm 7 FEB 2014.pdf 
(b)(3) CIAActicia.ic.gov 

L ___ ----- _I 

Classification: UNCLASSIFIED 

SAA file 

From: Caroline D. Krass 
Se1t:_W_ednesdav. Julv 09. 2014_£:SS_eJYL~-
To: (b)(3) CIAAct j 

-- ---------- --- -------- ------- - - -~-- --- ---- -- ---- --- _-_ -

Subject: FW: DOJ Declination in Document Crossing Matter/SSCI 

Classification: UNCLASSIFIED 

Here is the other letter. 

From: Caroline D. Krass 
Sent: Wednesday1 July 09, 2014 5:47 PM 
To: vril Haines: Mer~""'--'----''----"'-'-il____ ___ _ 

~C_c~~~~~~-(~b~)(~3~)_C_IAA~_ci~~~~~~~NealHiggin~RonaldD.Boyd;~~~ 

Su6Ject: DOJ Declination in Document CiOssing Matter/SSC! 

Classification: UNCLASSIFIED 
---------------======------====--==------============= 

(b)(3) CIAAct 
(b)(5) 

Caroline 

Classification: UNCLASSIFIED 

Classification: UNCLASSIFIED 
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To: Caroline Krass From: l(b)(6)I 

Fax: (b)(3) CIAActj Pages: 1, excluding covers.l-iect ----~·-··--

Phone: 
! 

Date: 7.8.2014 

Re: 2014 Criminal Referral CC: 

Urgent D For Review D Please Comment Please Reply Please Recycle 

Caroline, (b)(3) CIAAct 

Here is an advanced copy of the Department's response to the criminal referral that! [sent to us on 
February 7. We are mailing the hard copy today. Let us know if you have any questions. Thanks. 

Sincerely. 

._ ____________ Approved for Release: 2015/07/17 C06303581 
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Ms. Caroline Krass 
General Counsel 
Central Intelligence Agency 
Washlngton) D.C. 20505 

Dear Ms. Krass: 

U.S. Department of Justice 

July 8, 2014 

:4) 0002/0002 

We are writing in response to the criminal referral submitted by[ (b )(3) CIAAct 
[-~~--]to the Department of Justice on February 7, 2014, pursuant to Section 1.6(b) of 
Executive Order 12333, as amended, and Sections VI.B, VII.A.4, and VIII.A of the 1995 Crimes 
Reporting Memorandum of Understanding between the Department of Justice and the 
Intelligence Community. The criminal referral reported potential violations of federal law by 
individuals not employed by the Central Intelligence Agency, specifically of 18 L'.S.C. § 
1030(a)(2)(B) (fraud arid related activity in connection with computers). Working with 
investigators from the Central Intelligence Agency's Office of the Inspector General, the 
Department has completed a preliminary inquiry into this matter and determined that, based on 
the information available to us at this time, there is insufficient basis to open a criminal 
investigation. 

Please do not hesitate to contact us again if your office learns of or obtains additional 
information relevant to thls criminal referral. Similarly, please feel free to contact us with any 
questions. 

Sincerelv 
(b )(6) 

Computer Crime and Intellectual 
Property Section 

C · · Division , 
(b )(6) 

Counterespionage Section 
National Security Division 
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From: 
Sent: 
To: 
Subject: 
Signed By: 
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Wednesday, March 12, 2014 1:02 PM 
c(b)(3) CIAAct I 

FW: Preservation Notice 
(b)(3) CIAAct!>cia.ic.gov 

Classification: COHPIDEN'f'IAL 

~~~·~~~~~-(b--)(_3_)-Na_t_se_c_A_ct~ 

From:l~-(b)(3) CIAAct ~cia.ic.gov] 
Se W@rln@srl;:iv. 2, 2014 9:46 AM 
To: (b)(3) CIAAct 
Subject: Fw: Preservation Notice 

Classification: CONFIDENTIAL 

(b)(3) NatSecAct 

----- Forwarded bye ( b) ( 3) c IAAct=on 03/12/2014 09:45 AM -----

CONFIDENTIAL 

(~)(~_) Subject: ~;:;::a~:~k N~o_tic_e _____ _ 
D;1tn: 01130/2014 I I (b)(3) CIAAct _______ 

Th,s 

Classification: CO~WIDEPfflAL 

(b )(3) NatSecAct 

'f6'1 The Office of Inspector General has become aware of allegations of potential 
misconduct by U.S. Government employees relating to access to and review of the 
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(b)(3) CIAAct 

computers and computer networks located at the building, which are used to 
facilitate the Senate Select Committee on Intelligence (SSCI) review of the CIA's 
Rendition, Detention, and Interrogation program (hereinafter referred to as ROI-Net). 
As required by Section 17 of the CIA Act, these allegations have been referred to the 
Department of Justice. The Department of Justice has asked the CIA to preserve 
certain documents, information, records, and other materials, to the extent they exist, as 
detailed below. Due to the sensitive nature of this matter, we are sending the following 
preservation notice to a limited distribution of officers. We request you ensure all 
officers or contractors within your organizations that may have relevant information are 
made aware of this notice and that they preserve any documents, information, records 
or other material as required. Please maintain a list of any officers or groups you make 
aware of this notice. 

(Ut!FOUO) Therefore, you are directed to preserve and maintain all documents, 
information, records, and other material falling under the below categories. Though you 
are directed to preserve and maintain all such documents, information, records, or other 
material, at this time it is not requested that you produce them. 

• Any and all documents, information, records, communications, and other material 
related to the planning, deployment, or maintenance of ROI-Net 

• Any user agreements or other documents related to the use of or obtaining of 
accounts on ROI-Net. 

• Any and all documents, information, records, communications, and other 
material related to reviews, studies, investigations, or inquiries into the security of 
ROI-Net, users of ROI-Net, or activities conducted on ROI-Net . c:=J~~m I 

• Any and a(b)(5))rds related to the loading or removal of information from RD I-Net 
(b)(7)(e) 

(U) "Documents, information, records, communication and other material" are defined to 
include, but are not limited to, the following: cables, reports, finished intelligence, 
assessments, legal guidance, policy guidance, authorizations or approvals, 
arrangements or agreements, standard operating procedures, Memoranda of 
Understanding or Agreement, research, briefings or notifications, legal letters, opinions 
and memoranda, standard operating procedures, formal or informal Memorandums for 
the Record, memorialized formal or informal communications, Lotus Notes, emails, 
saved copies of instant messages, training manuals, handwritten notes, telephone 
records of any kind (including but not limited to any records that memorialize telephone 
calls having been made), voicemails, diary and calendar entries, and any computer, 
electronic, storage device or soft file documents or records of any kind. 

(U/iFOUO) If you determine that you possess any materials described in this 
Preservation Notice, please preserve and retain them. Do not destroy any such 
materials unless and until OIG advises otherwise. Destruction of documents, 
information, records, and other material, including destruction that would 

Approved for Release: 2015/07 /17 C06303039 



C06303039 
Approved for Release: 2015/07 /17 C06303039 

otherwise take place in the normal course of the disposition of official 
information or records, is prohibited. 

(U/IFOUO) With respect to electronic records that are the subject of this request 
(including emails and instant messages), if you are going to be reassigned, please 
contact your Information Management Officer so that appropriate arrangements can be 
made to preserve your records before your reassignment. 

(U/fFOUO) If you are unsure whether certain materials should be preserved, err on the 
~?e of caution and r~serve them_. '.leas~ conta?t P:5sistant Spe~ial Agent in ·-· 

b 3 CIAA t \.,nargel at 1f there 1s any aouot about whetner any specmc 
( )( ) c records are responsive to the order and before any possibly responsive records 

are deleted from any electronic information system. 

(b)(3) CIAAct 

Classification. GOPfflDEP.fflAL 

Classification. COPfflDEtffl;A;L 

Classification: CGNPIDEN'fifo:L 
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From: [(b)(3) CIAAct=1 
Sent: Wednesday, March 12, 2014 7:21 PM 
To: I (b)(3) CIAAct 

Cc: 
Subject: RE: URGENT: USA Today Response 
Signed By: [(b)(3) CIAAct=1 

Classification: UNCLASSIFIED//FOUO 

CIA: WE BELIEVE IN STRONG, BI-PARTISAN OVERSIGHT 

By Dean Boyd, Director of CIA Office of Public Affairs 

The CTA believes in the necessity of effective, strong, and bipartisan Congressional oversight. We are a 
far better organization because of Congressional oversight, and we will do whatever we can to be 
responsive to the elected representatives of the American people. 

The CIA conducted a thorough review of the Senate Select Committee on Intelligence (SSCI) report on 
the Rendition, Detention and Interrogation (RDT) program and presented an extensive written response to 
the Committee in June 2013. The CIA's response agreed with a number of the findings of the SSCI 
report, but disagreed with others. Since that time, we have worked extensively with the Committee to 
resolve differences and determine the best way forward on potential declassification and we will continue 
to do so. 

In recent months, the CIA had reason to believe, based on comments and correspondence from SSCI 
Members and staff to CIA officials, that SSCI staff may have improperly accessed and retained sensitive 
CIA documents that were stored on a CIA local area network. These documents were privileged, 
deliberative, pre-decisional, Executive Branch material that implicated separation of powers concerns. 

Because we were concerned that there may have been a breach or vulnerability in the CIA local area 
network on which CIA stored these documents, CIA information technology specialists were asked to 
conduct a limited review to dcte1111ine whether these files were located on the side of the CIA network 
SSC[ was authorized to use. That review appeared to confirm SSCI's unauthorized access to the 
documents. 

The CTA quickly notified the Committee leadership and requested that copies of these materia]s be 
returned. CIA offered to conduct a joint security review with the Committee to determine how 
Committee staff had obtained the materials. To ensure that the actions of CIA officers were reviewed 
independently, we asked the CIA Inspector General to look into the actions of CIA officers. 

We have acknowledged and learned from the RDI program's shortcomings and we have taken corrective 
measures to prevent such mistakes from happening again. But we also owe it to the women and men who 
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faithfully did their duty in executing this program to try and make sure any historical account of it is 
balanced and accurate. Even as we have learned from the past, we must be able to put the past behind us 
so that we can devote our full attention to the future. 
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From: Ronald D. Boyd 
Sent: Wednesday, July 30, 2014 4:16 PM 
To: (b)(3) CIAAct 

Ronald D. Boyd 
Subject: Final CIA Statement 
Attachments: FINAL CIAOffice of Public Affairs Statement OIG Report.docx 
Signed By: I ~cia.ic.gov 

(b )(3) CIAAct 
Importance: High 

Classification: UNCLASSIFIED 

Can one of you get this to the low side immediately and place in CIA press release format. I am awaiting 
a call froml ~ho will give us the call on when we can distribute to the media. We need to get it 
ready ASAP. Thanks. (b)(3) CIAAct 

Dean Boyd 
Director, CIA Office of Public Affairs 

'----__j-~~·_uc.ia :_gov (b )(3) C IAAct 

Classification: UNCLASSIFIED 
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CIA Office of Public Affairs Statement 
July 30, 2014 

"In January 2014, CIA Director Brennan informed the leadership of the Senate Select 
Committee on Intelligence (SSCI) about information indicating that privileged CIA documents 
that were the subject of a pending request from the Committee were already in the possession 
of Committee staff. This same information suggested that Committee staff may have 
improperly accessed these documents through the network (called RDINet) that CIA maintained 
to facilitate the Committee's access to materials associated with CIA's former Rendition, 
Detention, and Interrogation (RDI) program. Subsequently, SSCI Chairman Dianne Feinstein 
expressed concern that CIA officers acted improperly when they conducted a search of the 
RDINet to locate those documents. 

"Recognizing the importance of this matter and the need to resolve it in a way that preserved 
the crucial equities of both branches, Director Brennan asked the CIA Office of Inspector 
General (OIG) to examine the actions of CIA personnel. He also instructed CIA offices involved 
in this issue to work cooperatively with the Senate's Sergeant-at-Arms, which is conducting a 
separate review of the SSCI staff's activities. The CIA OIG has completed its investigation, while 
the Senate Sergeant-at-Arms probe remains pending. The Justice Department examined both 
matters and recently found that there was insufficient evidence to open a criminal 
investigation. 

"This week, Director Brennan informed SSCI leadership of the CIA OIG's findings, which include 
a judgment that some CIA employees acted in a manner that was inconsistent with the 
common understanding reached between SSCI and the CIA in 2009 regarding access to the 
RDINet. The Director apologized to the SSCI Chairman and Vice Chairman for any actions by CIA 
officers that were inconsistent with the understanding between the Committee and the Agency 
on RDINet access as described in the OIG report. 

"The Director is committed to correcting any shortcomings related to this matter and, to that 
end; he is commissioning an Accountability Board at CIA. This Board will review the OIG report, 
conduct interviews as needed, and provide the Director with recommendations that, depending 
on its findings, could include potential disciplinary measures and/or steps to address systemic 
issues." 
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From: Ronald D. Boyd 
Sent: Thursday, July 31, 2014 8:56 AM 
To: [ (b)(3) CIAAct 
Subject: FW: final apology statement 
Signed By:(b)(3) CIAActl ~cia.ic.gov 

Importance: High 

Classification: UNCLASSIFIED 
---------------------- ---- ---------------- ---------

Can you OTO pronto? 

From:[(h)(3) .CIAJ.\ct=1 
Sent: Thursday, July 31, 2014 8:40 AM 

I To: Meroe s. Park:Rorald D. Boyd; Neal Higgins;i(b)(3) CIAActJcaroline D. Kras{(b)(3) CIAAct-:' 
[jb)(3) q1AAct_J 
Cc: Avril Haines 
Subject: final apology statement 
Importance: High 

Classification: UNCLASSIFIED 

Below is the statement DCIA just finalized. Meroe, please share with Evan Bayh ASAP. 
(b )(6) 

Dean, please get to~right away and tell him he needs to post before noon or he will likely be 
scooped. 

"In January 2014, CIA Director Brennan informed the leadership of the Senate Select 
Committee on Intelligence (SSCI) about information indicating that privileged CIA documents 
that were the subject of a pending request from the Committee were already in the possession 
of Committee staff. This same information suggested that Committee staff may have 
improperly accessed these documents through the network (called RDINet) that CIA maintained 
to facilitate the Committee's access to materials associated with CIA's former Rendition, 
Detention, and Interrogation (RDI) program. Subsequently, SSCI Chairman Dianne Feinstein 
expressed concern that CIA officers acted improperly when they conducted a search of the 
RDINet to locate those documents. 

"Recognizing the importance of this matter and the need to resolve it in a way that preserved 
the crucial equities of both branches, Director Brennan asked the CIA Office of Inspector 
General (OIG) to examine the actions of CIA personnel. He also instructed CIA offices involved 
in this issue to work cooperatively with the Senate's Sergeant-at-Arms, which is conducting a 
separate review of the SSCI staff's activities. The CIA OIG has completed its investigation, while 
the Senate Sergeant-at-Arms probe remains pending. The Justice Department examined both 
matters and found that there was insufficient evidence to open a criminal investigation. 
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"Director Brennan was briefed on the CIA OIG's findings, which include a judgment that some 
CIA employees acted in a manner inconsistent with the common understanding reached 
between SSCI and the CIA in 2009 regarding access to the RDINet. The Director subsequently 
informed the Chairman and Vice Chairman of the findings and apologized to them for such 
actions by CIA officers as described in the OIG report. 

"The Director is committed to correcting any shortcomings related to this matter and, to that 
end he is commissioning an Accountability Board at CIA, which will be chaired by former 
Senator and SSCI member Evan Bayh. This Board will review the OIG report, conduct interviews 
as needed, and provide the Director with recommendations that, depending on its findings, 
could include potential disciplinary measures and/or steps to address systemic issues." 

Classification: UNCLASSIFIED 

Classification: UNCLASSIFIED 
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The Honorable John Brennan 
Director 
Central Intelligence Agency 
Washington,D.C. 20505 

Dear ·oirector Brennan: 

CONFIDENTIAL 

GJanittd ~tatrs rnatr 
SELt,CT COMMITIE:i; ON INTELl.lGt'.NCe 

WASHINGTON,.DC 2!0510-6475 

January 17, 2014 

NO. 131 P. 2 

I am writing with regard to our meeting Wednesday about the acquisition of 
a particular CIA document. You stated at the meeting your intent to latmch a full 
"forensic investigation'' on the computers and computer networks used by the 
Senate Select Committee on Intelligence (SSCI) staff at the CIA facility in 
question. I request that you suspend any such investigation or further access to the 
computers or computer networks until I can consider this matter further. I will 
likewise pledge that SSCI staff will not access those computers or computer 
networks for this same period. Until that time, you do not have my agreement for 
any investigative activity to take place. 

As you noted in our meeting, there are significant separation of powers 
issues involved here, and those must be properly considered. 

In addition., the Committee and the CIA entered into an agreement at the 
outset of this Study that should, until decided otherwise, be upheld. Specifically, 
on June 2, 2009; Vice Chainnan Bond and I vVrote to Director Panetta our 
understanding that~, ... [t]he only CIA employees or contractors with access to this 
computer system [the SSCI system] will be CIA infonnation technology persotmel 
who will not be permitted to copy or othernrise share information from the system 
with other personnel, except as othenvise authorized by the Committee." In 
response, Director Panetta wrote a letter to Senator Bond and to me on June 4, 
2009 agreeing, and further stating that " ... CIA also recognizes the Committee's 
need to create work product on a walled-off network share-drive as discussed in 
paragraph 5 of your letter [of June 2, 2009]. Therefore, CIA access to the walled ... 
offnetwork share-drive will be limited to CIA infonnation technology staff, except 
as otherwise authorized by the Committee or its staff." 

CONFIDENt:flAI~ 
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The Honorable John Brennan 
January 17, 2014 
Page Two 

CONFIDENTIAL 

NO, 131 P. 3 

I believe that no further action should be taken on either side until we can 
both consider the proper next .steps to assure the protection of all relevant equities. 

Sincerely yours, 

-
lJU~~--- ---....... ' .. ~ll,,Alllli ----

Dianne Feinstein 
Chairman 

cc: Vice Chainnan Saxby Cham.bliss 

CONFIDENTIAL 

Approved for Release: 2015/07/17 C06302904 



CO 6 302904014 10: 2 7 AM SENATE 
Approved for Release: 2015/07/17 C06302904 

NU. 131 

CONFIDENTIAL 

FACSIMILE 

United S tes Senate 
SELECT COMMITTEE N INTELLIGENCE 

TO: 

Dianne Feinstein, California, Chairman 
Saxby Chambliss, Georgia, Vice Chairman 

r. 1 

CIA Director John Brennan 
.Attention: Neal Higgins 

PHONr1=(b)(3) CIAA~t 
FAX#: =1 

FROM: Chairman Dianne Feinstein PHO·i.NE~#: (b )(6) 
FAX#:I '----

'-----------" 

DATE: January 17 t 2014 

NUMBER OF PAGES: 3 (including cover page) 

COMMENTS: Letter to CIA Director John Brennan from Chairman Feinstein, dated 
January 17, 2014, regarding a follow-up to the Wednesday, January 15, 2014, 
meeting about the acquisition ofa particular CIA document. 

Please provide this letter to Director Brennan and confirm receipt. 

Please contactC(b)(5):=]ssc1security Director, atC(b)(
6)==1ifthis facsimile is 

not complete. 

CONFIDENTIAL 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

Signed By: 
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C(b)(3) CIAAct 

Monday, July 28, 2014 3:12 PM 
[(b)(3) CIAActj 

David Buckley 
FW: SSCI Correspondence 
Scan 2 - SSCI - DCIA Communication.pdf; Reid Letter to Brennan 5.1.14.pdf; 
Reid Letter_Brennan SAA lnvestigation.pdf 

[(b)(3) CIAAct~--1 

Classification: ~ECRE~ 

(?)(3) CIAAct] 

Three copies of each, stapled individually and clipped as a stack-to me. 

Thanks. 

(b)p) CIAActj 
(b)(3) CIAAct~-

Froml 
Se .~~:::1-u~,,-"~----...n1 · 2 PM 
To: (b)(3) CIAAct 
Subject: SSC! Correspondence 

Classification: SECRET 

(b )(3) NatSecAct 

All of the correspondence between Feinstein/Udall/DCIA and Reid are attached. 

1(b)(3) CIAAct ___ ] 
[ _________ ·- --·· ----- - . ------------·-·· 

Special Agent 

Office of the Inspector General 
1(b)(3) CIAAct 
I .... 
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tinittd ~tatts ~rnatc 

Director John O. Brennan 
U.S. Central Intelligence Agency 
Washington, DC 20505 

Dear Director Brennan: 

WASHINGTON, DC 20510-7012 

May 1, 2014 

MAJORITY LEADER 

Thank you for your letter. I share your desire to impartially obtain the facts in this matter 
and resolve any lingering questions. In that regard I understand that the Senate Sergeant at Arms, 
the CIA' s General Counsel and the CIA' s Inspector General have been discussing appropriate 
steps to address our respective responsibilities while coordinating with the Justice Department. 

I further understand that this collaboration has led the Sergeant at Arms and the Inspector 
General to the belief that they should work jointly to conduct the appropriate forensic analysis to 
gather the facts and report back to their respective organizations, while continuing to coordinate 
with the Justice Department to the extent necessary to ensure the integrity of any investigation it 
may conduct. Consistent with the separation of powers, such joint efforts must take care to avoid 
compromising either Executive or Legislative Branch equities. In that regard, I understand that 
the CIA Inspector General's review will not investigate the activities of SSCI personnel as the 
Sergeant at Arms will not investigate the activities of CIA personnel Nonetheless, I believe the 
CIA Inspector General and the Sergeant at Arms would be better able to reach an understanding 
of the relevant events by sharing facts and analysis as they move forward, and I hope you agree. 

Chairman Feinstein, Vice-Chairman Chambliss and I concur that this is a reasonable way 
to proceed, ensuring a thorough, unbiased review of the matter. We believe this approach is 
consistent with our respective authorities and responsibilities. We are confident that your 
Inspector General and the Senate's Sergeant at Arms, in coordination with your General 
Counsel, can work through the particulars of the steps needed to answer remaining questions 
while allowing each institution to maintain its respective responsibilities. 

Qt;~ ~trn\ 
United States Se~ator 
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WASHINGTON, DC 20510-7012 

March 19, 2014 

The Honorable John Brennan 

United States Central Intelligence Agency 
Washington, DC 20505 

Dear Director Brennan: 

MAJORITY LEADER 

Given our discussions on several recent occasions, you are aware of my deep concerns regarding 
the CIA's actions with respect to the Senate Committee on Intelligence (SSCI) Study of 
the CIA's Detention and Interrogation Program, particularly your notification of SSCI Chairman 
Dianne Feinstein and Vice Chairman Saxby Chambliss that the apparently, without prior 
authorization or consultation~ searched the computers and computer networks designated for 
exclusive use in out responsibilities. As Chairman has 

,n,,-,r1.:..,,.,- would mark the third 2010 which has acknowledged 
into computer networks without authorization. You are no doubt aware of the 

grave and unprecedented concems with regard to constitutional separation of powers this action 

I am aware that you have defended the CIA' s actions in this case by alleging that actions 
came in response to SSCI misconduct. Specifically, I understand that you have alleged that 

committee staff i1licitly accessed classified CIA networks to obtain a document the so-
calied "Panetta Review'' - which appears to corroborate the findings and conclusions of the 
Committee's Study and to contradict the CIA's own official response to the Study. To my 
knowledge, the CIA has produced no evidence to support claims that committee 
who have no technical training somehow hacked into the CIA ts highly secure classified 
networks, an allegation that appears on to be patently 

The Senate has an interest in bringing final resolution to this dispute. In coordination with the 
Intelligence Committee, I have instructed the Senate Sergeant-at-Arms to initiate a forensic 
examination of the computers and computer network assigned for exclusive SSCI use, in order to 
determine how the '"Panetta Review" entered the network. 

In of your statement in your January 27 letter to you "would welcome 
an independent review" of this matter, I trust you will support this To ensure 
independence, I ask that you take whatever steps necessary to ensure that CIA personnel refrain 

further interaction relating to this issue with staff other the Sergeant-at-Arms 
staff conducting the examination while the examination is underway. Fmihermore, I ask your 
cooperation in ensuring that Sergeant-at-Arms staff have the access, including security 
.,.,,.,.,...,,..,H,.,.,,.,,,,c., necessary to complete their exa..mination in a timely and m}mnPr, 
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do not hesitate to contact me with any concerns about this matter. 

CC: Attorney General Eric Holder 
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The Honorable John 0. Brennan · 
·Director 
Central Intelligence Agency 
Washington, D.C. 20505 

Dear Director Brennan: 

United ~tkltcs ~cnatc 
&ft.11!:f (."!Jl\:IM r flt, {ll'f •:,,., lh; li',[r,,f 

Wi$~JlU70N. f)ct; 2U'Jt~ e-:,:tt., 

November 26, 2013 
§!gII 2013-3453 

It has come to my attention that, after the Senate Select Committee on -Intelligence began its review of CIA documents related to the CIA Detention and 
Interrogation Program in 2009, former CIA Director Panetta initiated an .internal 
review of the records. It is my understanding that this internal review resulted in 
several s~ documents that came to simllar conclusions as those found in the 
December 13, 2012, Committee Study of the CIA Detention and Interrogation 
Program. 

Given the similarities between the Committee Study of the CIA 's Detention 
and Interrogation Program and the Director Panetta. review, and the divergence of 
the CIA Response to the Committee Study of the CIA 's Detention and 
Interrogation Program that you provided June 27, 2013, I am requesting a copy of 
the Director Panetta review and associated materlaJs be made available to me as 
soon as possible. Thank you very much. . 

Dianne Feinstein 
Chairman 
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Director 
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Bniml . :tstts *'1att 
amcr.~rrml~J~ 

WAIMlrll!iTQN. bf;::3'11\o.-tm 

January 17, 2014 

I• ~-with.~·-to.-OU.r ~· \V~ about the acquisition of 
a patiiQUlar ClA,. do~t You sta-1 at the m.eetm.a your~ to launch a mil 
''forensic in~., on the eomr,utffli .Qd computet ·used by the . 
Senate S~lect Committee on,Jntelligence .. (SSCI) staff at the CIA. faeility in 
question... I reqUMt •th.at you suspend any ·such •investigation or further access to the 
computers or~~ unffl I can cottsider this~ f\irther. I will 
l~ pied$, ~S-$01 stdf will not access :thoa ctma.putm or·computer 
netwotksfofffii1·!~ Until thaf~e, Y.f>U do not ·have •lllY apement for 
any investigative unvity to take plle.e. 

At you 11~te,l·in our meeting, ~t,re are aipificant·..,.-ation of powers 
issue, involved hot~ amd·th• must 1-prope.rly ~-

In additi<mt. the Committee and the CIA entered into an agreement at the 
outset · .r~1..:""" ~. '(o ·.;J .. · ................. t.~, .• t.;l • .......:1 ..t ........ hl-.J _..1..~....... be ... 1d.. s'A.s....,;:"call Q •U!Jlt ~y w.un, ~~II \Jll\..U U&JW,nNPGt . U~ .. . Y:, 
on June 2, 200~1 Vice ebaitmam BQ.l:ld. and l ~-to Director Panetta our 
- that~ .... [t]he only CIA en,.pioyees or contractors with aocfiS to this 
computer ,Ydml {the SSCI systom] will be CIA ~on technology perlOm1l1 
who witl.not be-~ to ~Y or o~ _. :ibfotn,ation··ftem th~ system 
with other~ e~~~e~~~bY:the~." In 
~onse, Duecto,P ... wr .. a tt*;r'to··~ Jomi"alMl·to-u. on J~ 4~ 
2009~ eod-.. ~a.that·" .. -O~--·~ «te Committee's 
need to .... _w«t-produ¢1:on a walt~~~•..,..dti:ve.udilwssed. in 
~h s ofy~ur 1--lbt1~2, !00.£\J~ ·Cf:A. ~·-~walled-
otTMCWctk sbate.-driVG will be, limited to CIA ~tum, ltaf( except 
as otherwise ·by.the Commi1.tn or its staff." 0-

1 • 
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The Honorable John Brennan 
January 17, 2014 
Page Two 

I believe that no further action should be taken on either si.de until we can 
both consider the proper next steps to assure the protection of all relevant equities. 

Sincerely yours, 

.1.-Nllll!IIM~·tra~,;;:: 
Dianne Fein.stein 
Chaitm.an 

cc: Vice Chairman Saxby Chambliss 

. ' . 
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I under$tand that, following my letter to you of January 17, 2014, asking you 
to suspend all searches of the Committee network, you agreed that the CIA would 
suspend any further searches, as per our prior written agreements. 

The computer network in question was, aooording to the written asreement 
between the CIA and the Committee in 2009, to be '\valled~off' from CIA 
personnel except for narrow cases involving technical support and assistance. The 
network was recognized to contain SSCI work product, and was not to be accessed 
or affected by CIA ~nnel without prior approval of the Committee. 

The fact that the computers and the computer n.etwQrk wete provided to the· 
SSCI by the CIA at a CIA-lea$ed. f~ does not affect the SSCl's exclusive 
rights with regard to the network In fact, the Committeet s ·strong preference in 
2009 was to have the CIA provide all infollM,tion relevant to the Study to the 
Cotnmittee at its offices in the Hart Senate Office Bw'lding, as is sumdatd 
procedure for Committee oversight work. It was only because of the written 
agreement between the Committee and. the CIA, that assured the Committee of the 
protections for SSCI info.rmetion and materials at the CIA facility, that we ~eed 
to the present arrangement. 

I have the following initial qtJestions about the CIA breach of this ~e:o.t 
and the CIA search af the Committee network. The Committee may also seek an 
independent ·review t,f this action. 

I. Who first suggested the search? Was it personally approved by you? If not, 
who approved the search? 

2. For what specific purpose or purposes was the search conducted? 

3. Was legal guidance sought and provided prior to the approval? Did that 
legal guidance take into account the written ~ents with the Committee 
prohibiting such a search without the Commi~'s approval? 

4. What was the legal basis fer the search of the Committee computer network? 
Did CIA seek and obtain legal process in advance of conducting this .seardl? 

5. When did the search of the Committee network take place, where, and by 
whom? Did the search involve any contraetors? Was the search, a one-time 
even4 or were there multiple searches of the Committee network? If the 
latter, when did they occur, when did they end, and why did they epd? 

UNCLASSIFIED/IPOR OFFICIAL USE ONLY 
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6. What were the directions provided to the individuals who conducted the 
search? How, specifically, was the.search conducted? 

7. What materials were searched and reviewed by CIA personnel o.r CIA 
contraetors. What parts of the committee computer network were searched? 
Did this seatCh include internal commwiieations between Committee staff or 
personal notes or other work,..product of Committee staff? Was any process 
used to minimize the extent of the search ot such sensitive materials? Was 
the search lU111ted to the majority stafr s network? 

8. Did the CIA.physically enter either ofthe·two CQDi'bination-lo.ek:ed secure 
rooms where the Conunittee ~puter network and the Committee's 
research materials and work product are located? If so, were any hard copy 
d.Qcuments in those rooms reviewed or searched? 

9. Did the CIA alter or remove any data from the Committee network? If so, 
what speoifieally was altered or removed? 

IO.Does the CIA have any materials reviewed &;uing the search in its 
possession? If so, who has custody of these records and materials? 

11. Who, if anyone, outside of the CIA was aware of the possibility or plans to 
search the Committee network prior to the search 0.00uning? 

12.Who,. if anyone, outside of the CIA, has the CIA consulted since the search? 
Specifically. have CIA personnel informed the Director ofNational 
Intelligenee, the Department of Justice, the Federal Bureau of Investigation., 
the White H~use, or the President's Intelligence Advisory Board a;nd its 
Intelligence Oversight Board? 

Finally, at our January IS.- 2014, meetlns, youraised concerns about the 
security of the CIA' s classified computer systems, -alleging the possibility that 
Committee staff had obtained the intemal review by work:ing to gain unauthorized 
access to CIA computers or databases. They did not. The internal review was 
provided to Committee ·suur at the CIA-leased. facility where the Committee Study 
work was conducted. Due. t.o the nature of the computer systems at the facility, the 
Committee has no way to detennine who provided the documents and for what 
purpose. 
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The Honorable Dianne Feinstein 

During our 15 January meeting, I explained how it came to our 
attention that these documents were on the S.SCI staff side of the 
network. As I indicated, recent statetnents made by Committee staff 
suggested they had in their possession a document that you 
requested in a 26 November 2013 letter. In your correspondence, 
you asked for -several summary documents" from what you termed an 
"internal review11 of the CIA RDI program initiated by D·irector 
Panetta that purportedly came to conclusions similar to those 
contained in the Committee's study on the RDI program. Senator 
Udall made a similar reference to, and a request for, these 
materials during the open hearing on Caroline Krass's nomination to 
be the CIA's .General Counsel. $enator Udall repeated his request 
for these documents in a 6 January 2014 letter that he wrote to the 
President'. In response, I explained to both you and Senator Udall 
that these requests raised significant Executive branch 
confidentiality interests and outlined the reasons why we could not 
turn over sensitive, deliberative, pre-decisional CIA material. 
These documents were not created as part of the program that is the 
subject of the Committee's oversight, but rather were written in 
connection with the CIA 1 s response to the oversight inquiry. They 
include a banner making clear that they are privileged, 
deliberative1 pre-decisional CIA do.cuments, to include attorney-
client and attorney work product. The Executive branch has long 
had substantial separation of powers concerns about congressional 
access to this kind of material. 

CIA maintains a log of all materials provided to the Committee 
through established protocols, and these documents do not appear in 
that log, nor were they found in an audit of CIA 1 s side of the 
system for all materials provided to SSCI through established 
protoc~ls. Because we were concerned that there may be a breach or 
vulnerability in the system for housing highly classified 
documents, CIA conducted a limited review to determine whether 
these files were located on the SSCI side of the CIA network2 and 
reviewed audit data to determine whether anyone had accessed the 
files, which would have been unauthorized. The technical personnel 
conducting the audit review were asked to undertake it only if it 
could be done without searching audit data relating to other files 
on the SSCI side of CIA's network. That review by IT personnel 
determined that the documents that you and Senator Udall were 

the security briefing given to all Committee staff granted access to the CIA 
network, and other relevant documents. 
2 The system is designed to preclude looking for file names across the entire 
network, thus precluding a single unetwork wideu review. Thus, absent 
finding and exploiting a vulnerability, the CIA personnel working on the RDI 
review should not he able to access any information on the SSCI side, and the 
SSCI staff working on the :P..DI review should not be able to access any 
information on the CIA aide of the network. 

2 
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The Honorable Dianne Feinstein 

requesting appeared to already be on the SSC! staff side of CIA's 
local area network and had been accessed by staff. Only completion 
of the security review will answer how SSCI staff came into 
possession of the documents. After sharing this information with 
you and explaining that I did not know how the materials would have 
appeared on the sscr staff side of the network, I requested that 
you return any copies of these highly sensitive CIA documents 
located either in the Committee reading room at the CIA facility or 
in the Committee's own offices. You instructed your staff director 
to collect and provide to you any copies of the documents.· I 
informed you that I had directed CIA sta.ff to suspend any further 
inquiry into this matter until I could speak with you. 

I stated that I had asked for the meeting because I wanted 
Committee leadership to be fully aware of what had been brought to 
my attention before I directed the appropriate IT personnel to 
begin a full computer security review. I informed you that the 
staff who would conduct the security review would need to conduct 
computer forensics on the CIA documents that appear to be on the 
SSCI side of the system. I further informed you that the 
individuals assigned to conduct this security review would be 
"walled off" from the CIA personnel who have been involved in 
reviewing the committee's study on the RDI program in order to 
protect the SSCI's legitimate equities in its deliberative 
materials and work product. · 

I made clear during our meeting that I wanted to conduct this 
security review with your consent and, furthermore, that I welcomed 
the participation of the Committee's Security Director in this 
effort. You informed me that you were not aware that ·the Committee 
staff already had access to the materials you had requested in your 
letter. Soon after our meeting, you requested by letter that I 
suspend any investigation or further access to the computers or 
computer networks untik you could consider the matter further. You 
also pledged in your letter that SSC! staff would not access those 
computers or computer networks for this same period. I reached you 
by telephone the next day to inform you that the CIA would 
temporarily suspend the security review in light of your request. 
I trust that you'continue to believe that Committee staff should 
not access any of the computers on CIA's local area network while 
we work through this matter. 

As I stated in our meeting, the existence of these sensitive 
Executive branch documents on the SSCI side of the CIA facility 
network--all of which were created outside the agreed time period 
for document production--raises significant concerns a.bout the 
integrity of a highly classified CIA computer system and whether 
the protocols developed between the· SSCI and the CIA in relation to 
CIA files are being followed. You indicate in your most recent 

3 
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The Honorable Dianne Feinstein 

letter that these documents were provided to Committee staff at the 
CIA-leased facility, but, as I noted above, we have no record of 
havi~g done so under the process by which we have regularly 
provided documents. 

As I noted at our meeting, this is a very serious matter, and 
it is important that both the CIA and the Committee get to the 
bottom of what happened. We should be able to do this in a way 
that preserves our institutional equities. 

I renew my invitation to have the Committee's security officer 
fully participate with CIA security professionals in a security 
review of the local area network dedicated to the RDI study. Your 
23 January letter indicates that an independent review of these 
events also may be appropriate. I would welcome an independent 
review that explores CIA's actions and how these documents carqe to 
reside on the Committee's side of the CIA facility network. If you 
are amenable, I will have my Acting General Counsel reach out to 
the Committee's Majority and Minority Co:unsel to discuss options 
for such an independent review. 

However we proceed, the security review must be completed in a 
timely manner. It is imperative to learn whether or not a breach 
or vulnerability exists on this network and was exploited_ I trust 
that you share my concerns and that we can work together to carry 
out a security review that answers these important questions while 
respecting the important separation of powers concerns of both 
branches. 

Sincerely, 

cc: Members, Senate Select Committee on Intelligence 
The Honorable Jim Clapper, Director of National 

Intelligence 
Ms. Kathryn Ruernmler, White House Counsel 

4 
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FINAL_ SSCI IG Feinstein_No Conclusions.docx 

Classification: UNCLASSIFIED//~ 

Sending anyway, just in case you need it soft copy for any reason. © 

~, 
(b)(3) CIAAct 

Classification: UNCLASSIFIED//FOUO 
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The Honorable Saxby Chambliss 
Vice Chairman 
Select Committee on Intelligence 
United States Senate 
Washington, D.C. 20510 

Dear Chairman: 

28 July 2014 

(U//p.e..y.g..) I write today about the matter that arose in 
January regarding access to CIA documents by Committee staff. 
As you will recall, I came to you and Vice Chairman Chambliss to 
discuss information I had received indicating privileged CIA 
documents that were the subject of a pending request from the 
Committee were already in the possession of Committee staff. 
That same information suggested Committee staff may have 

accessed those documents through the network that CIA 
operated and maintained (RDINet) to facilitate the Committee's 
access to materials associated with CIA's former Rendition, 
Detention, and Interrogation program. Subsequent to that 
meeting, you expressed concern that Agency staff had acted 
improperly when they conducted a search of the RDINet to locate 
those documents. 

(U//~) Recognizing the importance of this matter and 
the need to resolve it in a way that preserved the crucial 
equities of both the Executive and Legislative branches, I asked 
the Agency's Inspector General to examine the actions of CIA 
personnel and instructed relevant CIA offices to work 
cooperatively with the Senate Sergeant-at-Arms in its review of 
the actions of Senate staff. 

(U/}FOUO) The CIA's Office of the Inspector General (OIG) 
has completed its investigation, and I have asked the IG to 
brief you in full. I recently received a briefing on the IG's 
findings, and want to inform you that the investigation found 
support for your concern that CIA staff had improperly accessed 
the SSCI shared drive on the RDINet when conducting a limited 
search for CIA privileged documents. In particular, the OIG 
judged that Agency officers' access to the SSCI shared drive was 

UNCLASSIFIED//~ 
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The Honorable Saxby Chambliss 

inconsistent with the common understanding reached in 2009 
between the Committee and the Agency regarding access to RDINet. 
Consequently, I apologize for the actions of CIA officers. 

(U//?6Uo) I am committed to correcting tne shortcomings 
that this report has revealed, and I am commissioning an 
Accountabili Board. I will ask the Board to review the OIG 
report, conduct interviews as needed, and provide me with 
recommendations regarding potential disciplinary actions, as 
well as on any other systemic issues that need to be addressed. 
I will inform you of the Board's recommendations once its final 
report has been provided to me and I have had an opportunity to 
determine appropriate actions. An original of this letter is 
also being sent to SSCI Chairman Feinstein. 

Sincerely, 

John 0. Brennan 

cc: Director of National Intelligence 
White House Counsel 
Inspector General, CIA 

2 
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The Honorable Saxby Chambliss 
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The Honorable Dianne Feinstein 
Chairman 
Select Committee on Intelligence 
United States Senate 
Washington, D.C. 20510 

Dear Madam Chairman: 

28 July 2014 

(U//~) I write today about the matter that arose in 
January regarding access to CIA documents by Committee staff. 
As you will recall, I came to you and Vice Chairman Chambliss to 
discuss information I had received indicating privi CIA 
documents that were the subject of a pending request from the 
Committee were already in the possession of Committee staff. 
That same information suggested Committee staff may have 
improperly accessed those documents through the network that CIA 
operated and maintained (RDINet) to facilitate the Committee's 
access to materials associated with CIA's former Rendition, 
Detention, and Interrogation program. Subsequent to that 
meeting, you expressed concern that Agency staff had acted 
improperly when they conducted a search of the RDINet to locate 
those documents. 

(U//Fette) Recognizing the importance of this matter and 
the need to resolve it in a way that preserved the crucial 
equities of both the Executive and slative branches, I asked 
the Agency's Inspector General to examine the actions of CIA 
personnel and instructed relevant CIA offices to work 
cooperatively with the Senate Sergeant-at-Arms in its review of 
the actions of Senate staff. 

(U/ /~) The CIA' s Off ice of the Inspector General (OIG) 
has completed its investigation, and I have asked the IG to 
brief you in full. I recently received a briefing on the IG's 
findings, and want to inform you that the investigation found 
support for your concern that CIA staff had improperly accessed 
the SSCI shared drive on the RDINet when conducting a limited 
search for CIA privileged documents. In particular, the OIG 
judged that Agency officers' access to the SSCI shared drive was 

UNCLASSIFIED//~ 
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The Honorable Dianne Feinstein 

inconsistent with the common understanding reached in 2009 
between the Committee and the Agency regarding access to RDINet. 
Consequently, I apologize for the actions of CIA officers. 

(U//~) I am committed to correcting the shortcomings 
that this report has revealed, and I am commissioning an 
Accountability Board. I will ask the Board to review the OIG 
report, conduct interviews as needed, and provide me with 
recommendations regarding potential disciplinary actions, as 
well as on any other systemic issues that need to be addressed. 
I will inform you of the Board's recommendations once its final 
report has been provided to me and I have had an opportunity to 
determine appropriate actions. An original of this letter is 
also being sent to SSCI Vice Chairman Chambliss. 

Sincerely, 

John 0. Brennan 

cc: Director of National Intelligence 
White House Counsel 
Inspector General, CIA 
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Case No.: 

Investigator: 
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UNCLASSIFIED//1"'0110 

Office of Inspector General 
Investigations Staff 

Memorandum of Investigative Activity (MOIA) 

2014-11718 

· SA[(b)(3) CIAAct __ 

Case Title: 

Activity: 

Network Access and Monitoring 

DoJ Interview Participation 
Memo 

Date of Activity: 19 March 2014 ____ Date Prepared: 21 March 2014 

Location: '---[(_b )_(3_)_C_IAA_c~tj _______________ _ 

MmAprepared~: 

I. (U//Fettc1) The Department of Justice (DoJ) is conducting a preliminary inquiry of the CIA's 
Rendition, Detention, and Interrogation (ROI) Special Review Program in response to two crimes 
referrals made by the CIA. The first referral, made by the Office of the Inspector General (OIG), reported 
possible violations of 18 USC § 1030 (Fraud and related activity in connection with computers) and 18 
USC § 251 1 .( Authorization for interception of wire, oral, or electronic( b )( 3) (; IAAct= Jgency 
employees. The second referral, made by the Acting General Counsel[ reported 
possible violations of 18 USC § 1030 (a) (2) (B) (Fraud and related activity in connection with 
computers) by one or more individuals not employed by the CIA. 

2. (U//~ Pursuant to the preliminary ,i!!grt· 6-=~nducted by the DoJ, Computer 
Crimes an<(b )(6yctual Property Division Attomey,L ( )( ) and National Security Division 
Attorney,[ = are participating in the OIG's investigative efforts. These efforts include 
attendance at witness mterviews, and have necessitated that the attorneys question the witnesses on t;,-~-;;., ....... , A A • 

outside of the scope of the OIG investigation. The OIG, under direction of Counsel to the OIGC'o J,~) 1.,;IAACt 
took notcs·on the entirety of the content covered in the interviews. Due to the nature of the 

L---~---' 
interviews, DoJ questions were in some cases intermingled. The OIG did not and will not actively 
participate in the interview as it related to the investigation and line of questioning on the conduct of the 
SSCI staff. As a result, the OIG will draft two copies of each Memorandum of Investigative Activity for 
the interviews where DoJ participated: ·one draft \\:ill be provided to the .OoJ and will include all content 

· of the interview; the other draft will include only content relevant to the scope of the OIG investigation of 
CIA employee conduct. The relevant MOIAs will be annotated to document DoJ attorney presence. 

· INV-100 
Page 1 of I 

This document is controlled by the CIA/OIG and neither the document nor its contents should be 
disseminated without prior IG authorization. 

tJNC-:T.AS.'HF'TRD/ ,q;::Af_TA 
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From: 
Sent: 
To: 
Subject: 
Signed By: 

Approved for Release: 2015/07/17 C06302847 

[(b)(3) CIAAct==:J 
Tuesday, April 01, 2014 9:53 AM 

(b)(3) CIAAct 
FW: Preservation Notice Related to Google Search Appliance 

(b )(~LglAA~t~cia.ic.gov 

Classification: CONFIDEN'±'L7'1L 

(b)(3) NatSecAct - ---1 
I swear I will remember to cc: you one of these days. /~~~~-jasked if he could loop[ __ Jn and I told 
him it was okay since she sits withOand he is bound to go to her about it. (b)(3) CIAAct 

Fromf (b)(3) CIAAcC-""·1 
Sent: Tuesdav. April OL 2014 9:41 AM 
~~;[(b)(3) CIAAct I 

Subject: Preservation Notice Related to Google Search Appliance 

Classification: CONFIDEN'PIAL 

(b )(3) NatSecAct 

(b)(3) CIAAct 
iEt-The Office of Inspector General and the Department of Justice is conducting an inquiry into 

allegations of potential misconduct by U.S. Government em[Jlores relating to access to and review of 
the computers and computer networks located at th~ . building, which are used to facilitate the 
Senate Select Committee on Intelligence (SSCI) review of the CIA's Rendition, Detention, and 
Interrogation program (hereinafter referred to as ROI-Net). The Department of Justice has asked the CIA 
to preserve certain documents, information, records, and other materials. In particular, we have been 
notified that a Google search appliance that was previously installed on RDI-Net has been recently 
replaced. 

(U//FOUO) Therefore, you are directed to preserve and maintain the removed Google search appliance 
and all system, network, database, and appliance logs related to the removed and to the replacement 
search appliance. 

(Ui/lOUO) You shouid be aware that there is an existing preservation notice that was issued on 30 
January 2014. I have set forth the content of that preservation order below to inform you of the 
contents of that notice. 
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(U/~} Therefore you are directed to preserve and maintain all such documents, information records, 
or other material, at this time it is not requested that you produce them. 

• Any and all documents, information, records, communications, and other material related to the 
planning, deployment, or maintenance of RDI-Net 

• Any user agreements or other documents related to the use of or obtaining of accounts on RD/-
Net. 

• Any and all documents1 information records1 communications, and other material related to 
reviews1 studies, investigations, or inquiries into the security of ROI-Net, users of ROI-Net, or 
activities conducted on ROI-Net 

• Any and all records related to the loading or removal of information from RDI-Net 

(b )(3) NatSecAct 
(b )(7)( e) 

(U) ''Documents, information, records, communication and other material" are defined to include, but 
are not limited to, the following: cables, reports, finished intelligence, assessments, legal guidance, policy 
guidance, authorizations or approvals, arrangements or agreements, standard operating procedures, 
Memoranda of Understanding or Agreement, research, briefings or notifications, legal letters, opinions 
and memoranda, standard operating procedures, formal or informal Memorandums for the Record, 
memorialized formal or informal communications, Lotus Notes, emails, saved copies of instant messages, 
training manuals, handwritten notes, telephone records of any kind (including but not limited to any 
records that memorialize telephone calls having been made}, voicemails, diary and calendar entries, and 
any computer, electronic, storage device or soft file documents or records of any kind. 

(U1S1.COUO) If you determine that you possess any materials described in this Preservation Notice, please 
preserve and retain them. Do not destroy any such materials unless and until DIG advises otherwise. 
Destruction of documents1 information, records, and other material, including destruction that would 
otherwise take place in the normal course of the disposition of official information or records, is 
prohibited. 

I ~(b)(3) CIAAct~l 

Cl.assification: COHfi'IDEM'fIAL 

Cl.assification: COHFIDJ6JHTIAL 

Approved for Release: 2015/07/17 C06302847 





C06302843 
Approved for Release: 2015/07/17 C06302843 

From: Caroline D. Krass 
Sent: 
To: 

Tuesday, April 01, 2014 8:00 PM 
C(b)(3) CIAAct~ 

Subject: 
Signed By: 

RE: OIG Matters 
(b )(3) C IAActicia.ic.gov 

Classification: 3ECRE:P//HOFORN 

Thanks very muchC(b )(3) C
1

IAAct 

From: C(b )(3) CIA.Act 
Sent: Tuesday, April 01, 2014 3:58 PM 
To: Caroline D. Krass 
Subject: OIG Matters 

Classification: g:gcRE'f//HOPOKM 

Caroline-

(U) Two issues for your information and awareness: 

(b)(3) NatSecAct 

(b )(3) NatSecAct 

-f5,'Nf-) Find below the names and contact data for the DOJ prosecutors supporting our investigation into 
allegations that Agency staff accessed SSCl's 'ROI Net'. These are the same individuals involved in DOJ's 
examination of the SSC! staff's activities. I am providing this to you for your information. 

(b)(3) CIAAct 

L ___ ------------------~---------~---
Ccntral Intelligence Agency 
l(b)(3) CIAAct 
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[(b)(3) CIAAct=1 

Confidentiality Notice: The information in this email and any attachments may be confidential or privileged under 
applicable law, including protection from public disclosure under the Freedom of Information Act (FOIA), 5 USC 
§552, or otherwise protected from disclosure to anyone other than the intended recipient(s). Any use, distribution, 
or copying of this email, including any of its contents or attachments by any person other than the intended recipient, 
or for any purpose other than its intended use, is strictly prohibited. If you believe that you received this email in 
error, please permanently delete it and attachments, and do not save, copy, disclose, or rely on any part of the 
information. Contact the OIG if you have any questions or to lei us know that you received this 
email in error. (b)(3) CIAAct 

The DoJ pieces break down as follows: 

(b )(6) 

Classification: SECRE':P//HOFORH 

Classification: 5iC2iT//WQVO?W 
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Seeret'/NOFOR..~ 

Board Meeting MFR for 21 August 2014 Meeting 

1,-.1.emorandum For the Record 

1. The Board held its initial meeting orr the Accountability ofl (b )(
5

) / 

'2. 

who participated in the oversight, management, and/or IT support of the CIA-operated and maintained 
Rendition, Detention, and Interrogation network (RDINet) that resulted in allegations that Agency 
personnel improperly accessed Senate Select Committee on Intelligence (SSCI) staff files and records 
on RDINet. The meeting started at 1020 and ended at 1420. 
The attendees were the Board Chair Senator Bayh, the senior CIA Representative I~ _____ ( b) ( 3) CI AA ct 
Board Member/ Board Member Legal Advisorl r a1(b)(6) 
Executive Secretaryj 

3. The Senior CIA representative started the meeting with Board members' introductions. Followed by the 
Legal Advisor describing the roles and responsibilities. (See Attachment.) 

4. The Senior CIA representative reviewed tasking memo from DCIA. 

I commis:3ion the Board to investigate the conduct of the 
five individuals referenced· in the first paragraph'and to 
provide recommendat.ton~ regarding both their individual 
accountability and·any systemic C1A failures the ~card may find .. 
1 specifically direct the Board not to investigate the conduct· 
8f Senate staffers. 

i 

I authorize the Board t.o access all CIA i.nforrnation and 
personnel necessary to conduct its investigation. As one of 
its first activities, the Board shall arrange for the five. 
referenced individuals to.have access to the Report (consistent 
with privacy and.other considerations), as well as consider 
granting access to the Report to any other individual referenced 
in :he Report. The Board shall provide its findings arid 
recommendations directly to me in writinq by 31 October 2014. 

5. The Senior CIA representative discussed organizational issues to include meeting quorum. The Board 
decided that two of the four Board members must be present to hold a meeting. However, decision 
meetings require three of the four Board members or if another Board member is added, then decision 
meetings will require 4 of the five members. The·Board Chair noted that he wants to attend all in-person 
interviews. 

6. The Board decided to hold weekly meetings, if schedules allow. 

7. The Board members read Agency Regulations and the OIG Report of Investigation. The Board 
. members were asked to assess completeness, gaps; and additional documen!ation and names of those for 
Board should consider for review. 

SeeretflNOFORN 
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Attachment: 

DUTIES: 

. Approved for Release: 2015/07 /17 C06343038 

Seu et//NOFORN 

AGENCY ACCOUNTABILITY BOARD 

Ensure factual record is accurate and complete enough to determine individual accountability. 

Write DCIA decision memo documenting findings and recommending discipline, remedial 
measures, recognition, or no action. 

Determine whether significant management or program failure presents any systemic issues. 
If so, identify them and recommend remedial measures in DCIA memo. 

If AAB discovers evidence of criminal conduct that has not been investigated, it will refer the 
matter for investigation to appropriate Agency component. 

Provide SAS with record of the proceedings. 

AUTHORITY: 

Investigate the conduct of the 5 individuals named in 214-11718-IG, and provide recommendations 
regarding their individual accountability and any systemic failures. 

AAB has access to ·all CIA information and personnel necessary to conduct its investigation. 

( 

AA~ may request briefings from OIG or any other appropriate office, and review any interview notes. 
Secretary tasks appropriate offices with AAB questions. ( 
AAB may conduct interviews and request written statements from anyone. 

PROCESS: 
AAB notifies in writing all Subjects. Notice will -

. -Inform Subject that AAB convened and may recommend disciplinary action; 
-List issues the AAB expects to address. (But AAB may consider other issues that arise 
after deliberations begin); 
-Offer chance to review portions of any investigative report or other materials relevant to his 
involvement, unless revi_ew would harm national security or be inappropriate. 
-Give Subject 5 business days from date of notification to comment in writing. 

Upon conclusion of deliberations, Subjects will be notified in writing that they may review draft 
findings of fact, judgment of performance, and accountability recommendation. Subjects have 5 
business days from date of notification to submit a written response. Responses are attached to the 
DICIA decision memorandum. · 

Subjects will be notified in writing of the D/CIA's accountability decision. Anyone disciplined will be 
informed of the specific actions to be taken, as well as any effect on future promotions, WIGis, financial 
awards, and other funms uf rc<.;ugnition. 
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DISCIPLINE: 

Approved for Release: 2015/07 /17 C06343038 
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(1) Oral Admonition is an oral warning given to employees to point out deficiencies in conduct, 
performance, or security practices. 

(2) Letter of Warning (LOW) is a written memorandum that documents concerns regarding the employee's 
performance, conduct or security practices and that sets forth corrective measures to be taken. An LOW 
includes a statement to be placed in the employee's component file for a specified period of time 
allowed to correct the. problem. 

(3) Letter of Reprimand (LOR) is a formal written reprimand by a manager to a subordinate. It describes 
the specific reason for which the reprimand is being issued and states any corrective measures to be 
taken. The letter also states the duration of the period of reprimand and the time designated to correct 
any deficiencies. The letter is issued with or without caveats, for example, whether the employee is 
precluded from receiving monetary performance awards, non-monetary performance awards, and 
retirement mementos during the active period of reprimand. An LOR may be issued to a former 
employee for conduct undertaken while an employee. SAS maintains LORs and a flag noting the 
issuance of an LOR will be placed in the individual's security file. An LOR issued to a former employee 
may include a caveat against re-employment or entering into a contractual relationship for a period of 
time. 

(4) Suspension is a temporary enforced absence from duty in a nonpay status. 

(5) Disciplinary Probation is a fixed period of time during which an employee's performance, conduct or 
security practices will be monitored and evaluated in order to decide whether continued employment is 
advisable. ' ' 

(6) Reduction in may be imposed as disciplinary action for prolonged or more serious misconduct or 
unsatisfactory job performance. 

(7) Termination of Employment. The D/CIA or designee may terminate any employee for violation of 
Agency regulations, continued ooor performance, serious misconduct, or any of the other circumstances 
set forth in ARI ~(b)(3) CIAAct 

(8) Revocation of Security Clearances is a security determination that an individual does not meet the 
standards for authorized access to classified information. The decision to revoke an employee's security 
clearances shall be made by Deputy Director, Office of Security (DD/OS). 

Seti eU/NOFOltN 
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[(b)(3) CIAAct==1 

From: 
Sent: 
To: 
Subject:· 

(b)(3) CIAAct1 
Tuesday, April 01, 2014 10:11 AM 

[(b)(3) CIAAct=1 
FW: Preservation Notice Related to Google Search Appliance 

Classification: CONFIDEN~IAL 

~~b)(3) CIAAct I 

Sent: Tuesday, A ril 01, 2014 9:50 AM 
T(b )(3) C IAAct 

(b )(3) NatSecAct 

Su6Ject: FW: Preservation Notice Related to Google Search Appliance 

Classification: CONFIDElHFL"..L 

(b)(3) NatSecAct 

-------------==-===--===-===-=::::======---- ================== 

The fun never stops! 

Sent: uesdav, Aoril 0-1.LJ...,,,__,.__._,., 
To: (b)(3) CIAAct 
Cc: 
Su6~Je-ct~:~r-es_e_rv_a~t,-on~N~ot~ic-e--..'Related to Google Search Appliance 

Classification: COHFIDBM'fIAL 

(b )(3) NatSecAct 

The Office of Inspector General and the Department of Justice is conducting an inquiry into allegations of potential 
misconduct by U.S. Government employees relating to access to and review of the computers and computer networks 
located at tl(b)(3) CIAACUding, which are used to facilitate the Senate Select Committee on Intelligence (SSC!) review 
of the CIA1s Rendition, Detention, and Interrogation program {hereinafter referred to as ROI-Net). The Department of 

1 
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Justice has asked the CIA to preserve certain documents, information, records, and other materials. In particular, we 
have been notified that a Google search appliance that was previously installed on RDI-Net has been recently replaced. 

(U//fflt:ffi) Therefore, you are directed to preserve and maintain the removed Google search appliance and all system, 
network, database, and appliance logs related to the removed and to the replacement search appliance. 

{U//FeBe) You should be aware that there is an existing preservation notice that was issued on 30 January 2014. I have 
set forth the content of that preservation order below to inform you of the contents of that notice. 

(U//Aff:ff:Jj-Therefore you are directed to preserve and maintain all such documents, information, records, or other 
material, at this time it is not requested that you produce them. 

Any and all documents, information., records, communications, and other material related to the planning, 
deployment, or maintenance of ROI-Net 

• Any user agreements or other documents related to the use of or obtaining of accounts on ROI-Net. 
Any and all documents, information., records, communications, and other material related to reviews, studies, 
investigations, or inquiries into the security of ROI-Net, users of ROI-Net, or activities conducted on ROI-Net 

(b)(3) CIAAct1 
(b)(3) NatSecAct 

• Any and all recor s related tot e loading orremoval o in ormation from ROI-Net (b )( 5) 
(b )(7)( e) 

(U) "Documents, information, records, communication and other material" are defined to include, but are not limited to, 
the following: cables, reports, finished intelligence, assessments, legal guidance, policy guidance, authorizations or 
approvals, arrangements or agreements, standard operating procedures, Memoranda of Understanding or Agreement, 
research, briefings or notifications, legal letters, opinions and memoranda, standard operating procedures, formal or 
informal Memorandums for the Record, memorialized formal or informal communications, Lotus Notes, emails, saved 
copies of instant messages, training manµals, handwritten notes, telephone records of any kind (including but not limited 
to any records that memorialize telephone calls having been made), voicemails, diary and calendar entries, and any 
computer, electronic, storage device or soft file documents or records of any kind. 

(U//rouo11j you determine that you possess any materials described in this Preservation Notice, please preserve and 
retain them. Do not destroy any such materials unless and until 0/G advises otherwise. Destruction of documents, 
information, records, and other material, including destruction that would otherwise take place in the normal course 
of the disposition of official information or records, is prohibited. 

l(b)(3) CIAAct~J 

_________________________________________ ! ___________ _ 

Classification: cmtFIDEN'FIAL 

Classification: CONFIDEN~IAL 

Classification: GOWFIQgW~IAL 
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UNCLASSIF!ED/ /"FOtffi-

14 January 2015 

MEMORANDUM FOR: Inspector General 

FROM: Senator Evan Bayh 
Chair, RDINet Agency Accountability Board 

SUBJECT: ~U//FOtJe) Outcome of the Agency Accountability 
Board on the Rendition, Detention, and 
Interrogation Network 

1. (U/ /-¥ffiffi) This memorandum is to inform you of the 
findings and the r·ecommendations of the Agency Accountability 
Board's (AAB) review of the CIA's access to the Senate Select 
Committee on Intelligence's (SSC!) shared-d.rive on Rendition, 
Detention, and Interrogation Network (RDINet), the computer 
system established by the CIA at the CIA-leased facility, and 
used, among others, by the-SSCI in support of its study of the 
CIA's former detention and interrogation program. Among other 
things, the Board reviewed the conduct of the five individuals 
the Off ice of Inspector General {OIG) found to have improperly 
accessed the system. In late December 2014, the CIA Deputy 
Director, in consultation with the Director of National 
Intelligence, accepted the AAB's recommendations that 
disciplinary action not be imposed because the individuals under 
review acted reasonably undei the. circumstances. Also, in late-
December 2014, the CIA Director accepted, and provided initial 
guidance on, the enactment of four recommendations related to 
the systemic issues cited by the Board that likely corttribut~d 
to the matter under review. In addition, the Director concurred 
with the Board's recommendations to CIA -leadership for internal 
best practices. 

2. (U/ /~) · In early January 2014, based on certain 
statements made by s§cr Committee Members and'staff, CIA 
suspected that privileged and deliberative draft CIA documents 
were located on the SSCI ~ide of RDINet. This led to a concerr1 
that there was a breach or vulnerability in that highly 
classified computer.network. 

UNCLASSIFIED/~ 
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SUBJECT: Outcome of Agency Accountability Board on the 
Rendition, Detention, and Interrogation Network 

3. ·(U//FEif:fO) CIA personnel conducted a limited review to 
determine whether the privileged draft CIA_ documents were hous~ld 
on the SSCI portion of the shared network. Upon confirmation 
that the privileged draft documents were, iri fact, located on 
the SSCI side of the RDINet, CIA took additional actions to 
determine whether SSCI staff had accessed and printed the 
privileged documents. The review ultimately resulted in the ClA 
improperly reconstructing a small number of SSCI staff 
communications. 

4. (U//~) The matter was referred to the OIG by the CIA 
Director in late January 2014 to investigate potential 
unauthorized access by the CIA into the SSCI portion of RDINet. 
The OIG report, released in July 2014, concluded, among other 
things, that five CIA personnel had improperly accessed the SSCI 
shared drive on CIA's RDINet. 

5. · (U/ /~ The AAB was convened by the CIA Director 
on 6 August 2014 to review the OIG's findings regarding 
potential unauthorized access to the SSCI shared drive portion 
of the RDINet. Former White House Counsel Robert Bauer and 
three senior career cri officials served with me on the Board. 
The Board was specifically charged with reviewing the conduct of 
th~ five CIA officers, providing recommendations on 
accountability for ~hese individuals, and identifying any 
systemic issues that may have coritributed to the matter under 
review . 

. 6. (U//Feae) The AAB conducted its review between late 
August and late·Novernber 2014. The Board's first objective waf3 
to establish the relevant facts concerning the conduct of the 
five CIA personnel cited for improper actions by the OIG. The 
Board members reviewed the OIG's July 2014 report; OIG's 
Memoranda of Investigative Activity that summarize OIG 
interviews; written responses to the OIG report by the five· 
named CIA personnel; and other related documents. The Board 
also interviewed the five named individuals, nine senior CIA 
officials, and the OIG officers who conducted the investigation. 

2 
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SVBJECT: Outcome of Agency Accountability Board on thf= 
Rendition, Detention, and Interrogation Network 

7. (U//EO.UO.) In its report to the Deputy Director in mid-
December 2014, the AAB recommended that no disciplinary action 
be taken against the five CIA personnel. The Board found that 
the actions of the individuals were reasonabie in light of their 
responsibilities in managing an unprecedented computer system 
containing millions of highly classified documents, a-nd that the 
ambiguity surrounding the agreement between CIA and SSCI for 
managing the system contributed to the matter under review. The 
Board also found that none of-the five individuals under review 
were personally culpable-for the improper reconstruction of the 
small number of SSCI staff communications. 

8. (U//~) Finally, the Board noted that CIA had 
operational responsibility for RDINet, operated and maintained 
the system on a daily basis, and was responsible for the 
millions of highly classified documents that resided on the 
network. The Boar.d noted that there was·, in fact, no signed 
agreement or "common understanding" between SSCI and the Agency 
governing what steps should be taken in the event of a suspected 
security incident ··on RDINet. Any security issues that arose 
were to be handled on a case-by-case basis. There was a common 
understanding that·sscr work product would be protected and· 
walled off from the CIA portion of the network, but the SSCI 
shared drive would be accessible to CIA information technology 
personnel for administration purposes. 

9. (U//~) The AAB cited prior examples in which CIA, 
with the SSCl's knowledge, had routinely and without controversy 
accessed the SSCI side of RDINet, including on certain occasions 
at the request of SSCI staff, providing a reasonable working 
precedent for the January 2014 action. The mistake in accessing 
SSCI work product, which occurred during the security 
investigation in question, was unintentional. In fact, it 
resulted from miscommunications and in spite of express 
admonitions by the two most senior individuals in question thaL 
such material not be reviewed. Accord~ng to the Board, "the 
current proble~arose from attempts to ensure RD-INet security -
millions of classified documents were stored on the system -
while also maintaining the sanctity of SSCI work product." 

3 
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SUBJECT: Outcome of Agency Accountability Board on the 
Rendition, Detention, and Interrogation Network 

10. (U/ /~ In late December 2014, the Director accepted 
the four AAB recommendations for mitigating systemic issues that 
would aid in preventing similar incidents in the future and are . 
summarized below: 

., For network connectivity ~nvolving two branches of 
government (or multiple lines of authority), the Director 
should direct that the start-up include signed and agreed-· 
to documentation such as a terms-of-reference, network 
roles and responsibiLities, and clear security practices; 

@ For network connectivity involving two branches of 
government (or'multiple lines of authority), the Director 
should direct quarterly reviews for issues that may warrant 
clarification, policymaker awareness, notification, or 
further policy guidance; 

• For network connectivity involving two branches of 
government ·(or multiple lines of authority), that the 
Office of Security addr~ss network security issues in a 
timely fashion and hold quarterly reviews; 

• If at all possible, the Agency should avoid assigning 
operational control and (b)(6)] oversight to one officer. 

11. (U/ /~) In addition, the Director concurred with the 
Board's recommendations to CIA leadership for internal best 
practices: 

• In any future questions of this kind involving Congress, 
advice from the Office of. Congressional Affairs should be 
sought; 

• The OIG would better Sf;?rve its investigative purposes by 
keeping more complete records of interviews.--

4 
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SUBJECT: Outcome of Agency Accountability Board on the 
Rendition, Detention, and Interrogation Network 

12. (U) All individuals under review and the Congressional 
oversight committees are being notified of the personnel 
accountability decision~. 

01~/!-
Evan Bayh 
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Inspector General · 
31 Ju]y 2014 

SUMMARY OF REPORT 
Prepared at the request of the Congressional Intelligence Committees 

On 30 January 201( the CIA Office ofinspector General (OIG) opened an investigation into allegations that 
Agency personnel improperly accessed Senate Select Committee on Intelligence (SSCI) staff files and records 
on the CIA-operated and maintained Rendition, Detention, and Interrogation network (RDINet). Potential 
violations included Title 18 U.S.C. § 2511 (Wiretap Act) and 18 U.S.C. § 1030 (Computer Fraud and Abuse 
Act). On 30 January 2014, the matter was referred to the Department of Justice (DOJ) and, after review, on 8 
July 2014, Justice declined to open a criminal investigation. 

RDINet was installed at an Agency facility in June 2009, to support a SSCI review of the Agency's rendition, 
detention, and interrogation activities. RDINet was created to allow Agency staff to review documents for 
production to the SSCI, and to provide appropriate documents to the SSCI staff. Separate electronic shared 
drives were created on RDINet for use by several entities, including the SSCI Majority and Minority staffs 
and Agency personnel supporting the review and redaction of documents provided to the SSCI review teams. 
Following review ofrelevant documents by the RDI team, responsive documents were then made available to 
SSCI staff members on their respective shared '!rives. 

On 18 July 2014, the OIG completed its administrative investigation and issued a classified report to the 
Director of the Central Intelligence Agency (D/CIA). The OIG investigation determined essentially as 
follows: 

Agency Access to Files on the SSCI RDINet: Five Agency employees, two attorneys and three 
information technology (IT) staff members, improperly accessed or caused access to the SSCI Majority 
staff shared drives on the RD IN et. 

Agency Crimes Report on Alleged Misconduct by SSCI Staff: The Agency filed a crimes report 
with the DOJ, as required by Executive Order 12333 and the 1995 Crimes Reporting Memorandum 
between the DOJ and the Intelligence Community, reporting that SSCI staff members may have 
improperly accessed Agency information on the RDINet. However, the factual basis for the referral 
was not supported, as th~ author of the referral had been provided inaccurate infonnation on which the 
Jetter was based. After review, the DOJ declined to open a criminal investigation of the matter alleged 
in the crimes report. 

Office of Security Review of ssq Staff Activity: Subsequent to directive by the D/CIA to halt the 
Agency review ofSSCI staff access to the RDINet, and unaware of the D/CIA's direction, the Office of 
Security conducted a limited investigation of SSCI activities on the RD IN et. That effort included a 
keyword search of all and a review of some of the emails of SSCI Majority staf(members on the 
RDINet system. 

Lack of Candor: The three IT staff members demonstrated a lack of candor about their activities 
during interviews by the OIG. 

The OIG investigation was limited in scope to review the conduct of Agency officials, and did not examine the 
conduct of SSCI staff members. 
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(.f!) THE DIRECTOR 
CENTRAL INTELLIGENCE AGENCY 

WASHINGTON, D.C. 20505 

( 

( 

6 August 2014 

Dear ~ato~ayh: v_ ~:at 
1

to Agency Regulation 4-2, "Discipline and 
~~ountability," I have convened an Agency Accountability Board 
- (Board) in response to the 18 July 2014 Inspector General (IG) 

Report of Investigation (Report) regarding the above-referenced 
subject. The Report found that five individuals (two CIA 
attorneys and three CIA IT staff/contractors) improperly 
accessed SSCI Majority staff shared drives on the RDINet, a 
system that was .installed at an Agency facility in June 2009 to 
support a SSCI' review of the CIA's role in·the former detention 
and interrogation pro9ram, which was authorized by the President 
after the events of 9/11. 

Thank you for agreeing to chair the Board. I have 
appointed a Senior Intelligence Service (SIS) officer to serve 
as the Senior CIA represent~tive to the Board and an Office of 
General Counsel attorney to serve as its legal advisor. I ask. 
that you work with the Senior CIA representative to finalize 
Board membership by 11 August 2014. 

I commission the Board to investigate the conduct of the 
five individuals referenced in the first paragraph and to 
provide recommendations regarding both their individual 
accountability and any systemic CIA failures the Board may find. 
I specifically direct the Board not to investigate the conduct 
of Senate staffers. 

I authorize the Board to access all CIA information and 
personnel necessary to conduct its investigation. As one of 
its first activities, the Board shall arrange for the five 
referenced individuals to have access to the Report (consistent 
with privacy and other considerations), as well as consider 
granting access to the Report to any ~ther individual referenced 
in the Report. The Board shall provide its findings and 
recommendations directly to me in·writing by 31 October 2014. 

(\ r\ /!. 
~~\J);>~ 

(_/John O·. /rennan 

UNCLASSIFIED 
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Dear Senator Bayh: 

THE DIRECTOR 
CENTRAL INTELLIGENCE AGENCY 

WASHINGTON, D.C. 20505 

8 September 2014 

r t17_,.(j_. · t · h' h .~ T.1.J.ank you agg.in or agreeing to c air t e Agency 
countability Board convened in early August 2014, in response 

to ~he 18 Ju~y 2014 Inspector General Report of Investigation 
(Report) entitled "Agency Access to the SSCI Shared Drive on 

RDIN~t." The Report found that five individuals (two CIA 
attorneys and three CIA IT staff/contractors) improperly 
accessed SSCI Majority staff 'shared drives on the RDINet, a 
system that was installed at an Agency facility in June 2009 to 
support a SSCI review of the CIA's role in the former detention 
and interrogation program, which was authorized by the President 
after the events of 9/11. 

As you know, ~he Board has been commissioned to investigate 
the conduct of the five individuals referenced above and to 
provide recommendations regarding both the1r individual 
accountabi~ity and any systemic CIA failures the Board may find. 
On 6 August 2014, I directed the Board to provide its findings 
and recommendations directly tom~ in writing by 31 October 
2014. In an effort to avoid any concern that·rny receipt of the 
findings and recommendations regarding the individual 
accountability of the five individuals, as well as subsequent 
determinations by.me regarding appropriate actiori for tho~e 
individuals, could raise an appearance of a conflict of 
interest, I have decided to recuse myself from that portion of 
the Board's work. Instead, the Board should report its findings 
and recommendations to the Deputy Director of the CIA, Avril 
Haines, who will determine any appropriate action in 
consultation with Jim Clapper, the Director of National 
Intelligence. 

TThTr<T 7\ r,r, Tl":'ITT':-17""\ 
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Senator Evan Bayh 

If .the Board makes findings and recommendations regarding 
any systemic CIA failures, those findings and recommendations 
should be reported-to me. 

I\ ;!,. 
\w'/_/~ 

ohn O. prehnan 
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DIANNE FEINSTEIN 
CALIFORNIA 

,niteb_ ~tate~ ~enate 
. WASHINGTON, DC 20510-0504 

The Honorable Evan Bayh 
McGuireWoods LLP . 
2001 K Street NW 
Suite 400 
Washington, DC 20006ml040 

Dear Evan, 

http:/lfelnstefn.senato.gov 

January 26, 2015 

SELECT COMMITTEE ON INTELLIGENCE· VICE CHAIRMAN 
COMMITIEE ON APPROPRIATIONS 
COMMITIEE ON THE JUDICIARY 
COMMITTEE ON RULES AND ADMINISTRATION 

SSCI# 2015-0417 

Thank you again for briefing me and my staff on the final report of the CIA 
Accountability Board on the CIA's improper access to the Senate Select 
Committee on Intelligence (SSCI) computer network. 

As you'li recaii from the meeting, we identified severai inaccuracies in the 
report and ar.eas where the CIA' s accounts, repeated in the report, are false, 
misleading, or incomplete. I write to correct the record and to point out a number 
of speci fie instances where the Board was wrong. 

Unfortunately, the report was released publicly only.a few hours after our 
meeting, without any corrections. As predicted; the media coverage is repeating 
many of these errors and making false allegations against the SSCI, its staff, and 
the Committee's Study. 

Please find attached a list of 15 speci fie errors and omissions that we have 
identified in the report. This is not a comprehensive list but includes many of the 
key issues. I will be making this list public, so wanted you to have the benefit of 
an advanced copy. 
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As you know from our meeting, I continue to believe that the CIA's 
unauthorized access to the SSCI computer network was inappropriate and 
constituted a breach of our agreement with Director Panetta as well as the 
constitutional principle of the separation of powers. I hope that by providing ti ,is 
list, the publies understanding of this event will be more complete and accura1 ~-

Thank you for your attention to this matter. 

Sincerely, 

Enclosure: as stated 

cc: Mr. Robert Bauer, Member, CIA AccountabHity Board 
The Honorable Jim Clapper, Director of National Intelligence 
The Honorable John BreIU1an, CIA Director 
The Honorable David Buckley, CIA Inspector General 
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Key Errors and Omissions in the CIA Accountability Board Report 

1. The CIA Accountability Board claims there was no "common understandin1 ~" 
between the Committee and the CIA regarding the CIA' s access to the SSC: 
computer network or how to address potential security concerns. This is fal: :e. 

FACT: The CIA and the Committee exchanged formal, signed letters h 2009 
establishing limits on the CIA's access to the SSCI computei:'. network a id 
how to address potential security concerns. The January 2014 CIA sear ch was 
the third unauthorized intrusion we know of into the Committee's nern ork 
despite a clear understanding that CIA intrusions were not to occur pe1 our 
signed written agreements. - · 

• A June 2, 2009, letter from Chairman Feinstein and Vice Chairman Born l to 
CIA Director Panetta stated that the committee would be provided a "sta 1d-
alone computer system'' that "will be segregated from CIA networks to , llow 
access only to Committee staff and Members'' and that "the only CIA 
employees or contractors with access to this computer system Will bt CIA 
information technology personnel who will not be permitted to copy or 
otherwise share information from the system with other personnel, c xcept 
as otherwise authorized by the Committee.'' 

• CIA Director Leon Panetta's June 4, 2009·, letter in response to Chairmar 
Feinstein and Vice Chairman Bond agreed that "CIA access to the wall, =d-off 
network share ... drive will be limited to CIA information technology s raff, 
except as otherwise authorized by the Committee or its staff." The le .ter 
added that ','any remaining security or logistical concerns or other iss 1es can 
be resolved through our respective staffs." 

• These agre~ments at the start of our Study were intended to clearly limit 
CIA access to the SSCI computer network. 

• In addition, the common practice from 2009 to 2014 was that CIA perso: mel 
would only gain access to the SSCI network at the request of, and when 
permission was granted from, SSCI staff. The sole exception to this-th: CIA's 
removal of documents from SSCI's access in February and May 2010- ·aised 
strong objections from the Committee, foilowed by apoiogies and remediation 
from the CIA and the White House (including a meeting in May 2010 w th Bob 
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Bauer, former White House Counsel who served on this CIA Accountab lity 
Board). 

2. The CIA Accountability Board states that "May 2010 transactions in which che 
Agency unilaterally removed" documents from the SSCl network shows the t the 
CIA had the authority to viol~te the SSCI network. This is an absurd argu nent. 

FACT: The CIA removed documents from the SSCl's database in Feb1 uary 
and :May 2010. It was not a one .. time violation, as the CIA Accountabili-y 
Board claims. Details of these incidents are described in the CIA IG reJ ort 
and have been publicly available since the March 2014 floor speech by 
Senator Feinstein. After these 2010 incidents, the White House Counsel (Bob 
Bauer) and the CIA made a commitment to Chairman Feinstein that th ere 
would be no further unauthorized access to the SSCI network or rem°' al of 
CIA documents from the Committee system~ Moreover, the Accountability 
Board cites internal CIA emails (see pp. 17-18) demonstrating that the c :IA 
understood that a search of SSCI computers was in fact prohibited. 

3. The CIA Accountability Board claims the CIA's "transgression" in reconstr 1cting 
and reading SSCI staffers' emails "was limited-five e~mails to~al, none me re than 
fifteen words-and inno~uous.'' This is false; the CIA search of Committ, ~e 
emails was not limited. 

FACT: The IG concluded, and the CIA Accountability Board does not 
dispute, that the CIA conducted a keyword search of !ill SSCI staff ema its, 
which is not a limited review of emails. 

· • The fact that the CIA searched and then reviewed internal SSCI emails 
. represents a major violation of separation of powers. The nature and Len~ th of 
the emails is irrelevant. 

• The CIA Accountability Board also ignored that, even before the email s ~arch, 
the CIA breached the SSCI's computer network two or more times in Jru ,uary 
2014 in an attempt to locate the Panetta Review and determine whether j: was 
printed. The motivation for these three separate searches is irrelevant; ea ;h one 
was a violation of the agreement between the CIA and the SSCI, as the ( IA 
Inspector General has found. 

\ 

4. The CIA Accountability Board claims that none of the CIA individuals "um ler 
review provided inaccurate infonnation leading to the filing of a crimes rep, >rt 

2 
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against SSCI staff with the DOJ," but the Board failed to find out what 
inaccurate information was provided to DOJ by other CIA personnel. 

FACT: The CIA IG found the CIA criminal referral against SSCI staff was 
based on inaccurate information provided to Acting General Counsel[ ______ / (b)(3) CIAAct 
I I by personnel in CIA's Office of Security. The actions of these 
individuals were ignored by the CIA Accountability Board, which is sh, ,eking 
and unacceptable. 

• The CIA Accountability Board does NOT dispute the find"ing by the CIA 
IG· that the crimes report to DOJ making allegations against SSCI stiff 
was based on false information. The Accountability Board merely states that 
the inaccurate information was not provided by the five CIA employees· he 
Accountability Board reviewed for accountability. 

• In violation of a June 2013 CIA recommendation that its Accountab: lity 
Boards should expand their scope, this CIA Board did not do so to u tcover 
those at the CIA responsible for the inaccurate report to DOJ, nor di j the 
Accountability Board review the systemic problems that again resulted ii L the 
CIA providing inaccurate infonnation to DOJ. 

5. The CIA Accountability Board asserts that "the violation of SSCI work product 
that occurred resulted from communications.failures, was not orderedby th,~ 
individuals under review, and happened in spite of their proactive efforts.,, 
However, the Board failed to find out which other CIA personnel did OJ ·der 
the review of SSCI internal documents and communications. 

FACT: The CIA Accountability Board acknowledges that the CIA revi,iwed 
SSCI work product in- violation of agreements, but the Accountability l ,oard 
does NOT make any finding of who did order "the violation of SSCI we rk 
product," and instead limited itself to a review of the actions of five 
individuals .. Keeping the scope of the Accountability Board so narrow ii 
unacceptable. 

6. The CIA Accountability Board claims that the date range for "responsive" ( 1A 
documents for the Committee was ~'11 September 2001 to 22 January 2009' and 
notes that the Panetta Review documents post-date 2009. There was no 
established date range for the Committee's investigation. 

3 
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FACT: The Committee never limited its inquiry by date and did not ag ·ee to 
any date restrictions .. In fact, the Committee Study-including the now· public 
executive summary-relies on CIA-provided documents dated prior to 
September 11, 2001, as well as documents dated after January 2009. Fer · 
example, a major part of the Study focuses on the May 2011 Osama bin Laden 
operation. ~be P~netta Review documents were dated 2010. 

7. The CIA Accountability Board refers to incidents that it claims were securit I 
violations by SSCI staff. It describes actions-including the possession of a 
camera at a CIA facility--that took place from December 2009 to Decembe · 2010 
and attributes them to an "SSCI staffer" who was removed from the Commi tee. 
This is false .. 

FACT: The individual in question was an employee of the Office of the 
Director of National Intelligence (ODNI) who was detailed by the ODNJ to the 
SSCI for the document review. Senator Bayh personally committed to correct 
this error in the CIA Accountability Board report before it was made p 1blic, 
but failed to do so. , 

8. The CIA Accountability Board c.laims that, in one instance, an SSCI staffm !mber 
somehow attempted to bypass CIA restrictions on printing. There were N( • 
restrictions on what SSCI staff were allowed to print. 

FACT: There were never any restrictions to prevent SSCI staff from pr in ting 
CIA documents. Any restriction on printing imposed would have violat1 ,d the 
Committee's agreement with the CIA. If any CIA limitations on printin were 
put in place in error, those restrictions were removed when brought to 1 he 
attention of CIA personnel, Any attempt to discredit a Senate staffer fff · 
printing a document to read it for oversight purposes is ridiculous. 

9. The CIA Accountability Board cites a specific CIA attorney as stating that ,. a draft 
SSCI report contained language remarkably similar to portions of the 'Pane1 ta 
Review. m This is factually incorrect. 

FACT: The Committee Study was in no way based on or used language from 
the "Panetta Review." Director Brennan made the same inaccurate claim in 
his meeting with Chairman Feinstein and Vice Chairman Chambliss or. 
January 15, 2014. When SSCI staff asJ{ed the CIA to provide informati1 .n on 
what language was similar between the two documents, the CIA was unable to 
do so. In fact, the only similarities are that the CIA's Panetta Review re iched 
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similar conclusions on the CIA Detention and Interrogation Program a:. the 
Committee. 

1 O.The CIA Accountability Board refers to the Committee's access to the Pane ta 
Review as a "probable security breach" and frames a CIA attorney's actiom as 
'~reasonable" and intended to "verify that a security breach in fact existed." · [here 
was no reason to suspect a security breach by the Committee. 

FACT: The CIA knew of more likely explanations for how the SSCI ob ained 
the Panetta Review other than a ''security breach." In fact, the CIA 
Accountability Board twice notes how CIA officers highlighted internally that. 
Committee investigators could have received the Panetta Review docun .ents 
through the legitimate use of the Google search tool the CIA provided, I ,ut 
had misconfigured. 

• The June 4, 2009, letter from Director Panetta prohibited any unilater 11 
search of SSCI computers and stated, "any remaining security or logi: ;tical 
concerns or other issues can be resolved through our re_spective staffs " Yet 
the CIA failed to resolve, or even communicate about, this issue itb the 
Committee staff or Members. 

• Further, the CIA Accountability Board ignored the history and good j iith 
between the Committee and the CIA under Directors Panetta and Pet1 aeus. 
During their tenures as Directors, the CIA staff and Committee s ·aff 
regularly communicated about sensitive, unrelated documents pl: :Ced on 
the SSCI computer system- For example, the Committee staff ale1 ted 
the CIA to sensitive documents on the system that the CIA likely Jid not 
intend to provide and that were unrelated to the Detention and 
Interrogation Program. At no time did these past alerts from 
Committee staff of sensitive documents result in a ''security cone• rn," 
rather, they were handled appropriately between SSCI and CIA 
personnel. Moreover,.unlike the documents referenced above, th~ 
Panetta Review documents were directly related to the program 1 mder 
review by the Committee and were no more classified than other ,tudy 
documents provided to the Committee. 

• FinaUy, the CIA Accountability Board did no~ address the fact th it the 
CIA attorney who conducted the search of SSCI computers "before 
informing his superiors" was the same CIA attorney who present ?d the 
CIA's June 2013 :Response to the Committee Study. Because the. ·une 
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2013 CIA response was in direct factual conflict with the Panetta 
Review documents, the CIA attorney had at minimqm a potential 
conflict of interest for searching the SSCI computer network. 
Unfortunately, this was not examined by the Accountability Boar :I. 

11. the CIA Accountability Board found that there was a "misunderstanding" l etween 
Director Brennan and the CIA attorney on who ordered the searches of the ,SCI 
computers and that Director Brennan did not understand what forensic tech1 ..iques 
were necessary to answer his questions ~bout how the docum~nts were prov ided to 
the SSCI. At the same time, the Board found that the CIA attorney did not 
understand the CIA Director's expectations that no intrusive methods shoul• l be 
employed to find out how the documents were provided to the SSCI and wh ~ther 
they ·were printed. 

FACT: The CIA Accountability Board acknowledges that senior staff 
reporting to Director Brennan had a full understanding of the first sear ch of 
the SSCl's computers in January 2014 and agreed to the second search of the 
Committee's computers. Unfortunately, the Accountability Board did 11 ot 
expand its scope to review the actions of these individuals .. 

12.The CIA Accountability Board repeats the CIA claim that the Committee w ts "not 
entitled to access'~ 'the Panetta Review. There is no basis for this CIA cJai1 .1. 

FACT: The Panetta Review documents were made available to the 
Committee, whether intentionally or not, and as Senator Feinstein statf d in 
her March 2014 Floor statement, the Senate Legal Counsel has advised that 
Congress does not recognize such claims of "deliberative privilege" wh( n it 
comes to documents provided to Congress for its oversight duties. The • :IA 
Accountability Board does not acknowledge that many so-called "priviJ eged'' 
documents were provided to the Committee, as part of the. Study, with : imilar 
informaticm and markings as the Panetta Review. 

13. The CIA Accountability Board asserts that the "combined team'·' of the 
counterintelligence contractor employee and 'the CIA Office of Security's C rber 
Blue Team "concluded that someone directly navigated the file path containing the 
unauthorized documents and copied them to another SSCI accessible locatil ·n." 

) 
There is no basis provided for this CIA claim. 

FACT: The CIA Accountability Review Board presents no support for this 
claim. The CIA IG reviewed th.is allegation and concluded it was inacctJ rate. 
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14. The ·cIA Accountability Board quotes a senior CIA attorney stating that 
''throughout the SSCI review, SSCI staff knew the practical necessity of car ying 
out the document production required the non-IT professional CIA staff rou :inely 
access CIA-generated documents on the CIA system for the purpose of 
administering the document production." Suggesting that unauthorized C: A 
searches were possible because authorized document administration w~ s 
necessary is ridiculous. 

FACT: Access to the SSCI computers for the purposes of providing 
documents was an authorized purpose. The fact that the CIA had acces; to the 
SSCl computer network for purposes expressly authorized by the Com nittee 
does not support the CIA Accountability Board's assertion that search< s of 
the SSCI network were therefore "commonplace .. " 

15. The CIA Accountability Board suggests that the Committee should have bei :n 
aware_ofCIA monitoring of the SSCI network and the CIA's ability to acce is the 
network. The Accountability Board highlights the following documents: (I) a 
February 2011 CIA HDRG-RDI/SSCIRG Handbook for File Reviews,'' (2): .n 
August 2013 CIA "RDINet System Security Plan," (3) a June 2011 CIA 
"Statement of Work,'' and (4) an unsigned Memorandum of Understanding 
together "capture how the Agency managed the operation of RDINet." The 
documents cited are internal CIA documents and the Committee did nc t agree 
to them nor is there any indication that the SSCI was ever provided or i nade 
aware of them. 

FACT: The CIA Accountability Board ignores the history in the 
establishment of the Committee's ''stand-alone'' network and the CIA'~ 
agreement that the Committee computers would not be accessed withol t 
Commi.ftee permission. While the Accountability Board states that ther ! may 
have been a sign-on screen warning users of -potential audit capabilities 
Chairman Feinstein and Vice Chairman Bond entered into a signed 
agreement with CIA Director Panetta on how the CIA could access SS< 'I 
computers. The Committee and the CIA spent months negotiating thes< 
agreements that resulted in the acknowledgement that the CIA would not be 
able to electronically monitor the SSCI computers .. No warning insertec: into a 
computer system by CIA personnel;' and indeed no SSCI staff; could alt !r the 
agreement made between the Committee and the CIA. To argue othe~ ise is 
ridiculous. 
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TIIE DIRECTOR 
CENTRAL INTELLIGENCE AGENCY 

WASHINGTON, D.C. 20505 

The Honorable Dianne Feinstein 
Select Committee on Intelligence 
United States Senate 

· Washington; D.C. 20510 

Dear Madam Chairman:_· 

27 January 2014 

I am.in receipt of your 23 January 2014 letter regarding our 
15 January 2014 meeting. I wholeheartedly agree that the Executive 
and Legislative branches must respect the Constitution 1 s separation 
of powers and that the events that led up to our meeting go not 
only to the heart of that re~pect, ·but also to the effectiveness 
and integrity of the oversight process. As I have noted in the 
past, I believe in and strongly support. _the necessity of effective 
Congressional oversight, while also desiring to protect the 
Exe·cutive branch's legitimate prerogatives. In order to give you a 
sense of my perspective on these developments, I have outlined them 
below and propose a possible path forward. In short, I believe 
your idea of some sort of independent review is worth exploring, as 
it is my.hope that we can find a way to address these events in a 
mutually satisfactory way that respects the very separation of. 
powers principles we both seek to uphold. · 

As I relayed to·you and Vice Chairman Chambliss during our 15 
January meeting, I recently received information suggesting that 
sensitive CIA documents·that were the subject of a pending request 
from the Committee may have been improperly obtained and/or 
retained on the SSCI staff side of a CIA lo~al area network, which 
was set up exclusively for the Committee'·s RDI review and which 
contains highly classified information. Consequently, I asked for 
a meeting with you and the Vice Chairman as soon as possible to 
share that information and to discuss .the need for a review of the 
system in order t6 assess what happened. As we know, both branches 
have taken great care to establish an accommodation regarding the 
Committee's access·to Executive branch information on the RDI 
program, and ·we need to ensur~ that what is shared is· as agreed 
between the branches. At the same time, and most important.ly, if 
the integrity of our network i.s flawed, we must address the 
security problem immediately. 1 

To ensure we have a common understanding of the ·agreement governing the SSCI 
staff's access to and use of a portion of the relevant CIA facility's 
network, I will transmit under separate classified cover a copy of the 
agreed-upon Standard Operating Procedures, a copy of the materials used in 
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During our 15 January meeting, I explained how it came to our 
attention that these documents were on the SSCI staff side of the 
network. As I indicated, recent statements made by Committee staff 
suggested they had in their possession a document that you 
requested in a 26 November 2013 letter. In your correspondence, 
you asked for "several summary documents" from what you termed an 
"internal review" of the CIA RDI program initiated by Director 
Panetta that purportedly came to conclusions similar to those 
contained in the Committee's study on the RDI program. Senator 
Udall made a similar reference to, and a request for, these 
materials during the open hearing on Caroline Krass's nomination to 
be the CIA's General Counsel. Senator Udall repeated his· request 
for these documents in a 6 January 2014. letter tha·t he wrote to the 
President. In response, I explained to both you and Senator Udall 
that these requests raised significant Executive branch 
confidentiality interests and outlined the reasons why we could not 
tu,rn over sensitive, deliberative, pre-decisional CIA material. 
These documents were not created as part of the program that is the 
subject of the Committee's oversight, but rather were written in 
connection with the CIA's response to the oversight inquiry. They 
include a banner making clear that they are privileged, · 
deliberative, pre-decisional CIA documents, to include attorney-
client and attorney work product. The Executive.branch has long 
had substantial separation of powers concerns about congressional 
access to this.kind of material. 

CIA maintains a log of all materials provided to the Committee 
through established protocols, and these documents do not appear in 
that log, nor were.they found in an audit of CIA's side of the 
system for all materials provided to sscr. through established 
protocols. Because we were concerned that there may be a breach or 
vulnerability in the system for housing highly classified 
documents,· CIA conducted a limited review to determine whether , 
these files were located on the SSC~ side of the CIA network2 and 
reviewed audit data to determine whether anyone had a·ccessed the 
files, which would have been unauthorized. The technical personnel 
conducting the audit review were asked to undertake it only if it 
could be done w{thout searching audit data relating to other files 
on the SSCI side of CIA's network. That review by IT personnel 
determined that the documents that you and Senator Udall were 

the security briefing given to all Committee $taff granted access to the CIA 
network, and other relevant documents. 
2 The system is designed to preclude looking for file names across the entire 
network, thus precluding a single \\network wide" review. Thus, absent 
finding and exploiting a vulnerability! the CIA personnel working on the RDI 
review should not be able to access any information on the SSCI side; and the 
SSC! staff working on the·RDI .review should not be able to access any 
information on the CIA side of the network. 
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requesting appeared to·· already be on the SSCI staff side of CIA' s 
local area network and had been accessed by staff. Only completion 
of the security review wilt answer how SSCI staff came into · 

.possession of the documents. After sharing this information with 
you and explaining that I did not know how the materials would have 
appeared on the SSCI staff side of the network, I requested that 
you return any copies of these highly sensitive CIA documents 
located either in the Committee reading room at·the CIA. facility or 
in the Committee's own offices. You instructed your staff director 
to collect and provide to you any copies of the documents. I 
informed you that I had directed CIA staff to suspend any further 
inquiry tnto this matter until I could speak with you. 

I stated that I had asked for the meeting because I wanted 
Committee leadership to be fully aware of what had been brought to 
my attention before I tjirected the appropriate IT personnel to 
begin a full computer security review. I informed you that the 
staff who would conduct the security review would need to conduct 
computer forensics on the CIA documen~s that appear to be on the 
SSCI side of the system. I further informed you that the 
individuals assigned· to conduct this security review would be 
"walled off" from the CIA personnel who have been involved in 
reviewing the Committee's study on the RD! program in order to 
protect the SSCI's legitimate equities in its deliberative 
materials and work product. 

I made clear during our meeting that I wanted to conduct this 
security review with your consent and, furthermore, that I welcomed 
the participation of the Committee's Security Director in this 
effort. You informed me that you were not aware that the Committee 
staff already had access.to the materials you had requested in. your: 
letter. Soon after our meeting, you requested by letter that I 
suspend any investigation or further access to the computers or 
computer networks until you could consider the'matter further. You 
also pledged in your letter that SSC! staff would not access those 
computers or computer networks for this same perio~. I reached you 
by telephone the next day to inform you that the CIA would 
temporarily suspend the security review in light of your request. 
I trust that you continue to believe that Committee staff should 
not access any of the computers on CIA's local area network while 
we work through this matter. 

As I stated in our meeting, the existence of these sensitive 
Executive branch documents on the SSCI side of the CIA facility 
network-~all of which were created outside the agreed time period 
for document production~-raises significant concerns about the 
integrity of a highly classified CIA computer system and whether 
the protocols developed between the SSCI and the CIA in relation to 
CIA files are being ~allowed. You indicate in your most recent 
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letter that these documents were provided to Committee staff at the 
CIA-lea_sed facility, but, as I noted above, we have no record of 
having done so under the process by which we have regularly 
provided documents. 

As I noted at our meeting, this is a very serious matter, and 
it is important that both the CIA and ·the Committee get to the 
bottom of what· happe~ed. We should be able to do this in a way 
that preserves our institutional equities. 

I renew my invitation.to have the Committee's security officer 
fully participate with CIA ·security professionals in a security 
review o.f the local . area network dedicated to the RDI study. Your 
23 January letter indicates that· an independent ·review of these 
events also may be appropriate. I would welcome an independent 
review that explores CIA's actions and how these documents came to 
reside on the Committee's side of the CIA facility network. If you 
are amenable, I will have my Acting General Counsel .reach out to 
the Committee's Majority and Minority Counsel to discuss options 
for such an independent review. 

However we proceed, the security review must be completed in a 
timely manner. It is imperative to learn whether or not a breach 
or vulnerability exists on this network and was exploited. I trust 
that you share my concerns and that we can work together to carry 
out a security review that answers these important questions while 
respec~ing the important separation of powers concerns of both 
hr~n("'hP!=:. 

Sincerely, 

cc: Members, Senate Select Committee on Intelligence 
The Honorable Jim Clapper, Director of Natibrial 

Intelligence 
· Ms. Kathryn Ruemmler, White House Counsel 
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